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Abstract

Thi s docunent describes an approach where an ACME Server can

chal l enge an ACME Cient to provide a Renpte Attestation Evidence or
Renote Attestation Result in any format supported by the Conceptual
Message Wapper. The ACME Server can optionally challenge the Cient
for specific clainms that it w shes attestation for.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://liuchunchi.github.io/draft-liu-acme-rats/draft-Iiu-acme-
rats.html. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-liu-acnme-rats/.

Di scussion of this docunent takes place on the Automated Certificate
Management Environnent Working Goup mailing |ist
(mailto:acne@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/acne/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/acne/.

Source for this draft and an issue tracker can be found at
https://github. com | iuchunchi/draft-1iu-acne-rats.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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ACME [ RFC8555] is a standard protocol for issuing and renew ng

certificates automatically,

wi dely used in the Internet scenario,

help an ACME Client prove its ownership to an identifier |ike domain
name or email address.
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In order to prevent issuing certificates to malicious devices, a few
wor ks are ongoing in the LAMPS and RATS WG

* [I1-D.ietf-lanps-csr-attestation] define trustworthy clains about
device's platformgenerating the certification signing requests
(CSR) and the private key resides on this platform

* [lI-D.draft-noriarty-rats-posture-assessnent] define a summary of a
| ocal assessnent of posture for managed systens and across various
| ayers.

Thi s docunent builds on [I-D.draft-bweeks-acne-devi ce-attest-01]

whi ch provides a nechani smfor WebAuthn attestati ons over ACME. This
docunent is broader in scope to support a broad range of attestation
formats.

In this docunment, we propose an approach where ACME Server NMNAY

chall enge the ACME Client to produce an Attestation Evidence or
Attestation Result in any format that is supported by the RATS
Conceptual Message Wapper [I-D.draft-ietf-rats-nmsg-wap]. The ACME
Server then checks if the ACME Clients presented a valid renote
attestation evidence or renpte attestation result, for instance, an
EAT (entity attestation token). The ACVE Server MAY perform any
necessary checks against the provided renpte attestation, as required
by by the requested certificate profile; this conforns to the RATS
concept of an Appraisal Policy.

Thi s docunent defines a new ACME "rats" identifier and the chall enge
types "device-attest-02" and "device-attest-03" which are
respectively use to challenge for a RATS background check and
passport nodel type attestation. |In this way, the CA/ RA issues
certificates only to devices that can provide an appropriate
attestation result, indicating such device has passed the required
security checks. By repeating this process and issuing only short-
lived certificates to qualified devices, we also fulfill the

conti nuous nonitoring/validation requirenment of Zero-Trust principle.

Sone examnpl e use cases include an enterprise scenario where Network
Operations Center (NOC) issue certificates to devices that can prove
via renpote attestation that they are running an up-to-date operating
systemas well as the enterprise-required endpoint security software.
Anot her exanple is issuing SSMME certificates to BYOD devices only
if they can prove via attestation that they are registered to a
corporate MDM and the user they are registered to matches the user
for which a certificate has been requested.

For ease of denotion, we onmt the "ACME" adjective from now on, where
Server neans ACME Server and Cient neans ACME Cient.
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2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Extensions -- rats identifier
An rats identifier type represents a unique identifier to an
attestation result. It extends a "rats" identifier type and a string
val ue.
type (required, string): The string "rats".
val ue (required, string): The identifier itself.
The following steps are the ones that will be affected:
1. newOrder Request Cbject - identifiers: During the certificate
order creation step, the Client sends a /newOrder JWS request
(Section 7.4 of [RFC8555]) whose payl oad contains an array of
identifiers. The Cient adds an rats identifier to the array.

An exanpl e extended newOrder JWS request:

{
"protected": base64url ({
"al g": "ES256",
IO
"payl oad": base64url ({
"identifiers": [
{ "type": "rats", "value": "0123456789abcdef" },
IOF
"signature": "H6ZXtG TZyUnPeKn. .. wEA4Tkl Bdh3e454g"
}
2 Order bject - identifiers: After a newOrder request is sent to

the Server, the Account Object creates an Order Object (Section 7.1.3
of [RFC8555]) with "rats" identifiers and values from Step 1.

An exanpl e extended Order Object:
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{
"status": "pending",
"identifiers": [
{ "type": "rats", "value": "0123456789abcdef" },
] i)
"aut hori zations": [
"https://exanpl e. com acme/ aut hz/ PAni VnsZci s",
] i)
"finalize": "https://exanple.confacne/order/T..fgo/finalize",
}
3. Authorization hject - identifier: The Server creates an

Aut hori zation Object that has rats identifier (Section 7.1.4 of
[ RFC8555])

4. Challenge Object - identifier: The Server creates a Challenge
nj ect that has rats chall enge type.

An exanpl e extended Authorization Object (that contains a Challenge
oj ect) :

{
"status": "pending",
"identifier": {
"type": "rats",
"val ue": "0123456789abcdef "
}1
"chal | enges”: [
{
"type": "rats",
"url": "https://exanpl e.com acne/chall/prV_B7yEyAd",
"status": "pending",
"t oken": "DGyRej nCef e7v4Nf DGDKf A",
}1
{
"type": "http-01",
"url": "https://exanple.com acne/chall/prV_B7yEyAd",
"status": "pending",
"t oken": "DGyRej nCef e7v4Nf DGDKf A",
}
] i)
}
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4. Extensions -- rats challenge types
A rats challenge type help the Cient prove ownership to its
attestation result identifier. This section describes the challenge/
response extensions and procedures to use them

4.1. device-attest-02 Chall enge

devi ce-attest-02 Challenge sinply works wi th Passport Model of RATS.
The correspondi ng Chal | enge bject is:

type (required, string): The string "device-attest-02".

url (required, string): The URL that the Cient post its response
to.

token (required, string): Sane as Section 8.3 of RFCB8555.

nonce (optional, string): |If attestation freshness is required, then
the Server MAY present a nonce which then MJST be echoed in the
provided attestation. |In sone situations, the nonce will come

froma separate RATS Verifier, and therefore needs to be a
di stinct value fromthe ACME token.

attestd aimsHint (optional, list of string) |If the Server requires
attestation of specific clainms or properties in order to issue the
requested certificate profile, then it MAY |ist one or nore types
of clains fromthe new y-defined ACVME Attest Clains Hints registry
defined in "sec-clainshints"(cite-fail).

The response sent to the url is:

keyAut hori zation = token || . || cnmw

where cnw MAY be either a CMVin JW format, or a Base64 CMNin CW
format as per [I-D.draft-ietf-rats-nsg-wap].

4.2. device-attest-03 Chall enge
devi ce-attest-03 Chall enge works the sane way as devi ce-attest-02,

but expects the Cient to return RATS evidence in accordance with the
Background Check Mbdel of RATS.
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5

ACMVE Attest Clains Hint Registry

In order to facilitate the Server requesting attestation of specific
types clainms or properties, we define a new registry of ACME C ains
Hints. 1In order to preserve flexibility, the daimH nts are
intended to be generic in nature, allowing for the client to reply
with any type of attestation evidence or attestation result that
contains the requested information. As such, these values are not
intended to map one-to-one with any specific renpote attestation

evi dence or attestation result format, but instead they are to serve
as a hint to the ACME dient about what type of attestation it needs
to collect fromthe device. Utinmately, the CA's certificate
policies will be the authority on what evidence or attestation
results it will accept.

See Section 8.1 for the initial contents of this new registry.
Exanpl e use case -- enterprise access

In an enterprise network scenario, it is hard to coordi nate Security
Qperations Center (SOC) and Network Operations Center (NOC) to work
toget her due to various of reasons:

1. Integration/conpatibility difficulty: Integrating SOC and NOC
requires plenty of custoni zed, case-by-case devel opi ng wor k.
Especially considering differrnt systemvendors, system versions,
different data nodels and formats due to different client
needs... Let al one possibl e updates.

2. Conflict of duties: NOC people do not want SOC people to
interfere with their daily work, and so do SOC people. Al so, NOC
peopl e may have limted security know edge, and SOC peopl e vice
versa. Wiere to draw the line and what is the best tool to help
them col | aborate is a question.

This work proposes a way to hel p SOC and NOC work together, with
separated duties (to avoid conflict) and ease of working together
(proper abstraction).

An Endpoi nt Detection and Response (EDR) software and Security
Qperations Center (SOC) is responsible for checking the security
status of an accessing end device. |f the device passed | atest
security checks, EDR/ SOC should issue fresh attestation results
(consider as a security clearance). Oherw se, EDR/ SOC shoul d refuse
to issue (new) attestation results. A Network Operations Center
(NOC) could use ACME to issue short-lived certificates to only
devices with fresh attestation results. 1In this way, the NOC can
foll ow a Zero-Trust philosophy and i ssue network access to only
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devices that are continuously nonitored and have no known security
ri sks up-to-date. SOC can al so have flexible security policies and
deci de what to check.

7. Security Considerations
TODO Security

8. | ANA Consi derations
I ANA is requested to open a new registry, XXXXXXXX
Type: designated expert

The registry has the foll ow ng col ums:

* CaimHnt: the string value to be placed within an ACME devi ce-
attest-02 or device-attest-03 chall enge.

* Descryption: a descryption of the general type of attestation
evi dence or attestation result that the client is expected to
pr oduce.

The initial registry contents is shown in the table bel ow

| d aimHint | Description |
[} s e sl s sy o}
| FI'PS_node | Attestation that the device is |
| | currently booted in FIPS node. |
S o m o o e +
| OS patch_level | Attestation to the version or patch |
| | level of the device' s operating system |
S T +
| sw_nmanif est | A manifest list of all software |
| | currently running on the device. |
S o m o oo +
Table 1

8.1. ACME Attest Clains Hint Registry
9. References

9.1. Nor mat i ve Ref erences
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