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can be related with various FEC

information, e.g, VPN IP prefix [RFC4365], EVPN service information
[ RFC7432], flex algorithms[ RFC9350] and etc.
information woul d be advertised via control

BGP,

etc).

Most of these
pl ane protocol s(e.g, |GP,

Procedures for sinple and efficient nechanisns to verify the data

pl ane agai nst the control

wel |

i ntroduced and the MPLS | abel

LSP

pl ane using LSP Ping in MPLS network are

defined in [RFC8029]. Normally, when a new feature is

is associated with new i nformation, the

Pi ng nechanismis still applicable by defining new FEC sub-TLV
with the new information encoded in it.

[ RFC9489] defines procedures to detect data plane failures using LSP

Ping in MPLS networks depl oyi ng EVPN.
pl ane connectivity check scenario provided in [ RFC9489].

dual

contai ning the C MAC addr ess,
necessary fields in the packet.

Figure 1 is an unicast data

CEl is

-homed to PE1 and PE2, PE1 and PE2 both announced a MAC route for
CE1l with the sane CMAC but different RDs. On PE3, when an operator
performs a connectivity check for the G MAC address on PEl, the

operator initiates an LSP Ping request with the Target FEC Stack TLV

the correspondi ng RD and ot her

The egress PE will process the

packet and perform checks for the EVPN-related information carried in
Target FEC Stack TLV.
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Figure 1: EVPN Network

For VPN EVPN services over SRv6 as in [RFC9252], the requirenents to
detect data plane failures are simlar. Besides VPN EVPN
information, |IPv6 addresses(nmainly SRv6 SID), can be related with
other information/functions such as flex al gorithm [ RFC9350]

[ RFC9502], SRv6 endpoi nt behavi ors [ RFC8986], service functions
[I-D.ietf-spring-sr-service-progranm ng] and so on. QOperators may
want to validate these information as well. But there’s no such
val i dation nechanismin | Pv6/ SRv6 yet.

[ RFC9259] describes how the existing | CMPv6 nechani sns for ping and
traceroute can be used in an SRv6 network for data plane connectivity
check purpose. This docunment introduces the nechanismto verify the
data pl ane against the control plane and to detect data pl ane
failures in | Pv6/ SRv6 networks by extending | CMPv6 nessages.

Editor’'s Note: Instead of extending | CMPv6 Node I nformation Query (or
NI Query) and the Node Information Reply (or NI Reply) based on

[ RFC4620], this docunment introducing |ICVPv6 Validation Request and

| CMPv6 Validation Reply nmessages by defining two new types of | CVMPv6
nmessages taking exanple from[RFC8335]. The reason is that NI Query
and NI Reply are originally defined for discovering information about
nodes, such as nanes and addresses, while this docunent ains to
provide an I P-related information validation mechani sm which nakes
RFC4620 not quite suitable.

Liu & Liu Expi res 29 August 2025 [ Page 3]



I nternet-Draft I CVP for Validation February 2025

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. 1CQwv6 Validation Request

The Val i dati on Request nessage is defined for | CMPv6[ RFC4443]. Like
any | CVMPv6 message, the | CWPv6 Validati on Request nessage is
encapsul ated in an | Pv6 header

The structure of |1 CMPv6 Validati on Request is shown in Figure 2,
wher e:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Code | Checksum |
B T S i T s i i e e SEI S
| Identifier | Sequence Nunber | Reserved |

S g S T S S S
| CMP Extension Structure

e i S T S S T T S i S S S S

Fi gure 2: Validation Request
* Type: The value is TBDL.
* Code: MUST be set to 0 and MUST be ignored upon receipt.
* Checksum For | CWMPv6, see [ RFC4443].

* ldentifier: An Identifier to aid in matching Validation Replies to
Val i dati on Requests. May be zero.

* Sequence Nunber: A Sequence Number to aid in nmatching Validation
Replies to Validation Requests. My be zero.

* Reserved: This field MJST be set to 0 and ignored upon receipt.

Liu & Liu Expi res 29 August 2025 [ Page 4]



I nternet-Draft I CVP for Validation February 2025

* | CVP Extension Structure: The | CMP Extension Structure carries the
informati on that needs to be verified. Section 7 of [RFCA884]
defines the I CVMP Extension Structure. As per [RFC4884], the
Ext ensi on Structure contai ns one Extension Header followed by one
or nore objects. Wen applied to the I CWP Validati on Request
message, the | CWP Extension Structure MJUST only contain one or
nmore instance of the Validation Informati on Qbjects as defined in
section 2. 1.

2.1. Validation Information bject
The Validation Information Object is shown in Figure 3, where:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Length | Class-Num | C Type |
I S T S S i S S S e o i
I I
| /[l (nject payload) // |
| |
B T S i T s i i e e SEI S

Figure 3: Validation Information Object

* Length: Length of the object, nmeasured in octets, including the
bj ect Header and nj ect Payl oad.

* Class-Num Validation Information Cbject. The value is TBD2.

* (bj ect payload: Variable-length field. C Type-specific data.

* C-Type: For this object, the CType is used to indicate the type
of the information that needs to be verified. This docunent only
defines the C Type value 0 as shown bel ow

C Type oj ect Payl oad

0 Revser ed
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Thi s docunent only defines fundanental packet formats and processing

r

ul es,

the detail ed C Type val ues and the corresponding information

carried in object payload is out of the scope of the document and
woul d be defined in separate docunents. For exanple,
[1-D.liu-bess-srv6-evpn-validation] provides solutions to detect data
pl ane failures for EVPN over SRv6 | everagi ng the mechani sm defined in
thi s docunent.

| CMPv6 Validation Reply

The Validation Reply nessage is defined for |1 CVWPv6. Like any ot her
| CMPv6 nessages, the Validation Reply nessage is encapsulated in an
| Pv6 header. Figure 4 describes the ICWPv6 Validation Reply message.

0

1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

Type | Code | Checksum

S T S R i S S i S S S

Identifier | Sequence Nunber | Reserved |

T S S T o S e S it S S SE S S S

Figure 4: Validation Reply

| CVP fields:

*

Type: Validation Reply. The value is TBDS.

* Code: Values are
(0) Vvalidation passed
(1) Ml fornmed request received
(2) One or nore of the objects were not understood
(3) Information m smatch

Checksum For | CMPv6, see [ RFC4443].

Identifier: Copied fromthe Identifier field of the invoking
Val i dati on Request packet.

Sequence Nunber: Copied fromthe Sequence Number field of the
i nvoki ng Validati on Request packet.

4. 1CWPv6 Validati on Message Processing
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4.1. Sending a Validation Request

A node that originates an | CMPv6 validation request message SHOULD
first determ ne which | Pv6 address/SRv6 SID needs to be verified with
what information. How the sender node get the information is out of
scope of the docunent.

An | CWMPv6 validation request contains one or nore Validation

I nformati on objects, depending on how the user wants to do the
validation. For exanple, an SRv6 service SIDis related with an
endpoi nt behavior and an IPv4 VPN prefix, if one wants to verify both
informati on of the SID via one request nmessage, an | CVPv6 validation
request is sent with two validation information objects init. O
one may choose to send two individual | CMPv6 validation requests,
each carries one validation information object to verify these two

i nformati on separately.

The target IPis the IP address/SRv6 SID to be verified and MUST be a
uni cast address. The ICMPv6 validation request is sent with the
target | P address/SRv6 SID set as the destination address of the IP
header field without SRH for the SRv6 best-effort connectivity case,
or set as the last segnent with SRH. The Source Address of the

| CMPv6 packet MJST be a unicast address belonging to the node.

The Hop Limt SHOULD be set to 255 to prevent transit nodes from
processing the validation request.

4.2. Receiving a Validation Request

Al'l transit nodes process the validation request nessage |ike any
other |1 Pv6 data packets and hence do not require any change.

As specified in [ RFC4443], if a router receives a packet with a Hop
Limt of zero, or if a router decrenents a packet’s Hop Limt to
zero, it MJST discard the packet and originate an | CMPv6 Ti ne
Exceeded nessage with Code 0 to the source of the packet. The source
address SHOULD be set as a | ocal address of the router.

The target node is a node receiving an validation request where the
target I P of that nessage is locally configured as a segnent or |oca
i nterface.

When the validation request packet arrives at the target node, and
any of the follow ng conditions apply, the node MIST silently discard
the i ncom ng nmessage:

* The node does not recognize | CVPv6 Validati on Request nessages.
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* The node has not explicitly enabled | CMPv6 Vali dation
functionality.
* The incomng |CVMPv6 Validation Request carries a Source Address
that is not explicitly authorized for the inconming |CVv Validation

Request type.

* The Source Address of the incom ng nmessage is not a unicast
addr ess.

* The Destination Address of the incom ng nessage is not a unicast
addr ess.

O herwise, if the packet is well forned, the target node verifies the
i nformati on encoded in the Validation Information Cbject against the
correspondi ng | ocal information and state.

4.3. Sending a Validation Reply

When a node receives an | CMPv6 Validation Request, it MJST format an
| CMPv6 Validation Reply as follows:

* Copy the Source Address fromthe Validati on Request nessage to the
Destination Address of the Validation Reply.

* Copy the Destination Address fromthe Validati on Request nessage
to the Source Address of the Validation Reply.

* Set the Hop Limit to 255

* Set the Next Header to | CVPV6.

* Set the DiffServ codepoint to CSO [ RFC4594].
* Set the ICWP Type to Validation Reply.

* Copy the ldentifier fromthe Validati on Request nmessage to the
Val i dation Reply.

* Copy the Sequence Nunber fromthe Validati on Request nessage to
the Validation Reply.

* Set the Code field as described in Section 4.3.1
* Set the Checksum appropriately.

* Forward the ICVWP Validation Reply to its destination
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4.3.1. Return Code

The Code field MIST be set to O if all the the information encoded in
the Validation Information Object is consistent with the the
correspondi ng | ocal information on the target node.

The Code field MJST be set to 1 if any of the follow ng conditions
appl y:

* The | CWP Request does not include an | CMPv6 Extension Structure.

* The | CWP Extension Structure does not only include the Validation
I nformation Object(s).

* The query is otherw se nmal f or ned.

The Code field MJUST be set to 2 if one or nore of the objects are not
under st ood by the node.

The Code field MIST be set to 3 if the information in the Validation
Informati on Cbject(s) is not consistent with the |ocal information
and validation is not passed.

4.4. Receiving a Validation Reply

A node should only receive a validation reply in response to a
validation request that it sent. Thus, on receipt of a validation
reply, the node should parse the packet to ensure that it is well-
fornmed, then attenpt to natch up the validation reply with a
validation request that it had previously sent, using the Identifier
and Sequence Number. |If no match is found, the node ignores the echo

reply.

5. Updates to RFC 4884
Section 4.6 of [RFC4884] provides a list of extensible | CVWP nmessages
(i.e., nessages that can carry the |ICW Extension Structure). This
docunent adds the | CMPv6 Validati on Request message and the | CMPv6
Val idation Reply message to that |ist.

6. | ANA Consi derations
Thi s docunent requests the followi ng actions from | ANA

* Add an entry to the "I CMPv6 "type" Nunmbers" registry, representing
the Validation Request. This entry has one code O.

Liu & Liu Expi res 29 August 2025 [ Page 9]



I nternet-Draft I CVP for Validation February 2025

* Add an entry to the "I CWPv6 "type" Numbers" registry, representing
the Validation Reply. This entry has the follow ng codes:

(0) Vvalidation passed
(1) Mal formed request received
(2) One or nore of the objects were not understood
(3) Information m snatch
* Add an entry to the "I CWP Extension Object C asses and U ass Sub-
types" registry, representing the Validation Infornmation Object
with Ctypes:
(0) Reserved

C- Type val ues are assignable on a first-conme-first-serve (FCFS)
basis with a range of 0-255.

Al'l codes nentioned above are assigned on a First Cone First Serve
(FCFS) basis with a range of 0-255

7. Security Considerations

Security considerations discussed in [ RFC4443] and[ RFC4884] apply to
thi s docunent.

To protect against unauthorized sources using validation request
messages to obtain network information, it is RECOMVENDED t hat

i npl erent ati ons provide a means of checking the source addresses of
val i dation request nessages agai nst an access |list before accepting
the message.

The val i dation nmechani sm SHOULD be only used in the linmted donain.
The validation request contains the control plane information,
policies should be inplenmented on the edge devices of the domain to
prevent the information from being | eaked i nto ot her domai ns.

In order to protect |local resources, inplenmentations SHOULD rate-
limt inconming | CMP Request nessages.
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