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Abst ract

Thi s docunent first proposes introduces the concept of "Aggregate
header limt for |IPve"(IPv6-AHL) based on RFC8883 to indicate the
total header size that a router is able to process at full forwarding
rate for I Pv6 packets. Then this docunent describes the problens for
pat h cal cul ati on and functi on enabl ement wi thout the awareness of

| Pv6- AHL, and the considerations for |IPv6-AHL collection are al so

i ncl uded.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The introduction of |IPv6 extension headers, especially SRH and sone
advanced features/functions have increased the total packet header
chain size greatly, which may cause inefficient packet processing due
to the header chain size exceeding the processing limt of the
router.

As in [RFC8883], sone hardware devices inplenent a parsing buffer of
a fixed size to process packets. The parsing buffer is expected to
contain all the headers that a device needs to examne. |If the
aggregate length of headers in a packet exceeds the size of the
parsing buffer, a device will either discard the packet or defer
processing to a software sl ow path. [RFC8883] proposes the concept
"aggregate header linmt" to indicate this size limt. As per

[ RFC8883], an | CVPv6 Destination Unreachable error with code for
"Headers too | ong" SHOULD be sent when a node di scards a packet
because the aggregate length of the headers in the packet exceeds the
processing limts of the node.
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[ RFC9098] al so nentions that due to packet-forwardi ng engine
constraints, if an I Pv6 header chain is sufficiently |ong such that
it exceeds the packet |ookup capacity of the router, the router m ght
be unabl e to determ ne how t he packet should be handl ed and thus
could resort to dropping the packet. And sone packet-forwarding

engi nes manage | Pv6 header chains using recirculation, but

recircul ation can inpact the forwarding capacity of hardware, as each
packet will pass through the processing engine multiple tinmes.

[I-D.ietf-6man-eh-limts] defines various Iimts that may be applied
to receiving, sending, and otherw se processing packets that contain
| Pv6 extension headers. |t provides the m ni mum baseline of support
for use of extension headers on the Internet. The default limt for
the 1 Pv6 header chain is 104 bytes,including 64 bytes of extension
headers, which is far nore than enough for some usecases.

Bef ore discussing the problem this docunment proposes the concept of
Aggregate Header Linit for |IPv6 as bel ow

"Aggregate Header Limt for I1Pv6 (IPv6-AHL) is the total header
size(i.e, fromthe | Pv6 header chain up to any headers that are part
of network encapsul ation, e.g, the innernost transport |ayer,
ethernet frame, or another |IP header) that a router is able to
process at full forwarding rate(e.g, at fast path). For sone devices
designed with parsing buffer, this limt is related with its buffer
size and buffer design."

The different between | Pv6-AHL and the existing concepts:

* Difference with Aggregate Header Limt(AHL) introduced in RFC8883:
There's not a clear definition for AHL in RFC8883. If AHL is
understood as the total header size that a router is able to
process at full forwarding rate, the values of AHL and | Pv6- AHL
may be the same or may be difference based on router design

* Difference with extension header chain size linit, the extension
header chain size is no bigger than aggregate header size since
the packet may contain upper |ayer headers.As nentioned in
[ RFC9098], the internedi ate nodes/systens may need to process
Layer 3/Layer 4 information to nmake a forwarding decision, in this
case, even the extension header chain size limt is not exceeded,
an internmedi ate node may drop the packet due to | Pv6- AHL
exceedi ng.

Thi s docunent describes the problens for path cal cul ati on and

function enabl enent w thout the awareness of |Pv6-AHL, and the
consi derations for | Pv6-AHL collection are al so included.
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2. Conventions used in this docunent
2.1. Term nol ogy
VBD: Maximum SI D Depth as in [ RFC8491].

| Pv6- AHL: Aggregate header limt for IPv6. 1t’'s the total header
size(i.e, fromthe |IPv6 header chain as well as any headers that are
part of network encapsulation up to the innernost transport |ayer)
that a router is able to process at full forwarding rate(e.g, at fast
path). For sone device designed with parsing buffer, this limt is
related with its buffer size and buffer design

The term nol ogy defined in [ RFC9673] are used in this docurment as
bel ow

Forwardi ng Pl ane: | Pv6 routers exchange user or applications data
through the forwarding plane. Routers process fields contained in
| Pv6 packet headers. However, they do not process information
contai ned i n packet payl oads.

Control Plane: Routers exchange managenent and routing information.
They al so exchange routing information with one another. Managenent
and routing informati on are processed by its recipient. Mnagenent
and control information can be forwarded by a router that process
fields contained in packet headers.

Fast Path: A path through a router that is optinmized for forwardi ng
packets. The Fast Path might be supported by Application Specific
Integrated Circuits (ASICS), Network Processor (NP), or other specia
purpose hardware. This is the usual processing path within a router
taken by the forwardi ng pl ane.

Sl ow Path: A path through a router that is capable of general purpose
processing and is not optimzed for any particular function. This
processing path is used for packets that require special processing
or differ fromassunptions nade in Fast Path heuristics or to process
router control protocols used by the control plane.

Full Forwarding Rate: This is the rate that a router can forward
packets w thout adversely inpacting the aggregate forwarding rate.
For exanple, a router could process packets at a rate that allows it
to maintain the full speed on its outgoing interfaces, which is
sometines called "wire speed”
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2.2. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Pr obl em St at enment

The introduction of |IPv6 extension headers, especially SRH and sone
further features/functions have increased the total packet header
chain size greatly. Follow ng are sonme possible scenarios that would
greatly increase the difficulty of efficient packet processing from
the aspects of total header size increasing.

* Unlike MPLS, even as an internediate endpoint, the total SRH
shoul d be withine the processing buffer to achi eve efficient
packet forwarding. And SRH itself nmay carry additional TLVs for
addi tional functions, e.g, the SRH Opaque Metadata TLV and NSH
Carrier TLV for SR service progranm ng

[1-D.ietf-spring-sr-service-progranm ng]. Besides the headend
node, the internedi ate nodes may push extra header to the packet
as well. For exanple, for Binding SID, an SR Segment Endpoi nt

nodes woul d push a new | Pv6 header with its own SRH containing an
segrment |ist above the original |Pv6 header. And in the case of

TI-LFA [I-D.ietf-rtgwg-segnent-routing-ti-lfa], the PLR node may

push a repair SIDIist to the original packet.

* For network performance neasurenment, several functions have been
defined. For IPv6 | OAM pre-allocated trace, the headend attachs
the hop-by-hop/destination options header with the | OAM dat a
fields as introduced in [ RFC9486]. And to inplenent the
Al ternate-Marking Method in IPv6, the AltMark Option is carried by
t he Hop-by-Hop Options Header or the Destination Options
Header [ RFC9343] .

* To inprove the service capability of the network, features like
network slicing and detnet are proposed. For network slicing, the
VTN Option in I Pv6 Hop-by-Hop option are provided
[1-D.ietf-6man-enhanced-vpn-vtn-id]. For detnet, there're
di scussion on carrying detnet related within the I Pv6 extension
headers, either as SRH TLV [draft-wang-detnet-tsn-over-srv6] or as
Destination Options and Hop-by-Hop Options [draft-xi ong-detnet-
6man- queui ng-opti on] .
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4.

4.

Most of the functions nentioned above are not nutually-exclusive, the
possibility of conbination of extension headers/TLVs woul d nake tota
header size even bigger. Normally, there ' re different nodels/

versi ons of network devices(i.e, switches, routers) fromnmultiple
vendors in an operator’s network, different devices may have
different aggregate header linits and different behaviors after
aggregate header limt exceeding. As nore and nore functions
ment i oned above are superimnposed in the operator’s network, packet
dropping or rate limting due to AHL exceeding is a potential risk,
which nmakes it difficult to managenent the network

Pat h cal cul ati on, whether by the controller or the headend, wi thout
t he awareness of AHL of the nodes in the network and the prediction
on which features would be enabled al ong the path, may result in a
path with nodes with | ower AHLs than required. |If the controller is
aware of aforesaid information, e.g, when calculation certain path
for SR Policy, and the controller knows that and per-hop | OAM and
network slicing would be enabled for this SR Policy, the controller
woul d | eave out the space for HBH header with options for | QAM and
VIN-1D and to ensure that the packet header size wouldn’t exceed the
AHLs of the intermedi ate segnment endpoints along the |ist.

The situation is simlar for packet encapsulation triggered by
function enabl enent, whether on the headend or the intermediate
nodes, packets may be encapsulated with | arger header size than the
downstream nodes able to process. |If IPv6-AHL information of the
nodes/ path can be obtained in advance, when the node needs to attach
extra data along the existing path, and the aggregate header limt of
the downstream nodes along the path are not sufficient to process the
headers, the node nmay choose to not to use the related function and

Il og an error.

| Pv6- AHL Col | ection Consi derations
1. PMIUD-style Collection Mechani sm

As per [RFC8883], an I CWMPv6 Destination Unreachable error with code
for "Headers too | ong" SHOULD be sent when a node di scards a packet
because the aggregate |l ength of the headers in the packet exceeds the
processing limts of the node. Base on this definition, obtaining
the m nimum AHL al ong the path can be achi eved by sendi ng detection
messages of certain size and receiving the | CMPv6 error nessages,
which is sinmilar with path MU discovery for |1 Pv6 in [ RFC8201].

Thi s mechani sm may works for small networks with static paths init.
But there may be sone problens in the follow ng scenari os:
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4.

4.

2

3.

*  \When the nunber of paths increases, nore and nore detection
messages need to be sent, and the burden of processing the
received | CMPv6 error nessages al so increases

* For SR dynam ¢ candi date paths [ RFC9256], the segnment lists of the
pat hs may change over tinme, which nmakes it nmore difficult to
detect the | Pv6- AHLs.

HBH-styl e Col | ecti on Mechani sm

[ RFC9268] | everages an Hop-by-Hop Option to collect the limt(i.e,

m ni mum path MIU) along the path. An Hop-by-Hop Option for |Pv6- AHL
col l ection purpose m ght be another option taking exanple by

[ RFC9268]. This mechani sm works for sone cases. But in SRv6, there
m ght be transit routers who just forward the SRv6 packets |ike
nornmal | Pv6 packets without inspecting into the extension header
chain. Even if the AHLs of these nodes have smaller AHLs than other
nodes, the SRv6 packets would still be processed normally along the
path. In this case, if mechanismlike [ RFC9268] is used, the AHL of
the path be collected would be one of the AHLs of these transit
nodes, but actually packets with | arger header chain size could be
sent and processed nornally.

Signaling-style Collection Mechani sm

Signaling could be another option. Considering that there’ re already
mechani sms |i ke | GP- MSD [ RFC8491] [ RFC8476] to advertise certain size
limt at per node and per link basis. The nechanismfor advertising
I Pv6-AHL is similar with 1G-MSD. In the inter-domain scenario, the
BGP signaling may help as well.For the controller, it can get the
AHLs of the nodes in the network via BGP-LS, YANG or other south-
north mechani sms. The details of signaling mechanismis out of the
scope of the docunent and woul d be di scussed in separated documents.

I ANA Consi derations
Thi s docunent nakes no request of | ANA
Security Considerations

If the AHL-coll ection nessage (whether as the | CMPv6 error nessage,

t he Hop-by-Hop Option for |Pv6-AHL or the routing protocol message)
is sent to athird party, it allows network reconnai ssance, a third
party may specul ate on the system design of the node based on the AHL
informati om such as the size of the buffer, and it may indirectly
specul ate the hardware configuration and system versi on of the node
as wel | .
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8.

8.

8.

The AHL-coll ection function SHOULD only be used within a trusted
domai n and proper filtering or authorization method shoul d be
considered to prevent the AHL-collection nmessage from being sent to
the untrusted third party.
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