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Abst ract

RFC4684 defines Multi-Protocol BGP (MP-BGP) procedures that allow BGP
speakers to exchange Route Target reachability information in order
to limt the propagation of Virtual Private Networks (VPN) Network
Layer Reachability Information (NLRI).

RFC4684 addresses both intra domain and inter domain distributions.
Oper ational depl oynment experience shows that the current distribution
nodel defined in RFC4684 for inter dommin nmay cause sone issue in
specific scenari os.

Thi s docunent proposes alternate route distribution rules for inter
domain in order to address these specific scenarios.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 26 March 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Standard Inter AS RT nenbership NLRI propagation
[ RFC4684] Section 3.1 and 3.2 describes respectively inter-AS and
intra-AS VPN route distribution and distinguish two types of Route
Target Menbership NLRIs (RT NLRIs):

* Locally originated NLRI where origin-as field of the NLRI is equal
to the | ocal AS number.

* External NLRI where origin-as field of the NLRI is different from
the | ocal AS nunber.

For external RT NLRI's, BGP standard procedures when nultiple path

exists to the sane {origin-as#, route-target}. Hence, the VPN routes
are distributed to this origin-as along the shortest-path only.
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Figure 1: Inter-AS VPN scenario

An exanple is provided in Figure 1. ASBR11, ASBR12 and ASBR13 are
part of the AS1. W consider that all PEl11l and PE12 are interested
in an any-to-any VPN using RT 65535:10. All ASBRs will generate and
advertise the same RT NLRI 1:65335:10/96 towards ASBR21/22. As
ASBR21 has two ebgp paths for 1:65535:10/96, only the best path
(ASBR11) will be picked up as a branch of the VPN route distribution
tree. Simlarly, RRin AS2 has two paths for 1:65535:10/96, one from
ASBR21, one from ASBR22. As origin-as (ASl) is different fromloca
AS, RR selects also only the best path (e.g.: ASBR21) as a branch of
the VPN distribution tree. As a consequence, VPN routes from PE12
will be distributed to ASBR11 only.

3. Limtations of the current approach
The current nodel of distribution of VPN routes across ASes when RT
menbership is advertising is optim zing the nunber of VPN route
states to be maintained on nodes. Wile this is a good goal, this
may lead to some limtations/issues in sone scenari o0s.

3.1. Disjoint ASes
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Figure 2: Inter-AS with disjoint ASes

Figure 2 presents a scenario where datacenters are connected through
MPLS VPN inter-AS option B to a service provider network. RT
menbership is distributed to optim ze distribution of VPN routes. In
this scenario, all datacenters are using the sane AS nunber,
generally a private ASN (65000). As we expect DCs to conmunicate

bet ween each other, sone features |like "as-override" are depl oyed on
PEs to overcone ASPATH | oop i ssue.

CEl, CE2 and CE3 are advertising RT 1:1 respectively to PE1l and PE2,
the generated NLRI woul d be 65000:1:1/96. According to procedures
defined in [ RFC4684] Section 3.2, both PEs are using the standard BGP
route selection and advertisenment rules. PE2 has two paths for RT
NLRI 65000: 1: 1/ 96, picks one as best (e.g.: CE2) and advertises it to
the route-reflector. PEl advertises its path |learned fromCELl to the
RR. RR in ASl has two paths for 65000:1:1/96 and will pick one as
best (e.g.: path fromPEl1). The VPN route distribution tree will be
established to PE1 only, PE2 will never get VPN routes for RT 1:1
However, even if RR1 picked up PE2 has best path, because PE2 picked
up CE2 as best path, CE3 will have never received VPN routes for RT
1:1.
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3.2. Slow convergence

In Figure 1, a VPN route Pv with RT 65335:10 from PE12 is distributed
only to ASBR11 by RRin AS2. 1In ASl, PEll has a single path to reach
Pv. |If ASBR11 fails, BGP convergence should occur to provide a new
path to PE12:

1. ASBR21 detects the failure of ASBR11 and picks up a new best path
for RT 1:65335:10/96 through ASBR12

2. ASBR21 sends Pv to ASBR12
3. ASBR12 sends Pv to PE1l.

Thi s convergence process could be very slow in high scale scenari os,
thus not fitting the service | evel agreenents that the service
provi der naintai ns.

3.3. Suboptinmal routing

In Figure 1, a VPN route Pv with RT 65335:10 from PE12 is distributed
only to ASBR11 by RRin AS2. 1In ASl, PEll has a single path to reach
Pv from ASBR11. However, from a geographical point of view, ASBRl1
may not be the best option for PEl1l to reach PE12 (ASBR13 may provide
a better end-to-end path). PE1l doesn’t have the ability to pick the
best path to Pv fromits point of view.

4. Considering multiple paths of the RT NLR

Thi s document proposes an alternative to the default behavior
proposed by [ RFC4684] for inter-AS VPN route distribution. Any

al ternat e behavi or SHOULD consider nultiple paths for an external RT
NLRI ampong the ones available to solve the limtations highlighted in
this docunment. |Inplenentations MAY propose one or nore alternate
behavi ors to bal ance between adding nore VPN routes states within the
network and solving the limtations highlighted in this docunent.

As exanpl es:
* An inplenentation MAY support the ability to consider all paths
for external RT NLRIs as eligible to be part of the VPN route

distribution tree regardl ess of the origin-as. Thus, all VPN
routes will be propagated other all possible distribution paths.
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* An inplenentati on MAY support the ability to consider all paths
for external RT NLRIs as eligible to be part of the VPN route
distribution tree for only a subset of origin-as (e.g.: configured
list of ASes, or all private ASes...). Thus, VPN routes will be
propagated other all possible distribution paths only for a subset
of destination ASes.

* An inplenentati on MAY support the ability to consider the best and
second best paths for external RT NLRIs as eligible to be part of
the VPN route distribution tree regardless of the origin-as. This
would allow to provide at |east one alternate path for VPN routes
in the destination ASes.

Oper ational considerations

Enabling alternate behaviors in consideration of external RT NLRIs
that deviate fromthe default behavior specified in [ RFC4684] may
have operational inplications as VPN routes nmay be distributed across
addi tional paths leading to increase of BGP prefixes and paths on
some devices. Users nmust carefully evaluate the inpact of these
changes on their network/router scale.

Choosi ng the intended behavior for considering paths of external RT
NLRIs is a local decision. Different nodes can use different

behavi ors without breaking the overall functionality of the VPN

al ternate behaviors are adding paths for the VPN routes. However, in
order to overcome the limtations of [RFCA684] presented in

Section 3, it is inportant to ensure that all nodes that are
participating to the VPN route distribution (e.g.: RRs, ASBRs...) are
configured with a behavior that fulfills the propagation
requirenents.

Security considerations

Thi s docunent does not introduce any new security issue conpared to
[ RFC4684] .
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