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Abst r act

The Digital Enblens (DIEM working group (WG will define an
architecture and di scovery nechanismto present and validate digital
enbl ens. This docunent lists use cases for the current and future
scope of the DIEM WG and their associ ated requirements.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://felixlinker.github.io/diemrequirenments/draft-Iinker-diem
requirenents.htnml. Status information for this docunment nmay be found
at https://datatracker.ietf.org/doc/draft-1inker-di emrequirenents/.

Di scussion of this docunent takes place on the Digital Enblens
Wirking Goup mailing list (rmailto:diem@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/diem Subscribe at
https://ww.ietf.org/ mailman/listinfo/dieni.

Source for this draft and an issue tracker can be found at
https://github. com felixlinker/di emrequiremnments.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Digital Enblens (DIEM working group (W5 will define an
architecture and di scovery nechanismto present and validate digita
enblens. Digital enblens extend the range of existing, identifying
mar ks (for exanples, see the use cases below) fromthe physica
(visual and tactile) to the digital realm This docunent |ists use
cases for the current and future scope of the DIEM WG and their
associ ated requirements. As of witing, the DIEM has an initial
scope that limts Ws work to digital enmblens that can be di scovered
using the DNS and that identify their bearer by a Fully Qualified
Domain Nane (FQDN). The WG intends to address use cases presented in
Section 3 within the WG s initial scope, and presents use cases in
Section 4 for future WG work and reference.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Use Cases and Requirenents for Initial Scope

Bel ow | i sted use cases are intended to be addressed within the D EM
W5 s initial scope (as chartered as of witing). Every use case
lists its associated requirenents, which are specified in Section 5

3.1. Digital Enblens under International Humanitarian Law

The Geneva Conventions and their Additional Protocols constitute the
core of International Humanitarian Law (I HL) and establish | ega

rul es on the conduct of armed conflict. Sone assets enjoy certain
specific protections under IHL, including that they nmust not be
attacked, and IHL codifies four types of protective enblens for arned
conflict, which informother parties that marked assets benefit from
one or several of these specific protections. Note that assets enjoy
there protections irrespective of whether they are marked with the
respective enblem The enblemonly serves to informothers of these
protections.
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3.

3.

3.

* The enblens of the Red Cross, Red Crescent, and Red Crystal are
applied to assets of the nedical services as well as the assets of
certain humanitarian operations.

* The Blue Shield enblemis applied to cultural property.

* The enblem for the protection of civil defense is applied to
certain assets for the protection of the civilian popul ation
agai nst the dangers of hostilities or disasters.

* The dangerous forces enblemis applied to works or installations
cont ai ni ng dangerous forces, i.e., dans, dikes, and nucl ear
generating facilities.

Digital enblens under ITHL will be borne by network-connected and

net wor k- addr essabl e assets that enjoy aforenentioned specific

protections under |IHL and whose disruption would violate these
protections.
1.1. Requirenents

Digital enblens under ITHL MUST identify the issuing party and MJUST

provide a neans for authorization by third parties. Additionally,

this use case has the follow ng requirements:

* Authenticity

* Authorization and Decentralized Authorization

* Accountability

* Revocation

* Undetectable Validation

2. Marking of the Press

TODO

3. The Ransar Convention

TODO
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4.

4.

4.

4.

O her Use Cases and Requirenents

The initial DOEMefforts do not include the follow ng use cases.

They are |listed here for docunentation and future reference. The
requi renents of these use cases are not conplete and would need to be
i nvestigated further when addressing the use cases.

1. Marking of Hazardous Materials

The Organi zation for the Prohibition of Chem cal Wapons (OPCW, the
I nternational Atom c Energy Agency (I AEA), and the Basel Convention
require that certain, dangerous materials are marked during shipment.
Concretely:

* The OPCWrequires marking of Schedule 1 chemi cals.

* The | AEA admi nisters several treaties related to the shiprment of
atomi ¢ fuels and wasters across borders.

* The Basel Convention regul ates the trans-boundary noverment of
hazar dous wast es

An enbl em MUST provide a description, |ocation, date, and quantity.
The description MJST be accessible only by authorized parties, e.g.,
custons agenci es or material handl ers.

2. Marking of Brand-Associ ated Shipnents

World Intellectual Property Organization (WPO adm nisters treaties,
in particular the Madrid Protocol, that allow brands to mark their
shi pnents with an enblem so that custons agents can identify

| egitimate products.

An enbl em MUST identify the copyright/brand i mage, provide a textua
description of the shipnment, and a chai n-of - cust ody/ provenance.

3. Marking of Cvil Aviation Flights

The International Civil Aviation O ganization (I CAO requires that
civil aviation flights are protected and that one can verify themto
not be dual -use, e.g., not carrying mlitary cargo.

An enbl em MUST carry a geographic description of the flight plan, its
current location, and a textual description of the flight including
its manifest, identifying characteristics, e.g., tail nunber. An
enblem may need to also reference a flight nanifest.
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5. Requirements

5.1. Authenticity
Val idators MUST be able to verify that an enbl emwas issued for the
respective bearer, issued by the clained issuer (where applicable),
and that none of its associated data was changed.

5.2. Authorization
Val i dators MUST be able to verify that an enbl emissuer was
aut horized to issue the enblem Authorizing parties MAY linmit what
enbl ens an i ssuer can issue, e.g., they MAY limt issuance to certain
bearers.

5.2.1. Decentralized Authorization
Anyone MJST be able to authorize an issuer

5.3. Accountability
Enbl em i ssuance and aut horization of issuers (where applicable) MJST
be attributable to issuers and authorizing parties. Authorizing
parties and enbl emissuers MJST NOT be able to repudiate that they
i ssued an enbl em or authori zation

5.4. Revocation
Enbl ens and aut hori zati ons (where applicable) MJST be revokabl e
wi thin reasonabl e wi ndows of time. Depending on the design, it may
suffice to rely on expiration of short-lived enblens and
aut hori zation effectively as a revocation mechani sm

5.5. Undetectable Validation

Bearers MJST NOT be able to detect whether sonmeone is requesting or
val idating enbl ens issued for them

5.6. Visua

An enbl em MUST be capable of carrying a visual representation of the
physical enblemit represents.

5.7. Law Carrying

An enbl em MUST carry an unanbi guous indication of the internationa
law or |aws conferring the semantics of the enbl em
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5.8. Proximty-Based Distribution

An enbl em MUST be presentabl e using an in-band, proximty-based
protocol such as a QR code or RFID.

5.9. Physical Binding

An enbl em MUST be possible to associate with physical assets, e.g.,
bui | di ngs, vehicles, or containers.

5.9.1. Quantifiable

An enbl em MUST be possible to associate with a range or specific
quantity of associated, physical assets.

5.9.2. Geographic
An enbl em MUST be restrictable by geographic scope.
5.10. Identity Binding

An enbl em MUST be possible to associate with a person or group of
peopl e.

5.11. Hunman- Readabl e Vali dati on Data
An enbl em MUST be capabl e of providing additional relevant
information (e.g., photographs, unique identifiers) which can be used
to corroborate the association of the digital enblemwith the entity
bearing it.

6. Security Considerations
TODO Security

7. | ANA Consi derations
Thi s docunent has no | ANA acti ons.

8. Contributors
Parts of this document are based on
[1-D. draft-haberman-digital -enbl em ps-03] and
[I-D.draft-linker-digital-enmblem02]. As part of that, Brian
Haber man (brian@ nnovati onsl ab. net), Tommy Jensen
(tojens@ri crosoft.con), and Bill Wodcock (woody@ch.nnet) contributed

to witing this docunent. Furhernore, Rohan Mahy
(rohan.ietf@mail.con) provided val uabl e feedback on contents and
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structure, and Sanit D Cunha (sdcunha@crc.org) provided feedback on
the IHL aspects of this docunent.
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