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Abst r act

In tines of armed conflict, the protective enblens of the red cross,
red crescent, and red crystal are used to mark physical assets. This
enables mlitary units to identify assets as respected and protected
under international humanitarian |aw. This draft specifies the
format and trust architecture of a protective, digital enblemto

net wor k- connected infrastructure. Such enblens mark assets as
protected under |IHL anal ogously to the physical enblens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://adem

wg. gi t hub. i o/ adem core-spec/draft-Ilinker-di emademcore.htn. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-1|inker-di emademcore/.

Di scussion of this docunent takes place on the Digital Enblens
Working Goup mailing list (mailto:diem@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/diem Subscribe at
https://ww.ietf.org/ mailman/listinfo/dieni.

Source for this draft and an issue tracker can be found at
https://github. com adem wy/ adem cor e- spec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

International Humanitarian Law (I HL) mandates that military units
must not attack medical facilities, such as hospitals. The enbl ens
of the red cross, red crescent, and red crystal are used to mark
physical infrastructure (e.g., by a red cross painted on a hospital’s
rooftop), thereby enabling mlitary units to identify those assets as
protected under IHL. This docunent specifies the structure and trust
nodel of digital enblems for IHL that can be used to mark digita
infrastructure as protected under |IHL anal ogously to the physica
enblens. W call this system _ADEM , which stands for an Authentic
Di gital EMdl em

In ADEM enblens are signed statenents that mark a _assets_ as
proteced under IHL. Enblens are issued by _enblemissuers . Enblem
i ssuer can be authorized by _authorities_. Authorities do so by
signing _endorsenments_ for enmblemissuers. W call both enblens and
endorsenments _tokens_. Enblens are consuned and validated by
_validators_.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

*Token* A token is either an enbl em or an endorsenent and encoded as
a JW6.

*Enbl ent An enblemis a sign of protection under |HL.

*Endor senent * An endor senent associates a public key with an
identity, and hence, resenbles the idea of a certificate. Wen
signed by an authority, it attests that the authorized issuer can
generally issue clains of protection

*Root Key* Organizations control root keys, which identify them

cryptographically. Any key of an organization that is endorsed by
other parties is a root key.
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*Asset* An asset is a network-connected service that enjoys the
specific protections under IHL. Assets nust be unanbi guously

i dentifiable and unanbi guously protected, for exanple, if they are
identified by a domain nane that domain nanme nust not be used for
services that do not enjoy specific protections under |HL.

*Enmbl em i ssuer* An enblemissuer is an organization entitled to issue
clains of protection for their digital infrastructure.

*Authority* An authority is an organization that is trusted by sone
to attest a party’'s status as protected. This trust nay stemfrom
| aw. For exanple, nation states or NGOs can take the rol e of

aut horities.

*Organi zation* An enbl emissuer or autority.

*Validator* A validator is an agent interested in observing and
verifying digital enblens.

Beyond these ternms, we use the terns "clain and "header paraneter"”
as references to the JWI specification [ RFC7519].

3. Tokens

3.1. Identifiers and their Senmantics
Enbl ens are issued for assets by enblemissuers, which in turn are
aut horized by authorities. Both enblemissuers and authorities are
_organi zations_. This section specifies how assets and organi zati ons
are identified.

3.1.1. Asset ldentifiers
Assets are identified by asset identifiers (Als). Asset
identifiers closely resenble Uniform Resource Identifiers (URIS) as
specified in [RFC3986]. However, to linmit their scope, we do not
follow the specification of URIs and instead define our own syntax.

3.1.1.1. Syntax

Asset identifiers follow the syntax (domai n-nane, |Pv6 defined
bel ow) :

asset-identifier = domain-name | "[" IPv6 "]"
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Domai n names (donmai n-nane) MJST be formatted as usual and specified
in [RFCL035] with the exception that the | eftnost |abel MAY be the
singl e-character wildcard "*". In particular, "*" itself is a valid
domai n nane in context of this specification
| Pv6 addresses (I Pv6) MJUST be formatted foll owi ng [ RFC4291]. | Pv6
addresses MJST be gl obal unicast or |ink-Iocal unicast addresses.
Note that the syntax of |Pv6 addresses al so support |Pv4 addresses
through "1 Pv4- Mapped | Pv6 Addresses" (cf. [RFC4291], Section 2.5.5.2
(https://ww. rfc-editor.org/rfc/rfcd4291. ht m #section-2.5.5.2))
These are exanpl es of Als:
* *_ exanpl e. com
* [2001: 0db8: : 248: 1893: 25c8: 1946]
* [::FFFF: 93. 184. 216. 34]

3.1.1.2. Semantics
Several kinds of assets can be identified by asset identifiers:
* Network facing processes, e.g., web servers

* Conputational devices both in the virtual sense, e.g., a virtua
machi ne, and in the physical sense, e.g., a laptop

*  Net wor ks
An Al identifies a set of IPv4 or |IPv6 addresses:
* |If the Al is an IPv6 address, it identifies this address only.

* |f the Al an | Pv6 address prefix, it identifies all |Pv6 addresses
mat chi ng that prefix.

* |If the Al is a domain nane, it identifies any address for which
there is an A or AAAA record for that domain nane.

* |f the Al is a domain nane starting with the wildcard "*", it
identifies any address for which there is an A or AAAA record for
that dormai n name or any of its subdomains.

Any process reachabl e under any of the addresses pointed towards by

address and on the port specified (or any port, if unspecified) is
poi nted by the respective Al.
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3.

3.

3.

1.1.3. Oder

Als may not only be used for identification but also for constraint
pur poses. For exanple, an endorsenent may constrain enblens to only
signal protection for a specific IP address range. |In this section,
we define an order on Als so that one can verify if an identifying Al
conplies with a constraining Al.

We define an Al Ato be _nore general _ than an Al B, if all of the
foll owi ng conditions apply:

* |f A encodes a donmmin nane and does not contain the wldcard "*",
B encodes a dommin name, too, and Ais equal to B.

* |f A encodes a dommin nane and contains the wldcard "*", B
encodes a domain nane, too, and B is a subdomain of A excluding
the wildcard "*". In this regard, any domain is considered a
subdorai n of itself.

* |f A encodes an | P address, B encodes an | P address, too, and Ais
a prefix of B.

Note that Als encoding a donmain nane are inconparable to Als encoding
| P addresses, i.e., neither can be nore general than the other.

1.2. Oganization ldentifiers

Enbl ens can be associated to an organi zation. Organizations are
identified by URIs, bearing the schene "https" and a domai n nane. W
call URIs identifying organizations _organization identifiers_ (ds).

More precisely, an O has the syntax:
organi zation-identifier = "https://" domai n-nane

Domai n nanmes nust be formatted as usual, specified in [ RFC1035], but
al ways represented in all |ower-case. For exanple,
https://example.comis a valid O, but https://EXAMPLE. COM i s not.

2. Token Encoding

Tokens MJST be encoded as a JW5 [ RFC7515] or as an unsecured JW as
defined in [ RFC7519], Section 6
(https://datatracker.ietf.org/doc/htm/rfc7519#secti on-6), encoded
either in conpact serialization or as signed CBOR Wb Token (COAl)

[ RFC8392]. Tokens encoded as JW5 MJST only use JWS5 protected headers
and MUST include the jwk header paranmeter. Any token MJST i ncl ude
the cty (content type) header paraneter.
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3.2.1. Key ldentifiers and Key Formats

Keys are encoded as JSON Wb Keys (JWKs) [RFC7517]. |In context of
ADEM keys MUST include the alg paraneter. W identify keys using
their key identifier kid. Wenever a JW in context of ADEM contains
the kid paraneter, it MJST be conputed as per Section 6.1. See
Section 6.1 for an exanpl e.

3.2.2. Enbl ens

An enblemis encoded either as JW5 or as an unsecured JWF which
signals protection of assets. It is distinguished by the cty header
par anet er val ue whi ch MJUST be "ademenb”. |Its payload includes the
JWI clains defined in the table below, follow ng [ RFC7519],

Section 4.1 (https://datatracker.ietf.org/doc/htm /rfc7519#section-
4.1). Al other registered JW clains MJST NOT be included.

B b oo oo e s el s e el e e e
| Adaim | Status | Semantics | Encoding |
[ ool oo oo s s e s sl e e
| ver | REQUI RED | Version string | "wva1® |
+-------- i i R F-- - - - - - +
| iat | REQUI RED | As per [RFC7519] | |
F----- - - I I i I I I +
| nbf | REQUI RED | As per [RFC7519] | |
+-------- I R i I i I +
| exp | REQUI RED | As per [RFC7519] | |
+-------- i i R F-- - - - - - +
| iss | RECOMVENDED | Organization | A |
| | | signaling protection | |
I I i I T i I +
| assets | REQUI RED | Als marked a | Array of Als |
| | | protected | |
+-------- i i R F-- - - - - - +
| emb | REQUI RED | Enmblemdetails | JSON object |
| | | | (as follows) |
I I i I T i I +
Table 1

Multiple Als within assets may be desirable, e.g., to include both a
asset’s I Pv4 and | Pv6 address. The claimvalue of enb MJST be a JSON
[ RFC8259] object with the foll owi ng key-val ue mappi ngs.
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B oo
| Encodi ng |
[ oo b s pel
| Array of purpose |
| (as follows) |
+
| Array of |
| distribution-nethod |
| (as follows) |
e +
dp"

| daim]| Status | Semantics
[ ety e ————— s p—p—p—p—p—(——(—(——————
| prp | OPTIONAL | Enbl em purposes
I I I
dememaas Ry .
| dst | OPTIONAL | Pernitted
| | | distribution channels
| | |
AR, TS o e e e e e e oo
Tabl e 2
purpose = "protective" | "indicative"
distribution-method = "dns" | "icmp" | "u
3.2.2.1. Exanple
For exanple, an enbl em m ght conprise the foll owi ng header and
payl oad.
Header :
{
"al g": "ES512",
"fwk"r ...},
"cty": "adem enb”
}
Payl oad:
{
"emb": {
“dst": ["icnp"],
"prp": ["protective"]
"iat": 1672916137,
"“nbf": 1672916137,
"exp": 1675590932,
"iss": "https://exanple.cont,
"assets": ["[2001: 0db8: 582: ae33::29]"]
}
Li nker Expires 19 July 2026
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3.2.3. Endorsenents

Endor senents are encoded as JWSs. Endorsenents attest two
statenents: that a public key is affiliated with an organi zati on,
pointed to by Os, and that this organization is eligible to issue
enblens for their assets. They are distinguished by the cty header
par anet er val ue whi ch MJUST be "ademend". An endorsenent’s payl oad
includes the JWI clainms defined in the table below. Al otger

regi stered JW clainms MIST NOT be incl uded.

=4 - —————————+d——————————————+
| daim| Status | Semantics | Encoding |
[ ool oo s e oo s
| ver | REQUI RED | Version string | "wva1® |
S S o e e e e e e e oo oo - R +
| iat | REQUI RED | As per [RFC7519] | |
S - . - +
| nbf | REQUI RED | As per [RFC7519] | |
I . T T +
| exp | REQUI RED | As per [RFC7519] | |
S S o e e e e e e e oo oo - R +
| iss | RECOMMENDED | Endorsing organization | O |
S - . - +
| sub | RECOMMENDED | Endorsed organi zation | A |
I . T T +
| key | REQUI RED | Endorsed organi zation’s | Endorsed key |
| | | public key | by reference |
| | | | toits kid. |
S - . - +
| log | OPTI ONAL | Root key CT |ogs | Array (as |
| | | | foll ows) |
B S, o e e e e oo o o e e e e e e e e aao- o e e e e o - +
| end | REQUI RED | Endorsed key can | Bool ean |
| | | endorse further | |
S - . - +
| emb | REQUI RED | Enbl em constraints | JSON object |
| | | | (as follows) |
B S, o e e e e oo o o e e e e e e e e aao- o e e e e o - +
Tabl e 3

I f an endorsenent was signed by a root key, it MJST include |og. |og
maps to an array of JSON objects with the following clainms. The
semantics of these fields are defined in [RFC6962] for v1 and

[ RFC9162] for v2.
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[ el s e s s e e e s
| daim]| Status | Semantics | Encodi ng |
[ b pumnl s fums s ey oo o e, s
| ver | REQU RED | CT |og version | "v1" or "v2"
S O oo oo o e e oo oo +
| id | REQURED | The CT log’s ID | Base64-encoded
I I I | string I
S Fommmm e oo o e e e eeaao oo e +
| hash | REQUI RED | The binding certificate' s | Base64-encoded
| | | leaf hash in the | og | string |
S O oo oo o e e oo oo +
Table 4
enb resenbles the enblem s enb claimand includes the foll ow ng
cl ai ns.
[ oo e e e sl s e e
| Adaim | Status | Semantics | Encoding |
[ ool ool oo oo s el sl °)
| prp | OPTIONAL | Purpose constraint | Array of purpose |
S o e o e ea oo oo e e eaa oo +
| dst | OPTIONAL | Distribution | Array of |
| | | nmethod constraint | distribution-nethod
S - S S i +
| assets | OPTIONAL | Asset constraint | Array of Als |
Fommmea o o mmee oo o e e e e eaaa o oo e e e maao oo +
| wnd | OPTIONAL | Maxi mum enbl em | Integer |
| | | lifetine | |
S - T oo oo o e oo +
Table 5

We say that an endorsenment _endorses_a token if its key claimequals
the token's verification key, and its sub claimequals the token's
iss claim W note that the latter includes the possibility of both
sub and iss being undefi ned.

We say that an enblemis _valid_wth respect to an endorsement if
all the follow ng conditions apply:

* The endorsenent’s enb.prp claimis undefined or a superset of the
enbl emi s enb. prp claim

* The endorsenent’s enb.dst claimis undefined or a superset of the
enbl emi s enb. dst claim

Li nker Expires 19 July 2026 [ Page 10]
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4.

* The endorsenent’s enb.assets claimis undefined or for each Al
within the enblenms enb. assets claim there exists an Al within
the endorsenent’s enb. assets claimwhich is nore general than the
enbl eni s enb. assets claim

* The endorsenent’s enb.wnd claimis undefined or the sum of
enbl em s nbf and the endorsenment’s enmb.wnd clains is greater than
or equal to the enblem s exp claim

Publ i c Key Conmit nent

Parties nust undeniably link their root public keys to their O. In
this section, we specify the configuration of a enblemissuer’s O.
Root public keys are all public keys which are only endorsed by third
parties and never endorsed by the organization itself. A party MAY
have multiple root public keys. For a root public key to be
configured correctly, there MJST be an X. 509 certificate that:

*  MJST NOT be revoked

* MJST be logged in the Certificate Transparency |ogs [ RFC6962],
[ RFC9162]

- Note that log inclusion requires a valid certificate chain that
|l eads to one of the |ogs accepted root certificates. dients
are RECOMMENDED to verify that this chain is valid and that
none of the certificates along it have been revoked.

* MJST be valid for at least all the followi ng domains (<O > is
understood to be a placeholder for the party’'s Q):

- ademconfiguration. <O >

- For root public key's kid <KID> (to be understood as a
pl acehol der): <KI D>. adem confi guration. <O >

W intentionally do not specify how clients should check a
certificate's revocation status. It is RECOMVENDED that clients use
of fline revocati on checks that are provided by maj or browser vendors,
for exanple, OneCRL or CRLite by Mzilla
(https://wki.nmozilla.org/ CA Revocation_Checking in_Firefox), or
CRLSet by Chrome (https://chrom um googl esource. cont pl aygr ound/
chromi um or g-site/ +/ ref s/ heads/ mai n/ Hone/ chr omi um security/

crlsets. md).
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5.

5.

Signs of Protection

A sign of protection is an enbl em acconpanied by one or nore
endorsenents. Wenever a token includes AOs (in iss or sub clains),
these AOs nmust be configured accordingly. An O serves to identify
an enbl emissuer or authority in the real world. Hence, parties MJST
configure the website hosted under their O to provide sufficient

i dentifying informtion.
1. Verification

Whenever a validator receives an enblem they MAY check if it is
valid. The validity of an enblemis defined with respect to a public
key. A validity checking algorithm MJST returns the foll ow ng

val ues. The order of these values encodes the _strength_ of the
verification result.

1. UNSI GNED

2. I NVALID

3. S| GNED- UNTRUSTED

4. SI GNED- TRUSTED

5. ORGANI ZATI ONAL- UNTRUSTED

6. ORGAN ZATI ONAL- TRUSTED

7. ENDORSED- UNTRUSTED

8. ENDORSED- TRUSTED

G ven an input public key and an enblemwith a set of endorsenents, a
verification algorithmtakes the follow ng steps:

1. If the enblem does not bear a signature, return UNSI GNED.

2. Run the _signed enmblemverification procedure_ (Section 6.2;
results in one of S| GNED TRUSTED, S| GNED- UNTRUSTED, or | NVALID).

3. If previous procedure resulted in INVALID or the enbl em does not
include the iss claim return the last verification procedure’s
result and the enmtpy set of Os.

4. Run the _organi zational enblemverification procedure_
(Section 6.3; results in one of ORGAN ZATI ONAL- TRUSTED,
ORGANI ZATI ONAL- UNTRUSTED, | NVALI D).
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5. If the previous procedure resulted in INVALID return I NVALID and
the enpty set of Os.

6. If all tokens include the same iss claim return the strongest
return val ue matching *- TRUSTED, the strongest return val ue
mat chi ng *- UNTRUSTED provided that it is strictly stronger than
the strongest return val ue matching *- TRUSTED, and the enpty set
of As.

7. Run the _endorsed enblemverification procedure_ (Section 6.4;
results in a set of Os and one of ENDORSED- TRUSTED, ENDORSED-
UNTRUSTED, | NVALI D).

8. If the previous procedure resulted in INVALID return | NVALID and
the enpty set of Os.

9. Return the strongest return value matching *- TRUSTED, the
strongest return value matching *- UNTRUSTED provided that it is
strictly stronger than the strongest return val ue matching
*-TRUSTED, and the set of Os returned by the endorsed enbl em
verification procedure.

Note that the endorsed enblemverification procedure resulting in
INVALID is handled inplicitly in step 8. As the procedure did not
termnate in step 5, organizational verification nmust have been
successful. Hence, |INVALID cannot be the strongest return value, and
an enbl em not bei ng acconpani ed by valid endorsenents are downgraded
to organizational enblens.

The set of Os returned by the verification procedure encodes the Os
of endorsing parties where verification passed.

5.1.1. Comrents on Trust Policies

We strongly RECOVMEND agai nst accepting enblens resulting in S| GNED
UNTRUSTED. In such cases, validators should aimto authenticate the
respective public keys via other, out-of-band nethods. This
effectively lifts the result to SI GNED- TRUSTED. Signed enbl ens are
supported for cases of enmergency where an enblemissuer is able to
conmmuni cate one or nore public key, but mght not be able to set up a
signing infrastructure linking their assets to a root key.
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There is no definite guideline on howto choose which keys to trust,
i.e., which keys to pass as trusted public key to the verification
procedure. Sone validators may have pre-existing trust relationships
with sone authorities, e.g., mlitary units of a nation state could
use the public keys of their nation state or allies. O her
validators nmight be fine with fetching public keys authenticated only
by the web PKI

5.2. Protection
An enbl em for which the verification procedure produces a result
other than I NVALID marks any asset whose address is identified by at
| east one of the enblemis Als. Such an enblem signals that the
respective asset is enjoys the specific protections of |HL.

Enbl em i ssuers MUST only issue enblens for assets that are used only
for protected purposes.

6. Al gorithns
6.1. JVWK Hashing
Cont ext :
* Input: A JW public key as per [RFC7517] in arbitrary encodi ng.
* Qutput: A hash of the JWK
Al gorithm
1. Parse the JW as JSON object.
2. Drop the kid parameter fromthe JWK
3. Conpute the key's thunbprint using SHA-256 as per [RFC7638].

4. Return the digest in base32 encoding as per [RFC4648] in al
| ower-case and with trailing = renoved

6.2. Signed Enblem Verification Procedure
Cont ext :
* Input: An enblem a set of endorsenents, and a trusted public key.
*  Qutput: SIGNED- TRUSTED, SI GNED- UNTRUSTED, or | NVALI D

Al gorithm
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Ignore all endorsenents including an iss claimdifferent to the
enblenis iss claim A defined iss claimis understood to be
different to an undefined iss claim

Verify every signature.

Verify that all endorsenents forma consecutive chain where there
is a unique root endorsenent and the public key which verifies
the enblemis transitively endorsed by that root endorsenent.

Verify that no endorsenent expired

Verify that all endorsenments bear the claimend=true except for
the enbl em si gni ng key’' s endor senent.

Verify that the enblemis valid with regard to every endorsenent.
If any of the aforementioned verification steps fail, return

INVALID. If there is a token signed by the trusted input public
key, return SI GNED- TRUSTED. O herwi se, return S| GNED- UNTRUSTED.

Di stribution nethods MAY indicate an order of tokens to guide clients
assenbling the chain of endorsenents in step 3. Wenever such an
order is specified, clients MAY i medi ately reject a set of tokens as
invalid if the indicated order does not yield a valid chain of

endor senent s.

6.3. Organizational Enblem Verification Procedure

Cont ext :

* Assunptions: Signed enblemverification has been perforned and did
not return I NVALID. Every token as part of the input includes the
iss claim

* |nput: An enblem a set of endorsenents, and a trusted public key.

*  Qutput: ORGAN ZATI ONAL- TRUSTED, ORGANI ZATI ONAL- UNTRUSTED, or
I NVALI D

Al gorithm

1. Ignore all endorsenents including an iss claimdifferent to the

enblem s iss claim

2. Verify that the top-nost endorsenent’s iss claimvalue (its Q)

is configured correctly as specified in Section 4.
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3. If the aforenentioned verification step fails, return |INVALID.

If the top-nmost endorsing key is equal to the trusted input
public key, return ORGANI ZATI ONAL- TRUSTED. O herw se, return
ORGANI ZAT! ONAL- UNTRUSTED.

6.4. Endorsed Enmbl em Verification Procedure

Cont ext :

* Assunptions: Organizational enblemverification has been perforned
and did not return INVALID. There are enblens as part of the
input including an iss claimdifferent to the enblenis iss claim

* Input: An enblem a set of endorsenents, and a trusted public key.

* Qutput: ENDORSED- TRUSTED, ENDORSED- UNTRUSTED, or | NVALID, and a
set of Os.

Al gorithm

1. lIgnore all endorsenents including an iss claimequal to the

enmblem s iss claim

2. For every endorsenent:

1. Verify its signature.

2. Verify that it endorses the top-nobst endorsing key with the
sane iss claimas the enbl em

3. Verify that it did not expire.

4. Verify that it bears the clai mend=true.

5. Verify that the enblemis valid with regard to this
endor sement .

6. Inplenentations SHOULD verify that the endorsenment’s iss
claimvalue (its AQ) is configured correctly as specified in
Section 4.

7. Should any of the aforenentioned verification steps fail,

i gnore this endorsenent.

3. If there are no endorsenents remaining after the | ast step,

return I NVALID and the enpty set of Os. |If in the set of

remai ni ng endorsenents, there is an endorsenent with a

verification key equal to the trusted input public key, return
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ENDORSED- TRUSTED. O herwi se, return ENDORSED- UNTRUSTED. |In both
the latter cases, also return the set of all iss clains of the
remai ni ng endor senents.

7. Security Considerations
7.1. No Endorsenents without iss

The procedures to verify organizational or endorsed enbl ems as
specified in Section 6.3 and Section 6.4 assune that the enblenms iss
claimis defined. Practically speaking, this inplies that parties
can only go beyond pure public key authentication (where public keys
need to be authenticated out-of-band) by stating an O.

The constraints on well-configured Os offers two beneficial security
properties:

* Parties cannot equivocate their keys, i.e., they need to commt to
a consistent set of keys.

* Parties cannot deny having used certain root public keys.

These properties stemfromparties needing to include a hash of their
key in a TLS certificate, and consequently, in certificate
transparency | ogs.

7.2. Token Order

As specified in Section 6.2, clients MAY reject sets of tokens as
invalid if the order of tokens as indicated by the sending client
does not yield a valid chain of endorsenents. This allows an
adversary to force rejection of a set of tokens by altering, e.g.,
sequence nunbers on non-integrity protected channels such as UDP

However, this does not constitute a new attack. Such adversaries
could flip a bit in the enblem s signature, rendering the set of
tokens invalid, too.

7.3. Key ldentifiers
Key identifiers were designed such that they conmit to the identified
key, i.e., key identifiers nust provide strong collision-resistance.
This is ensured by conmputing it using SHA-256

8. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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