I nternet Research Task Force P. Lingga, Ed.

I nternet-Draft J. Jeong, Ed.
I ntended status: Informational Sungkyunkwan Uni versity
Expires: 23 April 2026 Y. Choi

ETRI

20 Cctober 2025

A YANG Data Model for Interface to Network Security Functions (1 2NSF)
Anal ytics Interface
draft-1lingga-nnrg-anal ytics-interface-dm 00

Abst ract

Thi s docunent describes an information nodel and a YANG data nodel
for the Analytics Interface between an Interface to Network Security
Functions (12NSF) Analyzer and a Security Controller in an | 2NSF
framework. |2NSF Anal yzer collects the nmonitoring data from Network
Security Functions (NSF), and anal yzes them wi th Machi ne Lear ni ng
(M) algorithms. This Analytics Interface is used for |2NSF Anal yzer
to deliver analysis results (e.g., policy reconfiguration and

f eedback message) to Security Controller for C osed-Loop Security
Control in the |I2NSF Framework in
[1-D.jeong-nnrg-security-managenent-autonmation]. The YANG data nodel
described in this docunent is based on the YANG data nodels of the

| 2NSF NSF- Facing Interface [I-D.ietf-i2nsf-nsf-facing-interface-dnj
and the 1 2NSF Mnitoring Interface
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel].
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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1. Introduction

In a framework for Interface to Network Security Functions (12NSF)

[ RFC8329], the Munitoring Interface
[I-D.ietf-i2nsf-nsf-nonitoring-data-nodel] is defined as an interface
to collect nonitoring data (e.g., network statistics and resources)
fromNetwork Security Functions (NSF). This data can be received by
either a query or a report. |In a query-based approach, the data is
obtai ned by a request froma client (e.g., |2NSF Analyzer). But in a
report-based approach, the data is provided to | 2NSF Anal yzer by a
server (e.g., NSF) when either a notification or an alarmis
triggered by an event. In this nodel, the report-based approach is
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used in the |1 2NSF framework for realizing the Security Managenent
Aut omation (SMA) for cloud-based security services
[1-D.jeong-nnrg-security-managenent-automation]. Thus, nonitoring
data is sent automatically by NSFs to an |2NSF Anal yzer. Figure 1
shows the | 2NSF Franework for Security Managenent Autonation.

In the | 2NSF Framework, Security Controller, NSFs, and | 2NSF Anal yzer
can construct C osed-Loop Security Control to adjust the security
policy systemw th NSF nonitoring data, data anal ytics, feedback, and
policy reconfiguration through the Analytics Interface in the
docunent. The security policy enforcenent of a user’s perspective
can al so be done by a Security Policy Translator (SPT) [SPT]. It
translates a high-level security policy into the correspondi ng | ow

| evel security policy for the security policy enforcenment. Al ong
with this SPT, Intent-Based C osed-Loop Secutity Control (1CSC
[1CSC], which supports C osed-Loop Security Control according to a
user’'s intent, can be designed and inplenmented in the |2NSF

Fr amewor k.
R +
| 12NSF User |
S TR +
N
| Consuner-Facing Interface
A LR + Regi stration Fom e +
| Security Controller|<-----------um-ouo--- >| Devel oper’s Mgnt Systen]
A LR + Interface A R R +
N N
| | _
| | Anal ytics Interface R e T +
| oo - > | 2NSF Anal yzer
| o e e e e oo +----- +
| NSF-Facing Interface n
I I
S + |
I I I
% % |
+o-m - - R + AR, S SRR + |
| NSF- 1 | ... | NSF- N | Moni toring |
| (Firewall) | | (DDoS Mtigator)+-------------- +
- Fome e oo + T R + Interface |
I I
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +

Figure 1. |2NSF Framework for Security Managenment Automation
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The automatic reports of nonitoring data by the NSFs are collected in
a single instance (i.e., |I2NSF Anal yzer) to anal yze them By

anal yzing the nonitoring data, a new security policy can be produced
to further enhance the security of the network. To create the

aut omat ed system the analysis of the nonitoring data should be
performed automatically with the help of Machine Learning (M)
algorithms. The automated analysis is out of the scope of this
docunent .

A new security policy needs to be delivered fromthe |I2NSF Anal yzer
to the Security Controller so the new policy can be |isted and

moni tored properly. For that purpose, this docunent introduces the
Anal ytics Interface as an internediary interface between the |2NSF
Anal yzer and the Security Controller. Then the new policy should be
delivered directly to appropriate NSFs by the Security Controller via
the NSF-Facing Interface [I-D.ietf-i2nsf-nsf-facing-interface-dni.

Therefore, the purpose of this docunent is to provide an Anal ytics
Interface to a Security Controller in an | 2NSF Framework. Wth the
provi ded Anal ytics Interface, the realization of Security Managenent
Aut omation (SMA) is possible through d osed-Loop Security Control in
the 12NSF framework. This SMA can facilitate Intent-Based Security
Managenent with Intent-Based Networking (IBN) in [ RFC9315].

Note that the scope of this docunment is to propose a YANG data nodel
for a new external interface called Analytics Interface between
Security Controller in the I2NSF framework and an | 2NSF Anal yzer

The |1 2NSF Anal yzer perforns the anal ysis of NSF nonitoring data and
the generation of analysis results (e.g., policy reconfiguration and
feedback nmessage). Wth this Analytics Interface, the | 2NSF
framework can perform Security Managenent Automation (SMC) in term of
Cl osed- Loop Security Control, which is specified in
[1-D.jeong-nnrg-security-managenent - aut omati on] .

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the terminology described in [ RFC8329].
Thi s docunent follows the guidelines of [ RFC8407] and adopts the

Net wor k Managenent Datastore Architecture (NVDA). The neaning of the
synbols in tree diagrans is defined in [ RFC8340].
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3. Information Mdel for Analytics Interface

Thi s docunent introduces an Analytics Interface as an interface to
deliver an analytics report for augnentation or generation of a
security policy rule created by | 2NSF Anal yzer to Security Controller
[1-D. jeong-nnrg-security-managenent-automation]. This allows
Security Controller to actively reinforce a target network with its
security policy managenent. Figure 2 shows the high-level concept of
Anal ytics Interface to deliver Analytics Information (i.e., Policy
Reconfi guration and Feedback Infornmation) to Security Controller

dememmememeeaaaas +
| Anal ytics |
| Interface |
S SRR S SRR +
N
I
S S IR +
I I
Fomm oo Fomm oo + R, +--m - - +
| Pol i cy | | Feedback |
| Reconfiguration | | I'nformation
S dememnaan + dememaas emenn +
N N
I I
R R +
I
S S TR +
I I I
Hoomm- Hommm- + - oot oo Hommm- +
| NSF Nanme | | Problem| | Solution |
R S S R B R R +

Figure 2: Diagramfor Analytics Interface

Both policy reconfiguration and feedback information provide the
foll owi ng high-level abstraction

* NSF Nanme: It is the nane or | P address of the NSF for identifying
the NSF with problem The nane is a unique string to identify an
NSF, including a Fully Qualified Domai n Name (FQDN).

* Problem 1t describes the issue(s) in the NSF that needs to be
handl ed.
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3.

1.

* Solution: It specifies the possible solution(s) for the problem
I nformati on Model for Policy Reconfiguration

Policy reconfiguration is the rearrangenent of a security policy in a
different formor conbination of the existing security policy to
enhance the security service in the network. A policy
reconfiguration is generated by the |I2NSF Anal yzer after receiving
and anal yzing nonitoring informati on of NSF Events from an NSF
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel].

Policy reconfiguration works together with the three |12NSF interfaces
defined for the | 2NSF Franmework, i.e., NSF-Facing Interface
[I-D.ietf-i2nsf-nsf-facing-interface-dm, NSF Mnitoring Interface
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel], and Anal ytics Interface,
to create a closed-loop securty systemfor reinforcing the network
security. Figure 3 shows an illustration of the closed-loop system
for the | 2NSF Framewor k.

R + TS +
|  Security | <------mmimiiii oo | I 2NSF |
| Controller | Anal ytics Interface | Analyzer |
R + (Policy Reconfiguration) +---------- +
| N
I I
NSF- Faci ng | R + | Monitoring
Interface | oo - > NSF-1 |------- + | I'nterface
(Policy | | R + | | (Monitoring
Confi guration) | | | | Data &
| R + | | Statistics)
B B >| NSF- 2 | ------- +-- - - - +
| R + |
I I
I I
I : I
I Homoaoe o + I
S S >| NSF-n | ------- +
S R +

Figure 3: A Cosed-Loop Security Systemfor Security Managenent
Aut omat i on ( SMA)

Figure 3 shows a cl osed-loop security system between Security
Controller, NSF, and |2NSF Anal yzer. The Security Controller
delivers a security policy to an appropriate NSF via the NSF-Facing
Interface [I-D.ietf-i2nsf-nsf-facing-interface-dnij. The NSF wil|
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prepare for a security service according to the given configuration
and provide a security service for the network. The NSF SHOULD al so
provide monitoring data (e.g., NSF Events and System Al arns) to be
anal yzed. This nonitoring data can be delivered by the NSF to an

| 2NSF Anal yzer via the Mnitoring Interface
[1-D.ietf-i2nsf-nsf-nonitoring-data-nodel]. Then the |2NSF Anal yzer
anal yzes the nonitoring data for the reconfiguration of an existing
security policy, the generation of a new security policy, and the

f eedback for security system nmanagenent (e.g., the scaling-up or
scal i ng-down of resources related to NSFs). To fully automate the
cl osed-1 oop system the | 2NSF Anal yzer shoul d anal yze the nonitoring
data autonmatically using nmachine | earning techniques (e.g., Deep
Learning [Deep-Learning]). The results of the analysis may trigger
the reconfiguration of an existing security policy or the generation
of a new security policy to strengthen the network security. The
reconfiguration or configuration request will be delivered by the

| 2NSF Anal yzer to the Security Controller via the Analytics
Interface.

To realize the closed-|oop security system the Analytics Interface
needs to properly follow the simlar guidelines for the |2NSF
Framewor k [ RFC8329]. The Analytics Interface foll ows
[I-D.ietf-i2nsf-nsf-facing-interface-dm to create a security policy
to reconfigure an existing security policy of NSF(s) or to generate a
new security policy.

Anal ytics Interface holds a list of security policies so that the
(re)configuration of a security policy and the feedback information
can be provided to the Security Controller. Each policy consists of
a list of rule(s) to be enhanced on the NSF. Note that the
synchroni zati on of the list of security policies should be done
between the Security Controller and the | 2NSF Anal yzer and the
specific nmechanismis out of the scope of this docunent. A
(re)configured security policy rule should be able to cope with
attacks or failures that can happen to the network in near future.
Such a rule is reconfigured or generated by the | 2NSF Anal yzer to
tackl e a detected problemin the network. It uses the Event-

Condi tion-Action (ECA) nodel as the basis for the design of |2NSF
Policy (Re)configuration as described in [ RFC3329] and
[1-D.ietf-i2nsf-capability-data-nodel]

An example of Policy (Re)configuration is a DDoS Attack that is
detected by a DDoS Mtigator. The DDoS Mtigator creates nonitoring
data and delivers it to the 12NSF Anal yzer. The |2NSF Anal yzer

anal yzes the nonitoring data and generates a new policy to handl e the
DDoS Attack, such as a firewall rule to drop all packets fromthe
source of the DDoS Attack
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3.2. YANG Tree Structure for Policy Reconfiguration

The YANG tree structure for policy reconfiguration is provided
through the augnentation of the NSF-Facing |Interface YANG Mdul e
[I-D.ietf-i2nsf-nsf-facing-interface-dm as foll ows:

augment /i2nsfnfi:i2nsf-security-policy:
+--rw nsf-nane? uni on
+--rw probl em
+--rw (attack-detection)?
+--: (ddos- det ect ed)
+--rw ddos- det ect ed

I

| +--rw attack-src-ip* i net:i p-address-no-zone
| +--rw attack-dst-ip* i net:i p-address-no-zone
| +--rw attack-src-port* i net: port-nunber

| +--rw attack-dst-port* i net: port-nunber
+--:(virus-detected)
| +--rwvirus-detected
| +--rw Virus-nanme? string
| +--rw virus-type? i dentityref
| +--rw host? uni on
| +-rwfile-type? string
| +--rw fil e-name? string
| +--rw 0s? string
+--: (i ntrusion-detected)
| +--rw intrusion-detected
| +--rw protocol ? identityref
| +--rw app? identityref
| +--rw attack-type? i dentityref
+--: (web- at t ack- det ect ed)
| +--rw web-attack-detected
| +--rw attack-type? i dentityref
| +--rw reg- net hod? identityref
| +--rwreg-uri? string
| +--rw reg-user-agent? string
| +--rw cooki es? string
| +--rw reg- host? string
| +--rw response- code? string
+

--:(voi p-vocn- det ect ed)
+--rw Vvoi p-vocn-det ect ed

+--rw source-voice-id* string
+--rw destination-voice-id* string
+--rw user-agent* string

Figure 4: YANG Tree Structure of Policy Reconfiguration

The policy reconfiguration nust include the follow ng infornmation:
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NSF Name: The nanme or | P address (1 Pv4 or 1Pv6) of the NSF to be

configured. |If the given nsf-name is not |IP address, the name can
be an arbitrary string including a Fully Qualified Domai n Name
(FQDN) .

Problem The issue that is emtted by an NSF via the | 2NSF
Monitoring Interface. The problemfor policy configuration

i ncludes the NSF Events described in NSF Mnitoring Interface YANG
Data Mbdel [I-D.ietf-i2nsf-nsf-nonitoring-data-nodel], such as
DDoS detection, Virus detection, Intrusion detection, Wb-attack
detection, and Voice over Internet Protocol (VolP) or Voice over
Cel lul ar Network (VoCN) violation detection

Sol ution: The solution for policy (re)configuration is the
security policy that is reconfigured or generated to solve a
detected attack. The security policy can be configured using the
NSF- Faci ng I nterface YANG data nodel
[I-D.ietf-i2nsf-nsf-facing-interface-dn.

3. 3. I nformati on Model for Feedback | nformation

Feedback information is information about problem(s) of an NSF for a
security service such as either over-usage or mal function of a system
resource. This problemcannot be handl ed by creating a new policy.

In the simlar way with the policy reconfiguration in Section 3.1,
the feedback information should be delivered by the | 2NSF Anal yzer to
the Security Controller that will be able to handl e the reported

probl en(s)

S +
| I 2NSF |
| User |
[ S, +- - - - - +
N
| Report
I
R + e +----- + Anal ytics R +
| Devel oper’ s| <---------- + Security |<--------------- | 1 2NSF |
| Mynt  Syst en Query | Controller | Interface | Anal yzer
M + Fom e m oo - - + N +

Fi gure 5: Handling of Feedback Information

Figure 5 shows the handling of feedback information. For the

f eedback information, the given feedback is not a security policy,
hence the Security Controller needs to take an action to handle the
reported problen(s). The action includes the report to the |2NSF
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User and the query of the systemresource nanagenent of the rel evant
NSF(s) to the Devel oper’s Managenment System (DMS). DVS will

comruni cate with the Managenent and Orchestration (MANO Unit in the
Net work Functions Virtualization (NFV) Franework to deal with the
syst em managenent issue(s) of the rel evant NSFs
[I-Dietf-i2nsf-applicability]. The details of the handling process
are out of the scope of this docunent.

3.4. YANG Tree Structure for Feedback Information
The YANG tree structure for feedback information is provided with the

use of the NSF Monitoring Interface YANG Modul e
[1-D.ietf-i2nsf-nsf-nmonitoring-data-nodel] as foll ows:
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+--rw i 2nsf-feedback-i nformati on* [nsf-nane tine]

+--rw nsf-nane uni on
+--rw tine
+--rw | anguage?
+--rw probl em

| +--rw (alarmtype)?
+--:(menory-al arm

| +--rw nmenory-alarm

string

+--rw sol ution* string

yang: date-and-ti ne

I

|

| | +--rw usage? uint8

| | +--rw nessage? string

| | +--rw duration? ui nt 32

| +--:(cpu-al arm

| | +--rw cpu-alarm

| | +--rw usage? uint8

| | +--rw nessage? string

| | +--rw duration? ui nt 32

| +--:(disk-alarm

| | +--rwdisk-alarm

| | +--rw disk-id? string

| | +--rw usage? uint8

| | +--rw nessage? string

| | +--rw duration? ui nt 32

| +--: (hardware-al arm

| | +--rw hardware-al arm

| | +--rw component - name? string
| | +--rw nessage? string
| | +--rw duration? ui nt 32
| +--:(interface-alarm

| +--rw interface-alarm

| +--rwinterface-id? string
| +--rw interface-state? enumer ati on
| +--rw nessage? string
| +--rw duration? ui nt 32

Figure 6: YANG Tree Structure of Feedback Information

Figure 6 shows the high-Ievel
The feedback i nformation shoul d incl ude:

abstracti on of Feedback | nfornation.

* NSF Nane: The nane or
detected the problem

| P address (IPv4 or

| Pv6) of the NSF that

If the given nsf-name is not |IP address,

Li ngga, et al.

the nane can be an arbitrary string including an FQDN.

* Time: The time of the delivery of the feedback information.
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4.

* Language: The |anguage tag that is used for the natural |anguage

text that is included in the "message" and "solution" attributes.
The | anguage field is encoded following the rules in Section 2.1
of [RFC5646]. The default |anguage tag is "en-US".

* Problem The issue that is enmitted by an NSF via the | 2NSF
Monitoring Interface. The problemfor feedback information
i ncl udes system al arns described in NSF Mnitoring Interface YANG
Data Mbdel [I-D.ietf-i2nsf-nsf-nonitoring-data-nodel], such as
Menory alarm CPU alarm Disk alarm Hardware alarm and Interface
al arm

* Solution: A possible solution given as feedback is in the form of
a free-formstring (e.g., a high-level instruction). This value
can be interpreted using a Natural Language Processing (NLP) or
manual |y processed by a network operator

YANG Dat a Model of Analytics Interface

This section shows the YANG nmodul e of Analytics Interface. The YANG
modul e in this docunment is referencing to [ RFC6991]
[I-D.ietf-i2nsf-nsf-facing-interface-dm
[I-D.ietf-i2nsf-nsf-nonitoring-data-nodel].

The YANG nodul e makes references to [ RFC5646] [ RFC6265] [ RFC8343]
[ RFC9110]

<CODE BEG NS> file "ietf-i2nsf-analytics-interface@025-10-20.yang"
nmodul e ietf-i2nsf-analytics-interface {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-analytics-interface";
prefix
i 2nsf ai ;

import ietf-inet-types{
prefix inet;
reference "RFC 6991";
}

i mport ietf-yang-types{
prefix yang;
reference "RFC 6991";

}

inmport ietf-i2nsf-nsf-facing-interface {
prefix i2nsfnfi;
ref erence

Li ngga, et al. Expires 23 April 2026 [ Page 12]



I nternet-Draft Anal ytics Interface YANG Data Model Cct ober 2025

"Section 4 of draft-ietf-i2nsf-nsf-facing-interface-dm 29";

}

inmport ietf-i2nsf-nonitoring-interface {
prefix i2nsfm;
ref erence
"Section 8 of draft-ietf-i2nsf-nsf-nonitoring-data-nodel-20";

}

organi zati on
"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)";

cont act
"WG Web: <http://tools.ietf.org/wy/ opsanwg>
WG List: <mailto:opsawg@etf.org>

Editor: Patrick Lingga
<mai |l to: patri ckli nk@kku. edu>

Editor: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>";

description
"This nodule is a YANG nodul e for Analytics Interface.

The key words 'MUST', 'MUST NOT', ' REQUIRED , 'SHALL’,
"SHALL NOT', 'SHOULD , ’'SHOULD NOT', ' RECOMVENDED ,

" NOT RECOMVENDED , 'MAY’', and "OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license terns contained in, the Revised BSD License
set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1 RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.
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revision "2025-10-20" {
description "lInitial revision.";
ref erence
"RFC XXXX: | 2NSF Anal ytics Interface YANG Data Model ";

/1l RFC Ed.: replace XXXX with an actual RFC nunber and renove
/1 this note.

}

augnment "/i2nsfnfi:i2nsf-security-policy" {
description
"Augnent the NSF-Facing Interface Data Mddel for the policy
reconfiguration”;
| eaf nsf-nanme {
type union {
type string;
type inet:ip-address;

description
"The name or | P address (1Pv4 or 1Pv6) of the NSF to be
configured. If the given nsf-nane is not | P address, the
nane can be an arbitrary string including FQDN (Fully
Qualified Domain Nane).";
}

cont ai ner probl em {
description
"Problem The issue that is emtted by an NSF via the
| 2NSF Monitoring Interface such as DDoS detection, Virus
detection, Intrusion detection, Web-attack detection, and
Vol P/ VoCN vi ol ati on detection.";
choi ce attack-detection {
description
"The detected attack type";
case ddos-detected {
cont ai ner ddos-detected {
leaf-l1ist attack-src-ip {
type inet:ip-address-no-zone;
description

"The source | Pv4 or | Pv6 addresses of attack
traffic. It can hold nultiple IPv4 or |Pv6
addresses. Note that all |P addresses should not be
i ncluded, but only limted |IP addresses are included
to conserve the server resources. The listed
attacking | P addresses can be an arbitrary sanpling
of the "top talkers’, i.e., the attackers that send
t he hi ghest anount of traffic.";
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leaf-l1ist attack-dst-ip {
type inet:ip-address-no-zone;
description

"The destination IPv4 or | Pv6 addresses of attack

traffic. It can hold nultiple IPv4 or |Pv6
addresses. ";

|l eaf-1ist attack-src-port {
type inet: port-nunber;
description

"The transport-layer source ports of the DDoS attack
Note that not all ports will have been seen on al
the correspondi ng source | P addresses.";

| eaf-1ist attack-dst-port {
type inet: port-nunber;
description

"The transport-layer destination ports of the DDoS
attack. Note that not all ports will have been seen

on all the corresponding destination |P addresses.”;
}

3

description

"A container for DDoS Attack";
}

description

"A DDoS Attack is detected”;
}
case virus-detected {

contai ner virus-detected {

| eaf virus-name {

type string;
description

"The name of the detected virus";

}
| eaf virus-type {
type identityref {
base i 2nsfni:virus-type;
}

description
"The virus type of the detected virus";
}

| eaf host {
type union {
type string;
type inet:ip-address-no-zone;

}

description
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"The name or | P address of the host/device. This is
used to identify the host/device that is infected by
the virus. If the given nane is not an | P address,
the nanme can be an arbitrary string including a FQDN
(Fully Qualified Domain Nane). The name MJUST be
uni que in the scope of nmanagenent donain for
identifying the device that has been infected with
avirus.";

}
leaf file-type {
type string;
description
"The type of a file (indicated by the file' s suffix,
e.g., .exe) where virus code is found (if
applicable).";

| eaf file-nane {
type string;
description
"The name of file virus code is found in (if

applicable).";
| eaf os {
type string;

description
"The operating system of the device.";
}
description
"A Virus Attack is detected";
}

description
"Avirus is detected";
}

case intrusion-detected {
contai ner intrusion-detected {
| eaf protocol {

type identityref {
base i 2nsfni:transport-protocol;

}

description
"The transport protocol type for

nsf-detection-intrusion notification";

}
| eaf app {
type identityref {
base i 2nsfm : application-protocol;

}

description
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"The enpl oyed application |ayer protocol";
}
| eaf attack-type {
type identityref {
base i2nsfm:intrusion-attack-type;
}
description
"The sub attack type for intrusion attack";
}
description
"An intrusion is detected";
}

}

case web-attack-detected {
cont ai ner web-attack-detected {
| eaf attack-type {
type identityref {
base i 2nsfni : web-attack-type;
}
description
"Concrete web attack type, e.g., SQ injection,
command injection, XSS, and CSRF.";
}
| eaf reqg-nethod {
type identityref {
base i 2nsfni:req-nethod;
}
description
"The HTTP request nethod, e.g., PUT or CET.";
ref erence
"RFC 9110: HTTP Semantics - Request Methods";
}
| eaf req-uri {
type string;
description
"The Requested URI";
}
| eaf req-user-agent ({
type string;
description
"The request user agent";
}
| eaf cookies {
type string;
description
"The HTTP Cooki es header field of the request from
the user agent. The cookie information needs to be
kept confidential and is NOT RECOMMVENDED to be
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included in the nonitoring data unless the
information is absolutely necessary to help to
enhance the security of the network.";
ref erence
"RFC 6265: HTTP State Managenment Mechani sm - Cookie";
}

| eaf reg-host {
type string;
description
"The domai n nane of the requested host";
}

| eaf response-code {
type string;
description
"The HTTP Response code";
ref erence
"I ANA Website: Hypertext Transfer Protocol (HTTP)
Status Code Registry";
}
description
"A web attack is detected";
}
description
"A web attack is detected";
}

case voi p-vocn-detected {
cont ai ner voi p-vocn-detected {
| eaf-1ist source-voice-id {
type string;
description
"The detected source voice |ID for Voice over Internet
Prot ocol (Vol P) and Voice over Cellul ar Network
(VoCN) that violates the security policy.";

| eaf-1ist destination-voice-id {
type string;
description
"The detected destination voice ID for Voice over
Internet Protocol (VolP) and Voice over Cellul ar
Net work (VoCN) that violates the security policy.";

| eaf-1ist user-agent {
type string;
description
"The detected user-agent for Vol P and VoCN t hat
violates the security policy.";

}

description
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"A violation of VolP/VoCN is detected”;
}
description
"A violation of VolP/VoCN is detected”;
}

}
}
}

list i2nsf-feedback-information {
key "nsf-nanme tinme";

description
"Feedback information is information about problem(s) of an
NSF for a security service such as systemresource over-usage
or mal function. ";

| eaf nsf-nanme {
type union {
type string;
type inet:ip-address;

description
"The name or | P address (1 Pv4 or 1Pv6) of the NSF to be
configured. If the given nsf-name is not |P address, the
nane can be an arbitrary string including FQDN (Fully
Qualified Domai n Nane).";

}
leaf tine {
type yang: date-and-ti ne;
description
"The time of the feedback information delivered";
}
| eaf | anguage {
type string {
pattern ' (([A-Za-2]{2,3}(-[A-Za-z]1{3}(-[A-Za-z]{3})’
+'{0,2})?| [A Za-z] {4} | [A-Za-z] {5, 8}) (- [ A- Za-z] {4}) 7
+ (- ([A-Za-z]{2}|[0-9]{3})) ?(- ([ A-Za-z0-9] {5, 8}"
+ " ([0-9][A-Za-z0-9]{3})))*(-[ 0- 9A- W- Za- wy- z]’
+ " (-([A-Za-z0-91{2,8}))+) *(-[ Xx] (- ([ A- Za- z0- 9]
+7{1,8})) ) 2 [ XX] (- ([ A-Za-20-9]{1, 8})) +|’
+ "(([Ee][Nn]-[CGg] [Bb] -[ Co] [Ee] [Dd][[1i]-
+ o [Aa] [M 1] [1T]-[Bo][Nn][Na]|[1i]-
+ '[Dd][Ee] [Ff][Aa] [W] [LIT[Tt]|[1i]-"
+ "[Ee][Nn][Oo] [Cc][Hn][1i][Aa][Nn]’
+ | [1i]-[Hh] [Aa] [KK] |’
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+ P[P ]-[RK] LT[N] [Gg] [ Qo] [Nn] |”

+ O[] -[LE ][Ol [XX] L] -[M [ ] [Nn] [Gg] [ Oo] |

+ [1i]-[Nn][Aa] [W][Aa] [Jj][Oo] [[1i]-[Pp][V[Nn]]
+ P [1i]-[Tt][Aa][Oo] | [1i]-[Tt][Aa][Yy]]"

+ P[] -[Tt][Ss][Uu] | [Ss][CGg] [Nn]-[Bb][Ee]-[Ff][Rr]|"
+ '[Ss][Gg] [Nn]-[Bb] [Ee]-[Nn] [LI]|[Ss][Gg][Nn]-

+ [Cc][Hh]-[Dd][Ee]) | ([Aa] [R][Tt]-"

+ '[LI][Oo] [Jj][Bb][Aa] [Nn]|[Cc][Ee][LI]

+ ' [Go][Aa] [WI[LIT[1i][Ss][H]|’

+ " [Nn] [ Oo] - [ Bb] [ Qo] [ Kk] | [ Nn] [ Qo] -

+ "[Nn] [Yy] [Nn] | [ Zz] [ Hh] - [ Gg] [ Uu] [ Oo] [ Yy][Uu] |’

+ [ Zz] [Hh] - [Hh] [ Aa] [ Kk] [ Kk] [ Aa] | [ Zz] [ Hh] -

+ [M[1i][Nn] | [Zz] [Hh] - [ M [1i][Nn]-"

+ "[Nn][Aa] [Nn] | [Zz] [Hh] - [ Xx] [1i][Aa] [Nn][Ga]))) " ;

default "en-US";
description
"The value in this field indicates the | anguage tag
used for all of the text in the nodul e
(i.e., "leaf message’ and 'leaf-list solution).

The attribute is encoded following the rules in Section 2.1
in RFC 5646. The default |anguage tag is 'en-US ";
ref erence
"RFC 5646: Tags for ldentifying Languages";
}

cont ai ner problem {
description
"The issue that is enmitted by an NSF via the |2NSF Mnitoring
Interface. The problem for feedback information includes the
system al arns, such as Menory alarm CPU alarm Disk alarm
Hardware alarm and Interface alarm"”;
choice alarmtype {
description
"The detected alarmtype";
case menory-al arm {
cont ai ner menory-al arm {
| eaf usage {
type uint8 {
range "0..100";
}
units "percent";
description
"The average usage for the duration of the alarm"”;
}

| eaf nmessage {
type string;
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description
"A message explaining the problem"”;

| eaf duration {
type uint32;
description
"Specify the duration of the first alarmtriggered
until the feedback information is created.";

}

description
"The container for nenory-al arni;

}

description
"The detected alarmtype is menory-al arni;
}

case cpu-alarm {
cont ai ner cpu-al arm {
| eaf usage {
type uint8 {
range "0..100";
}
units "percent";
description
"The average usage for the duration of the alarm";
}

| eaf nmessage {

type string;

description
"A nmessage explaining the problem";

| eaf duration {
type uint32;
description
"Specify the duration of the first alarmtriggered
until the feedback information is created."”;

}

description
"The contai ner for cpu-alarni;
}

description
"The detected alarmtype is cpu-alarnt;
}

case disk-alarm{
cont ai ner di sk-alarm {
| eaf disk-id {
type string;
description
"The I D of the storage disk. It is a free form
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identifier to identify the storage disk.";
}
| eaf usage {
type uint8 {
range "0..100";
}
units "percent";
description
"The average usage for the duration of the alarm";
}
| eaf nmessage {
type string;
description
"A message explaining the problem"”;

| eaf duration {
type uint32;
description
"Specify the duration of the first alarmtriggered
until the feedback information is created.";
}
description
"The contai ner for disk-alarnt;
}

description
"The detected alarmtype is disk-alarn;

case hardware-al arm {
cont ai ner hardware-al arm {
| eaf conponent - nane {
type string;
description
"The hardware conponent responsible for generating
the nessage. Applicable for Hardware Failure
Alarm";
}
| eaf nmessage {
type string;
description
"A message explaining the problem?";

| eaf duration {
type uint32;
description
"Specify the duration of the first alarmtriggered
until the feedback information is created.";

}

description
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"The contai ner for hardware-al arni;
}
description
"The detected alarmtype is hardware-al arnt;
}

case interface-alarm{
contai ner interface-alarm {
| eaf interface-id {
type string;
description
"The interface I D responsible for generating
t he nessage.";
}
| eaf interface-state {
type enuneration {
enum up {
val ue 1;
description
"The interface state is up and not congest ed.
The interface is ready to pass packets.";

enum down {

val ue 2;
description
"The interface state is down, i.e., does not pass

any packets.";

enum congest ed {
val ue 3;
description
"The interface state is up but congested.";
}
enum testing {
val ue 4;
description
"In sone test nbde. No operational packets can
be passed.";
}
enum unknown {
val ue 5;
description
"Status cannot be determ ned for sone reason.”;
}
enum dor mant {
val ue 6;
description
"Waiting for sone external event.";
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enum not - present {
val ue 7;
description
"Sonme conponent (typically hardware) is
m ssing.";
}
enum | ower - | ayer - down {
val ue 8;
description
"Down due to state of lower-layer interface(s).";
}

}

description
"The state of the interface. Applicable for Network
Interface Failure Alarm";
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent
- Qperational States";
}
| eaf nmessage {
type string;
description
"A nmessage explaining the problem";
}
| eaf duration {
type uint32;
description
"Specify the duration of the first alarmtriggered
until the feedback information is created.”;
}
description
"The container for interface-alarni;
}

description
"The detected alarmtype is interface-alarnt;

}
}
}
leaf-list solution {
type string;

description
"A possible solution given as feedback is in the form of
a free-formstring (as a high-level instruction).";

}
<CCDE ENDS>
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Figure 7: YANG for Analytics Interface
5. XM Configuration Exanples of Analytics Information
Thi s section shows XM. configuration exanples of analytics
i nformati on including feedback policy rules, which is delivered by
the 1 2NSF Anal yzer to the Security Controller over the Analytics
Interface after the | 2NSF Anal yzer anal yzes nonitoring data.

5.1. Policy Reconfiguration for a DDoS Detection

In this exanple, the scenario can be seen in Figure 8.

St +
R + | Secure Network (203.0.113.0/24) |
| DDoS Attacker | | |
| 192.0. 2.8, | DDoS | +--------- + AT + |
| 192.0.2.9, o - > |Firewall | | Server 1 | |
| 192.0.2.10 | Attack | +--------- + ACEE T + |
b + | | |
| v SRR + |
| +--------- + | Server 2 | |
| IDDOS | --ee> beeoooo-o- v
| |Mtigator| |
| +--------- + - + |
| | Server 3 | |
| to--omoo-- +
oo m e e e e e e e e e e ao - +

Figure 8: A Scenario Exanple of a DDoS Attack

In this scenario, a DDoS Mtigator detects a DDoS Attack and sends a
notification to the | 2NSF Anal yzer as shown in Figure 9.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2021- 08- 27T09: 00: 01. 00Z</ event Ti ne>
<i 2nsf - nsf - event
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-i2nsf-nonitoring-interface">
<acqui si ti on-met hod>subscri pti on</acqui siti on-net hod>
<emi ssi on-t ype>on- change</ em ssi on-type>
<danpeni ng-t ype>on-repetiti on</ danpeni ng-type>
<i 2nsf - nsf - det ecti on- ddos>
<attack-type>i 2nsfm : syn-fl ood</ attack-type>
<start-tinme>2021-08-27T09: 00: 00. 00Z</start-ti me>
<attack-src-ip>192.0. 2. 8</attack-src-ip>
<attack-src-ip>192.0.2.9</attack-src-ip>
<attack-src-ip>192.0. 2. 10</ attack-src-ip>
<attack-dst-ip>203.0.113. 0/ 24</ att ack-dst-i p>
<attack-rate>100</attack-rate>
<message>A DDoS Attack is detected</ nessage>
<nsf - nane>DDoS ni ti gat or </ nsf - name>
</i 2nsf - nsf - det ecti on- ddos>
</i 2nsf - nsf - event >
</notification>

Figure 9: A Detected DDoS Attack by DDoS M tigator

In the scenario shown in Figure 9, the description of the XM exanple
is as foll ows:

1. The DDoS attack is detected at 9 am on August 27 in 2021

2. The sources of the attack are 192.0.2.8, 192.0.2.9, and
192. 0. 2. 10.

3. The destination of the attack is 203.0.113. 0/ 24.
After receiving the nonitoring data, the |I2NSF Anal yzer anal yzes it
and creates a new feedback policy to enforce the security of the

networ k. The | 2NSF Anal yzer delivers the feedback policy to the
Security Controller as shown in Figure 10
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<?xm version="1.0" encodi ng="UTF-8" ?>
<i 2nsf-security-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-analytics-interface">
<system pol i cy- nane>
f eedback_policy for_ddos_attack
</ syst em pol i cy- nane>
<rul es>
<rul e- name>deny_ddos_att ack</rul e- nane>
<condi ti on>
<i pv4>
<sour ce-i pv4-range>
<start>192.0.2.8</start>
<end>192. 0. 2. 10</ end>
<sour ce-i pv4-range>
</ipva>
<cont ext >
<tinme>
<start-date-tinme>2021-08-27T09: 00: 00. 00Z</ st art-date-ti ne>
</time>
</ cont ext >
</ conditi on>
<actions>
<packet - acti on>
<i ngress-acti on>drop</ingress-action>
</ packet - acti on>
</ acti ons>
</rul es>
<nsf - nanme>Fi r ewal | </ nsf - nanme>
<pr obl en®
<ddos- det ect ed>
<attack-src-ip>192.0. 2. 8</attack-src-ip>
<attack-src-ip>192.0.2.9</attack-src-ip>
<attack-src-ip>192.0. 2. 10</ attack-src-ip>
<attack-dst-ip>203.0.113. 0/ 24</ att ack-dst-i p>
</ ddos- det ect ed>
</ pr obl en»
</i2nsf-security-policy>

Figure 10: Policy Reconfiguration for a Detected DDoS Attack

The policy reconfiguration in Figure 10 neans the foll ow ng:

1. The feedback policy is naned as
"feedback_policy_for_ddos_attack".

2. The rule is naned as "deny_ddos_attack".
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3. The rule starts from09: 00 am on August 24 in 2021. The
condition of the rule is fromthe sources of the |P addresses of
192.0.2.8, 192.0.2.9, and 192.0. 2. 10.

4. The action required is to "drop" any access fromthe | P addresses
that have been identified as nalicious.

5. The NSF to be configured is named "Firewal | ".

6. The problemthat triggered the generation of the feedback is a
DDoS attack fromthe sources of the |IP addresses of 192.0. 2.8,
192.0.2.9, and 192.0.2.10 to the protected network of
203. 0. 113. 0/ 24.

5. 2. Feedback Information for an Overl oaded NSF

In this scenario, an NSF is overl oaded and sends a notification to
the | 2NSF Anal yzer as shown in Figure 11

<?xm version="1.0" encodi ng="UTF-8"?>
<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2021-08- 27T07: 43: 52. 181088+00: 00</ event Ti me>
<i 2nsf - event
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-nonitoring-interface">
<acqui si ti on-nmet hod>subscri pti on</acqui si ti on-met hod>
<em ssi on-type>on- change</ em ssi on-type>
<danpeni ng-type>on-repetiti on</ danpeni ng-type>
<l anguage>en- US</ | anguage>
<i 2nsf-system det ecti on-al ar >
<al ar m cat egor y>nmenory- al ar nx/ al ar m cat egory>
<usage>91</ usage>
<t hr eshol d>90</t hr eshol d>
<nmessage>Menory Usage Exceeded t he Threshol d</ nessage>
<nsf-nane>ti ne_based_firewal | </ nsf-nanme>
<severity>hi gh</severity>
</i 2nsf-system det ecti on-al ar n»
</i 2nsf-event >
</notification>

Figure 11: The Mnitoring of an Overl oaded NSF

In the scenario shown in Figure 11, the description of the XM
exanple is as foll ows:

1. The NSF that sends the nonitoring data is named "firewal | ".
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2. The menory usage of the NSF triggered the alarm

3. The nmenmory usage of the NSF is 98 percent.

4. The nmenory threshold to trigger the alarmis 80 percent.

5. The event is delivered at 2021-08-27T07: 43: 52. 181088+00: 00.

After receiving the nonitoring data, the |I2NSF Anal yzer anal yzes it
and creates a new feedback policy to solve the problemthat is
detected by the NSF. The |2NSF Anal yzer delivers the feedback
information to the Security Controller as shown in Figure 12

<?xm version="1.0" encodi ng="UTF-8" ?>
<i 2nsf - f eedback-i nformati on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-analytics-interface">
<time>2021- 08-27T08: 43: 52. 000000+00: 00</ti me>
<nsf - nane>Fi r ewal | </ nsf - nane>
<l anguage>en- US</ | anguage>
<pr obl en®
<menory- al ar n»
<usage>95</ usage>
<nmessage>Menory Usage Exceeded t he Threshol d</ nessage>
<dur at i on>3600</ dur ati on>
</ menory- al ar e
</ pr obl en»
<sol ution>
Add nore nmenory capacity to the NSF
</ sol uti on>
<sol ution>
Create a new NSF with the sane security service
</ sol ution>
</i 2nsf - f eedback-i nf or mati on>

Fi gure 12: Feedback Information for an Overl oaded NSF

The feedback information in Figure 12 neans the foll ow ng:

1. The nanme of the NSF that needs to be handled is called
"Firewal | ".

2. The feedback information is delivered at
2021-08-27T08: 43: 52. 000000+00: 00.

3. The problemis that the Menory Usage Exceeded the Threshold with
the average usage of nenory as 95.
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6

4. The problem persists for 3,600 seconds (1 hour) wi thout any fix.

5. The proposed solution to the problemis either to add nore menory
capacity in hardware to the NSF or to create a new NSF with the
same security service

| ANA Consi der ati ons

Thi s docunent requests IANA to register the following URI in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:paranms:xmn:ns:yang:ietf-i2nsf-analytics-interface
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XML nanespace

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry [ RFC7950] [ RFC8525] :

nane: ietf-i2nsf-analytics-interface

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-analytics-interface
prefix: i2nsfa

reference: RFC XXXX

/1 RFC Ed.: replace XXXX with an actual RFC number and renove
/1l this note.

Security Considerations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network nanagenment protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |ayer, and the required secure transport is
Secure Shell (SSH) [RFC6242]. The |owest RESTCONF | ayer is HITPS,
and the required secure transport is TLS [ RFC8446].

The NETCONF access control nodel [RFC8341] provides a means of
restricting access to specific NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and contents.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. The data nodel in this docunent uses
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8.

8.

the data nodel from NSF-Facing Interface data nodel, it MJST foll ow
the Security Considerations nmentioned in
[1-D.ietf-i2nsf-nsf-facing-interface-dm.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. Thus, it is
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. This docunment MJST al so foll ow
the Security Considerations about the readabl e data nodes nentioned
in[I-Dietf-i2nsf-nsf-facing-interface-dni.
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