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Abstract

Thi s docunent defines a Cryptographic Message Syntax (CMVB) protected
content type for ROV Depl oynent Transparency (ROV_TAG objects for
use with the Resource Public Key Infrastructure (RPKI). An ROV_TAG
is adigitally signed object through which an Autononmous System (AS)
that has depl oyed Route Origin Validation (ROV) can declare its ROV
depl oynent status. Wen validated, an ROV_TAG s eContent can be used
by ASes to identify which ASes have depl oyed ROV, enabling path

sel ection decisions when hijacked routes are detected (see

Section 3).
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1. Introduction

Route Origin Validation (ROV) [RFC6811] is a critical security
mechani sm for BGP routing that uses the Resource Public Key
Infrastructure (RPKI) to verify the legitinmcy of route
announcenents. However, ROV deploynent is currently partial, with a
significant portion of ASes not yet having depl oyed ROV.

In partial ROV depl oynent scenarios, the main security concern is
When an AS has depl oyed ROV and perforns ROV validation, it may

detect a hijacked route announcenent that was propagated by an
upstream AS. This indicates that the upstream AS has not depl oyed
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ROV or is not properly performng ROV validation. |[If the AS
continues using paths through that upstreamAS, its traffic may be
hi j acked. However, the AS cannot determ ne which alternative paths
go through upstream ASes that have deployed ROV, naking it difficult
to nmake inforned path selection decisions to avoid the conproni sed
upstream AS.

Thi s docunent defines a profile for ROV Depl oynent Transparency
(ROV_TAG) objects that allows ASes to register their ROV depl oynent
status in RPKI. This provides transparency about which ASes have
depl oyed ROV. Wen an AS detects a hijacked route announcenment from
an upstream AS, it can use ROV_TAG information to identify
alternative paths where the i medi ate upstream AS has depl oyed ROV,
enabling it to avoid paths through upstream ASes that have propagated
hi j acked routes (see Section 3).

This CVMB [ RFC5652] protected content type definition conforns to the
[ RFC6488] tenplate for RPKI signed objects. This docunment defines
the object identifier (OD), ASN. 1 syntax, and validation steps for
ROV_TAG obj ect s.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Term nol ogy

Thi s docunent uses the follow ng term nol ogy:

* *Origin AS*: The Autononous System (AS) that originates a BGP
route announcenent. The Origin ASis defined as the last AS in
the AS PATH attribute of the BGP route announcenent, as specified
in [ RFC4271].

* *Non-origin AS*: Any AS in the AS PATH of a BGP route announcenent
that is not the Oigin AS. |In an AS PATH containing nultiple
ASes, all ASes except the last one (the Oigin AS) are non-origin
ASes.

2. The ROV_TAG
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2.1. The ROV_TAG Content Type

The content-type for an ROV_TAG i s defined as id-ct-ROVTAG which has
the numerical value of 1.2.840.113549.1.9.16.1.TBD. This O D MJST
appear both within the eContent Type in the encapContentlnfo structure
as well as the content-type signed attribute within the signerlinfo
structure (see [ RFC6488]).

2.2. The ROV_TAG eCont ent
The content of an ROV.TAG identifies the AS that has depl oyed ROV.

The eContent of an ROV_TAG is an instance of
ROVDepl oynment Attestation, formally defined by the foll owi ng ASN. 1
nodul e:

RPKI - ROV- TAG 2026
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smime(16) nodul es(0) id-nod-rpki-rov-tag-2026(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) } ;

i d-ct-ROVTAG OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smme(16) id-ct(1) rovtag(TBD) }

ct - ROVTAG CONTENT- TYPE :: =
{ TYPE ROVDepl oynent Attestation | DENTI FI ED BY i d-ct- ROVTAG }

ROVDepl oynment Attestation ::= SEQUENCE {
versi on [0] I NTEGER DEFAULT O,
asl D ASI D,

r ovDepl oyed BOOLEAN }
ASID ::= I NTEGER (0..4294967295)
END

Note that this content appears as the eContent within the
encapContentlnfo as specified in [ RFC6488].
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2.3. version

The version nunber of the ROVDepl oynent Attestation that conplies with
this specification MUST be 0 and MJST be explicitly encoded.

2. 4. asl D

The asID field contains the AS nunber of the Autononmpbus Systemthat
is declaring its ROV depl oynment status.

2.5. rovDepl oyed

The rovDeployed field is a BOOLEAN t hat indi cates whether the AS has
depl oyed ROV. Since only ASes that have depl oyed ROV register
ROV_TAG obj ects, this field MIST be set to TRUE.

For ASes that provide transit services (i.e., ASes that forward
traffic for other ASes) that have deployed ROV, it is RECOVMENDED
that they register an ROV_TAG object with rovDepl oyed set to TRUE
Stub ASes (end networks, content providers, etc. that do not provide
transit services) are NOT RECOMVENDED to regi ster ROV_TAG objects, as
they typically appear as Oigin ASes in BGP route announcenents.

2.6. ROV_TAG Validation

To validate an ROV._TAG a relying party MJST performall the
val i dation checks specified in [ RFC6488] as well as the foll ow ng
addi ti onal ROV_TAG specific validation steps:

* The Autononous System Il dentifier Del egation Extension [RFC3779]
MJST be present in the end-entity (EE) certificate contained
within the ROV TAG The asID in the ROV_TAG eContent MJST match
the ASId specified by the EE certificate’ s Autononous System
Identifier Delegation Extension.

* The Autononous System Il dentifier Del egation Extension MJST contain
exactly one "id" element (Section 3.2.3.6 of [RFC3779]) and MJST
NOT contain any "inherit" elements (Section 3.2.3.3 of [RFC3779])
or "range" elenents (Section 3.2.3.7 of [RFC3779]).

* The | P Address Del egati on Extension [RFC3779] MJST be absent.

*  The rovDepl oyed field MIST be present and MJST be set to TRUE
Since only ASes that have depl oyed ROV regi ster ROV_TAG obj ect s,
this field MIST al ways be TRUE.

If any of the above checks fail, the ROV .TAGin its entirety MJST be
considered invalid and an error SHOULD be | ogged.
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3.

Use Case: Secure Path Sel ection

In partial ROV depl oynent scenarios, when an AS filters a hijacked
rout e announcenent received from an upstream AS t hrough ROV
validation, this indicates that the upstream AS has accepted and
propagated the hijacked route. This nmay occur because the upstream
AS has not deployed ROV or is not properly perform ng ROV validation.
In this situation, the AS SHOULD avoi d usi ng paths through that
upstream AS for traffic destined to the affected prefix.

Thi s use case describes a defensive nechanismthat is triggered when
an AS detects a security problem Specifically:

1. The AS perfornms ROV validation and detects a hijacked route
announcemnent .

2. The ASidentifies that the hijacked route was propagated by an
upstream AS (the i mredi ate upstream AS).

3. The AS recognizes that *the current path it is using al so goes
through this sanme i nmedi ate upstream AS* that propagated the
hi j acked route.

4. *At this point*, if the AS continues using the current path
through that upstream AS, the data plane traffic will go through
the hijacked upstream AS, |eading to the same hijacking.

5. As a defensive neasure, the AS can use ROV_TAG i nformati on
obtained fromits RPKI Relying Party (RP) to identify alternative
paths fromthe BGP route announcenments it has al ready received.
An alternative path is one where the i medi ate upstream AS has
depl oyed ROV (i.e., has registered an ROV_TAG object with
rovDepl oyed set to TRUE).

6. The AS checks the ROV depl oynment status of upstream ASes in the
AS PATH of received route announcenents agai nst the ROV_TAG
information. |f such alternative paths exist, the AS MAY prefer
them over the path through the upstream AS t hat propagated the
hi j acked route.

Thi s approach is based on the foll ow ng reasoning:

* |f an upstream AS has deployed ROV, it will filter invalid route
announcenents and will not propagate hijacked routes.

* |f an upstream AS has depl oyed ROV, it may al so inplenent secure
path selection (i.e., avoid paths through upstream ASes that have
propagat ed hijacked route announcenents when it detects such
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announcenents). This creates a mechani sm where ASes can prefer
pat hs t hrough upstream ASes that have deployed ROV. The logic is
straightforward: if an AS detects that an upstream AS has
propagated a hijacked route announcenent (by filtering it through
ROV validation), it SHOULD select an alternative secure path.
Conversely, if no hijacked route announcenents are detected from
an upstream AS, that upstream AS is consi dered secure, and there
is no need to select an alternative path.

* Therefore, if an alternative path exists where the i mediate
upstream AS has depl oyed ROV, that path is nore likely to be
secure fromthat point forward, reducing the risk that traffic
wi Il be hijacked.

The decision to use alternative paths is a matter of |ocal policy.
An AS MAY:

* Continue using normal BGP path sel ection when no hijacked route
announcenents are detected.

* \When an AS filters a hijacked route announcenent received from an
upstream AS, consider alternative paths (where the i nmedi ate
upstream AS has depl oyed ROV) as a defensive neasure to avoid the
pat h through the upstream AS that propagated the hijacked route.
Thi s defensive measure is triggered only when a security problem
i s detected.

* Fall back to normal BGP path selection if no alternative paths
wi t h ROV-depl oyed upstream ASes are avail abl e.

Thi s addresses the security vulnerability probl emby enabling ASes to
avoi d paths through upstream ASes that have propagated hijacked
routes. Such paths are identified through ROV validation. Wen
alternative secure paths are available, this reduces the risk of
route hijacking even in partial ROV depl oynent scenari os.

Note: This is a heuristic defensive nechani smand does not provide
cryptographi c security guarantees. The use of alternative paths is
OPTI ONAL and subject to |ocal policy.

4. Operational Considerations

Thi s section discusses operational aspects of ROV_TAG depl oynrent and
usage.
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4.1. Querying ROV_TAG I nfornmation

ROV_TAG obj ects are stored in the RPKI repository al ongsi de other
RPKI objects (e.g., ROAs, ASPAs). Relying Parties (RPs) process
ROV_TAG obj ects as part of their standard RPKI repository

synchroni zati on and validation procedures, as specified in [ RFC6488].

ASes obtain ROV.TAG information fromtheir RPKI Relying Party (RP)
(e.g., through RPKI-to-Router protocols such as [ RFC6810] or

[ RFC8210]). ASes can query this information efficiently to determ ne
whet her upstream ASes have depl oyed ROV. Real-tinme queries to the
RPKI repository or RP are not required during BGP path sel ection.

4. 2. Per f or mance Consi der ati ons

The nunber of ASes that provide transit services is relatively snall
conpared to the total nunber of ASes, which neans the total nunber of
ROV_TAG obj ects is expected to be nanageable. This results in

m ni mal storage and query overhead conpared to other RPKI objects
such as ROAs.

Query operations for ROV TAG i nformati on can be perforned efficiently
usi ng standard data structures (e.g., hash tables keyed by AS
nunber), enabling fast | ookups during BGP path sel ection.

4.3. Depl oynment Recommendati ons

For ASes that provide transit services and have deployed ROV, it is
RECOMVENDED t hat they regi ster an ROV_TAG object with rovDepl oyed set
to TRUE. This provides transparency about ROV deploynent. It also
enabl es downstream ASes to nake informed path sel ecti on decisions
when hijacked routes are detected.

Stub ASes (end networks, content providers, etc.) are NOI RECOVMENDED
to register ROV_TAG objects, as they typically appear as Origin ASes
in BGP route announcenents.

5. Inplenentation Considerations
Thi s section provides guidance for inplenenters of ROV _TAG support.

ROV_TAG is a new RPKI object type. Existing RPKI RP inplenentations
that do not support ROV_.TAG will sinply ignore ROV_TAG objects during
repository synchronization, as per the RPKI validation rules
specified in [RFC6488]. This ensures backward compatibility: ROV_TAG
objects do not interfere with existing RPKI operations, and ASes that
have not depl oyed ROV_TAG support can continue to operate nornally.
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RP i nmpl enent ati ons that support ROV_TAG SHOULD:

* Validate ROV_TAG objects according to the validation steps
specified in Section 2.6.

* Make validated ROV_TAG information available to ASes (e.g.,
t hrough RPKI -to-Router protocols such as [ RFC6810] or [RFC8210]).

The nunber of ROV_TAG objects is expected to be relatively small
conpared to other RPKI objects such as ROAs. This is because only
ASes that provide transit services are expected to register ROV_TAG
obj ect s.

I mpl enenters that choose to inplenment the secure path sel ection
described in Section 3 SHOULD:

* (Cbtain ROV.TAG information fromthe RPKI Relying Party (RP) (e.g.,
t hrough RPKI -t o-Router protocols such as [ RFC6810] or [RFC8210]).

* Implenment efficient ROV_TAG | ookup mechani snms, such as hash tables
keyed by AS nunber, to quickly determ ne whet her upstream ASes in
the AS _PATH have depl oyed ROV by querying the ROV_TAG i nfornmati on.

* Inplement logic to detect when a hijacked route announcenent is
received froman upstream AS and identify alternative paths where
the i medi ate upstream AS has depl oyed ROV.

* Provide configuration options to enable or disable secure path
sel ection. This allows operators to make infornmed decisions based
on their operational requirenments and risk tol erance.

* Log secure path selection decisions (e.g., when alternative paths
are selected) to facilitate troubl eshooting and security auditing.

* Handl e cases where ROV_TAG infornmation is unavail abl e gracefully
by falling back to normal BGP path sel ection.

6. Security Considerations

The security considerations of [RFC6481], [RFC6485], and [ RFC6488]
al so apply to ROV_TAG obj ect s.

There is no assunption of confidentiality for the data in an ROV_TAG
it is anticipated that ROV_TAG objects will be stored in repositories
that are accessible to all 1SPs, and perhaps to all Internet users.
The integrity of an ROV_TAG MJST be established through cryptographic
signing and validation according to [ RFC6488].
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A fundanmental limtation of ROV.TAGis that the information is self-
asserted: an AS may register an ROV_TAG with rovDepl oyed set to TRUE
but not actually perform ROV validation. ROV_TAG does not provide
cryptographic verification that ROV validation is actually being
performed. A malicious AS could register an ROV.TAG to attract
traffic when other ASes are |ooking for alternative paths. However,
several factors nitigate this risk:

* The secure path selection mechanismis defensive in nature - it is
triggered only when a security problemis detected (hijacked
route), not used for general path selection. This reduces the
opportunity for exploitation.

* Registering an ROV.TAG in RPKI creates a public record. ASes
generally care about their reputation in the routing comunity,
and fal se clains about ROV depl oynment coul d damage t hat
reputation. Wile this does not provide cryptographic
verification, it does provide sone |evel of accountability.

* ASes could maintain local violation records (not in RPKI) to track
when upstream ASes that have registered ROV_TAG propagate invalid
route announcenents. Such nechani sns are non-standardi zed and
i npl ementation-specific, but they denonstrate that ROV_TAG can
enabl e accountability even wi thout cryptographic verification of
actual ROV depl oynent.

These factors reduce the risk of exploitation, though they do not
elimnate it entirely.

7. 1 ANA Consi derations
This docunent will require | ANA to assign values in several
registries. The specific assignments will be determ ned during the
| ETF review process. The followi ng registrations are anti ci pated:

* An O D for the RPKI-ROV-TAG 2026 ASN. 1 nmodule in the "SM Security
for SSMME Module lIdentifier" registry.

* An ODfor the ROV_TAG content type in the "SM Security for S/
M ME CMS Content Type" registry.

* An entry for ROV.TAG in the "RPKI Signed Object" registry.
8. References

8.1. Normative References

Ling, et al. Expi res 14 August 2026 [ Page 10]



I nternet-Draft ROV_TAG February 2026

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC3779] Lynn, C., Kent, S., and K. Seo, "X 509 Extensions for IP
Addresses and AS ldentifiers", RFC 3779,
DA 10.17487/ RFC3779, June 2004,
<https://www. rfc-editor.org/rfc/rfc3779>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFCA271, January 2006,
<https://www. rfc-editor.org/rfc/rfcd271>.

[ RFC5652] Housley, R, "Cryptographic Message Syntax (CMS)", STD 70,
RFC 5652, DO 10. 17487/ RFC5652, Septenber 2009,
<https://www. rfc-editor.org/rfc/rfc5652>.

[ RFC6481] Huston, G, Loomans, R, and G M chael son, "A Profile for
Resource Certificate Repository Structure”, RFC 6481,
DO 10.17487/ RFC6481, February 2012,
<https://www. rfc-editor.org/rfc/rfc6481>.

[ RFC6485] Huston, G, "The Profile for Algorithnms and Key Sizes for
Use in the Resource Public Key Infrastructure (RPKI)",
RFC 6485, DO 10. 17487/ RFC6485, February 2012,
<https://www. rfc-editor.org/rfc/rfc6485>.

[ RFC6488] Lepinski, M, Chi, A, and S. Kent, "Signed Object
Tenmpl ate for the Resource Public Key Infrastructure
(RPKI)", RFC 6488, DO 10.17487/ RFC6488, February 2012,
<https://www. rfc-editor.org/rfc/rfc6488>.

[ RFC6810] Bush, R and R Austein, "The Resource Public Key
Infrastructure (RPKI) to Router Protocol", RFC 6810,
DO 10.17487/ RFC6810, January 2013,
<https://www. rfc-editor.org/rfc/rfc6810>.

[ RFC6811] Mohapatra, P., Scudder, J., Ward, D., Bush, R, and R
Austein, "BGP Prefix Origin Validation", RFC 6811,
DA 10.17487/ RFC6811, January 2013,
<https://ww. rfc-editor.org/rfc/rfc6811>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

Ling, et al. Expi res 14 August 2026 [ Page 11]



I nternet-Draft ROV_TAG February 2026

[ RFC8210] Bush, R and R Austein, "The Resource Public Key
Infrastructure (RPKI) to Router Protocol, Version 1",
RFC 8210, DA 10.17487/ RFC8210, Septemnber 2017,
<https://www. rfc-editor.org/rfc/rfc8210>.

[ X. 680] ITUT, "Information technol ogy - Abstract Syntax Notation
One (ASN.1): Specification of basic notation", nane I TUT
Recommendati on, val ue X 680, 2021,
<https://ww.itu.int/rec/T-REC X 680>.

[ X. 690] I TUT, "Informati on Technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER), Canoni cal
Encodi ng Rul es (CER) and Distingui shed Encodi ng Rul es
(DER)", nane | TU- T Reconmendation, value X 690, 2021,
<https://ww.itu.int/rec/T-REC X 690>.

8.2. Informative References

[ RFC6268] Schaad, J. and S. Turner, "Additional New ASN. 1 Mdul es
for the Cryptographic Message Syntax (CMB) and the Public
Key Infrastructure Using X 509 (PKIX)", RFC 6268,
DO 10.17487/ RFC6268, July 2011,
<https://www. rfc-editor.org/rfc/rfc6268>.

Appendi x A. Exanpl e ROV_TAG eContent Payl oad

Bel ow i s an exanpl e of a DER-encoded ROV_TAG eContent with annotation
following the '# character.

Exanpl e: Transit AS with ROV depl oyed

$ echo 30080201000203000D050201FF | xxd -r -ps | openssl asnlparse \
-informDER -dunmp -i 0:d=0 hl =2 | = 8 cons: SEQUENCE 2:d=1 hl=2 1= 1
prim |INTEGER :00 # version = 0 5:d=1 hl=2 1= 3 prim |NTEGER : 0D05 #
aslD = 3333 10:d=1 hl=2 I= 1 prim BOOLEAN : FF # rovDepl oyed = TRUE
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