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Abst ract

A context indicator provides the context on how to process the
packet for service nodes. This document describes how to use SRv6
SIDs as context indicator for SR-aware services. The correspondi ng
Endpoi nt behavi ors are defi ned.
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1. Introduction

Segrment Routing (SR) [ RFC8402] | everages the source routing

paradi gm A node steers a packet through an SR Policy instantiated
as an ordered list of instructions called "segnments". Segnent
Routing (SR) can be applied to the | Pv6 data pl ane usi ng Segnent
Routi ng Header (SRH) [ RFC8754], which is called SRv6.

The segnments may encode sinple routing instructions for forwarding
packets al ong a specific network path, but also steer themthrough
VNFs or physical service appliances available in the network. [I-
D.ietf-spring-sr-service-programm ng] describes how a service can be
associated with a SID (Segnent ldentifier) and how t hese service
SIDs are integrated within an SR policy.

Services are categorized in two types, SR-aware and SR-unaware
services. An SR-aware service can process the SR information in the
packets it receives. [|I-D.ietf-spring-sr-service-progranm ng]
defines an SRv6 Endpoi nt Behavior, End. AN, for SR-aware function.
But service-specific functions are not defined.
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A context indicator provides the context on how to process the
packet for service nodes. A SID can be associated with such function
of context indicator in the SR-aware services. For exanple, an SR-
aware firewall may use a context indicator SIDto identify the
specific virtual firewall instance when applying VPN-specific rules
for inner packets.

In sone cases, a context indicator SID can be dynanically associ ated
with a bunch of contexts, and indicate the SR-aware service nodes to
identify the particular context with additional information carried
in the packet. Wen such dynami c context indicator SID is contained
in the SR Policy, the headend node will fill additional context
information in the corresponding field of the packet, based on which
traffic fl ow the packet belongs to. The End. AN SID defined in [I-
D.ietf-spring-sr-service-progranm ng] is not adequate for context

i ndicators, especially for the dynam c ones. Because End. AN is too
abstract and general for the headend node to determine its actions.

Thi s docunent describes how to use SRv6 SI Ds as context indicator
for SR-aware services. These SIDs are called SRv6 Context |ndicator
SI Ds. The correspondi ng Endpoi nt behaviors for SRv6 Cont ext
Indicator SIDs are defined in this docunent.

2. Use Case

In traditional security resource pool, Policy-Based Routing (PBR) is
enpl oyed to orchestrate Service Function Chai n(SFC). To
differentiate between tenants and subsequently provide themw th
personal i zed val ue-added service, VLANs are deployed in different 3-
| ayer sub-interfaces, which are bound to distinct vpn instances.
These VLANs and VPN instances serve the purpose of isolating tenants
fromone another. Despite the traffic of some tenants needs to be
processed by virtual firewall, their specific service requirenents
may vary. For instance, as in shown in figure 1, the traffic of
tenant A enters vFWthrough a 3-layer sub-interface with VLAN "a’,
while tenant B s traffic enters through that of VLAN 'b'. Wth the
exi stence of VLANs and VPN instances, vVFWwould be able to figure
out tenants and select their exclusive vsys instances to supply
service. For exanple, the traffic of tenant A with destined for
address X woul d be dropped by vsysl instance on vVFW whil e tenant
B's traffic with destination address Y will be dropped by vsys2

i nstance. This PBR nethod necessitates manual configuration and has
drawbacks such as conplexity in configuration
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Wth the emergence of SRv6, its inherent programmability makes it

sui table for SFC orchestration. However, the current SRv6 SID coul d
accurately steer packets to a specified service node, for instance,
through the utilization of END. AN, but it falls short in comunicating
to the node the specific service (e.g. vsys instance in security
resource pool scenario) that the packets require. Therefore, it is of
significant inportance to extend and specify END. AN.

3. SRv6 Context I|ndicator SIDs

An SRv6 Context Indicator SIDis associated with a | ocal context on
the SR-aware service node. It instructs the node to process the
packet by using the specific context.

Thi s docunent defines new types of Endpoint behaviors for SRv6
Context Indicator SID, End.AN.Cl.S and End. AN. Cl. D (i ncl udi ng

End. AN.CI.D.A, End.AN.CI.D. T, End. AN.ClI.D.V, and End. AN.Cl.D. D),

whi ch are variants of the End. AN behavior [I-D.ietf-spring-sr-
service-progranmmng]. End. AN.ClI.S is statically associated with one
particul ar context. End. AN.Cl.D (including End. AN.Cl.D. A,

End. AN.CI.D. T, End. AN.CI.D.V, and End. AN.CI.D.D) is dynamically
associ ated with a bunch of |ocal contexts, and additional variable
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information carried in the packet is used to identify the particul ar
cont ext .

3.1. End. AN.CI.S: SR-Aware Service Static Context |ndicator

The "Endpoint with SR-Aware Service Static Context |ndicator"
behavior ("End.AN.Cl.S" for short) is a variant of the End. AN
behavi or.

One of the applications of the End. AN.Cl.S behavior is the SR aware
firewall use case where the associated context identifies a specific
virtual firewall instance.

When N receives a packet whose IPv6 DAis S and Sis a |local
End. AN.Cl .S SID associated with a | ocal context C, N does the
fol | owi ng:

S01. When an SRH i s processed {

S02. If (Segrments Left == 0) {

S03. Proceed to process the next header in the packet.

S04. }

S05. If (I1Pv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address

with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > nax_LE) or
(Segnents Left > Last Entry+1)) {

S10. Send an | CWMP Paraneter Problemto the Source Address

with Code O (Erroneous header field encountered)

and Pointer set to the Segments Left field,

i nterrupt packet processing, and discard the packet.
S11. }
S12. Set the packet’'s associated context to C and perform service

S13. Decrement |Pv6 Hop Limt by 1

S14. Decrement Segments Left by 1

S15. Update | Pv6 DA with Segnent List[Segnents Left]

S16. Submit the packet to the egress |Pv6 FIB | ookup for
transmi ssion to the new destination

S17. '}

3.2. End. AN.Cl.D: SR-Aware Servi ce Dynanic Context |ndicator
The "Endpoint with SR-Aware Service Dynam ¢ Context |ndicator”

behavior ("End. AN.Cl. D" for short) is a variant of the End. AN
behavi or.
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When N receives a packet whose IPv6 DAis S and Sis a |ocal
End. AN.CI.D SID, the line S12 fromthe End. AN.Cl. S processing is
repl aced by the foll ow ng:

S12. Set the packet’s associ ated context by using variable
context information carried in the packet and
perform servi ce.

S13. If (the context information cannot be understood) ({

S14. Send an | CVP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the context information field,

i nterrupt packet processing, and discard the packet.

S15. }

There are four sub-types of End. AN.Cl.D SID, carrying variable
context information associated with the End. ANNCI.D SID in different
posi tions:

o End. AN.Cl.D. A Argunments in SID

0 End. AN.CI.D. T: SRH Tag

0 End. AN.CI.D. V: SRH TLV for context

0 End. AN.Cl . D.D: New options in DoH before SRH

3.2.1. End. AN.ClI.D. A SR-Aware Service Dynanm c Context Indicator with
Vari abl e Context Information in Argunents

The behavior al so takes an argunent: "Arg.VCl". This argunent
provi des variable context information for service. In this case, the
line S12 fromthe End. AN.Cl.D processing is as the foll ow ng:

S12. Set the packet’s associ ated context by using variable
context information carried in the Arg. VCl and
perform service

3.2.2. End. AN.CI.D. T: SR-Aware Service Dynanic Context Indicator with
Vari abl e Context Information in SRH Tag

The Tag field in SRH could be used to carry variabl e cont ext

information. In this case, the line S12 fromthe End. AN.Cl.D
processing is as the foll ow ng:
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S12. Set the packet’s associ ated context by using variable
context information carried in the SRH Tag and
perform service

3.2.3. End. AN.ClI.D.V: SR-Aware Service Dynanic Context Indicator with
Vari abl e Context Information in SRH TLV

Optional TLV in SRH coul d be extended for variabl e context
i nformati on, which is used together with End. AN.Cl. D. The Cont ext
Information TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Length | RESERVED |
B T S i T s i i e e SEI S
| Context Information (variable) |
I S i o T s S S S e s s T

In this case, the line S12 fromthe End. AN.Cl.D processing is as the
fol | owi ng:

S12. Set the packet’s associ ated context by using variable
context information carried in the SRH Cont ext
I nformation TLV and perform service

3.2.4. End. AN.Cl.D. D: SR-Aware Service Dynami c Context Indicator with
Variabl e Context Information in DOH

Variabl e context information could also be carried through DOH for
the specified segnent. The definition of such DOH Option is outside
the scope of this docunent.

In this case, the line S12 fromthe End. AN.Cl.D processing is as the

fol | owi ng:

S12. Set the packet’s associ ated context by using variable
context information carried in the DOH and perform
service

4. | nplenentation Status

[Note to the RFC Editor - renove this section before publication, as
well as renmove the reference to [ RFC7942].

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of
this Internet-Draft, and is based on a proposal described in
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[ RFC7942]. The description of inplementations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ementati on here does not inply endorsenent by the |ETF.
Furthernore, no effort has been spent to verify the information
presented here that was supplied by IETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i mpl ementations or their features. Readers are advised to note that
ot her inplenentations may exi st.

According to [ RFC7942], "this will allow reviewers and working
groups to assign due consideration to docunents that have the
benefit of running code, which nay serve as evi dence of val uable
experinentation and feedback that have made the inpl enented
protocols nore mature. It is up to the individual working groups to
use this information as they see fit".

4.1. H3C s Commercial Delivery
The feature has been inplenmented on H3C Comware V7.
* Organi zation: H3C
* | nplenmentation: H3C s Commrercial Delivery inplenmentation based

on Comnare V7.

* Description: The inplenentati on has been done.
* Maturity Level: Product
* Contact: |inchangwang. 04414@3c. com

5. Security Considerations
TBD

6. | ANA Consi derati ons
This |-D requests the IANA to allocate, within the "SRv6 Endpoi nt
Behavi ors" sub-registry belonging to the top-level "Segnent-routing

with | Pv6 datapl ane (SRv6) Paraneters" registry, the follow ng
al | ocati ons:

lin, et al. Expi res March 05, 2025 [ Page 8]



I nternet-Draft SRv6 Context |ndicator SIDs Sept enber 2025

Val ue

0x00A9
Ox00AA
0x00AB
0x00AC
0x00AD
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