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Abstract

Thi s docunent defines the SendHol dTi mer and SendHol dTi ner Expires
events in the PCEP protocol. The inplenmentation of SendHol dTi ner
hel ps address situations where a |local systemdetects that a renpte
system has not term nated the PCEP session despite not processing
PCEP nessages. As per this docunent, when the SendHol dTi mer expires,
the | ocal system should cl ose the PCEP connection rather than solely
relying on the renote systemto term nate the session. This docunent
provi des updates to RFC5440.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a nmaxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 15, 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
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docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Sinplified BSD License.
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1.

I nt roducti on

As described in [I-D.ietf-idr-bgp-sendholdtinmer], any upper-|ayer
protocol that uses TCP for transport can encounter simlar
situations where the renbte systemis unable to read TCP data due to
a failure, leading to an inability to term nate the BGP connecti on.
PCEP al so requires a BGP-1ike send tinmeout mechanism[Il-D.ietf-idr-
bgp- sendhol dtimer] to resolve this issue.

Thi s docunent defines the SendHol dTi mer and SendHol dTi ner Expires
mechani snms in PCEP [ RFC5440]. The failure to termnate a bl ocked
PCEP session may result in a denial-of-service (DoS) attack,

i nhibiting the generation and delivery of essential PCEP nessages
such as PCReq, PCEPReplies, and PCNtf nessages, consequently

di srupting the normal PCE path conputation function. This
specification ains to address this issue by requiring the

term nation of the session at the |local systemwhen it detects that
the renpte systemis unable to process any PCEP nessages during the
SendHol dTi me peri od.

Wth the SendHol dTi mer mechani sm specified in this docunent, a
bl ocked connection between PCC and PCE devices can be closed by the
renote system and it will also be closed locally if blocked.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Pr obl em St at enment

An exanpl e of a network failure scenario: Since PCEP operates over
TCP [ RFC9293], a session is established between a PCC and a PCP. The
PCC sends a PCReq nessage to the PCE to request path conputation

and the PCC responds to the PCReq nmessage with a PCRep nessage, used
for traffic path selection.

In an established state between the PCC and PCE, there may be a
situation where one party declares a zero-size TCP recei ve w ndow
(RCV.VWAD) to the other. This zero-size TCP receive w ndow prevents
the | ocal system from sendi ng crucial PCEP nmessages such as
KEEPALI VE, PCReq, PCRep, PCErr, and PCNtf nessages to the renote
peer through the network socket.
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In inplenentations |acking the SendHol dTi mer concept, a failed or
overl oaded renote peer may result in a continuous accunul ati on of
data on the local systemi s PCEP socket, affecting path selection,
and potentially leading to forwarding failures and traffic | oss.

In typical scenarios, PCEP inplenentations cannot observe the
current receive wi ndow size of the underlying subsystem (such as
TCP) or the peer, and there is no PCEP nmechanismto term nate such a
bl ocked session. Consequently, PCEP inplenentations are unable to
consistently handle this situation

Thi s docunment provides a mechani smthat enables PCEP inpl enentations
to detect whether the TCP socket between the PCC and PCE is active
(data is being transnmtted) or stalled. In the event of a stall, the
PCEP session can be restarted to restore nornmal operation of the
PCEP pr ot ocol

3. SendHol dTi mer - Changes to RFC 5440
3.1. Architectura

Chapter 4 introduces the framework of the PCEP protocol, including
the SendHol dTi mer and SendHol dTi ner Expires nechani sns. After the
PCEP session state transitions to UP, the SendHol dTiner timer is
initiated for this PCEP session, with [ SendHol dTi ne] representing
the tiner’s timeout value. This determ nes the duration for which
the PCEP state is maintained when unable to transmt nmessages to its
peer, and if this tine is exceeded, the TCP connection wll be

term nated. PCC and PCE can configure the val ue of SendHol dTi ne

i ndependently for each peer

Fol | owi ng the successful transm ssion of various nessages, including
KeepAl i ve, PCReq, and PCRep, the SendHol dTi mer needs to be reset. In
the event of a detected timeout of the SendHol dTiner, there is an
option to imediately send a C ose nessage with the reason
"SendHol dTi ner _Expires,"” which is an addition in this docunent.

The specific nodification is as foll ows:

In the original docunent, it is required to ensure that any

out st andi ng PCReq nessages are sent before actively closing the
sessi on. However, when TCP is bl ocked and nessages cannot be
successfully transmtted, for the SendHol dTi mer _Expires event, it is
perm ssible to i Mmediately send a Cl ose nmessage with the reason

" SendHol dTi ner _Expires."
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The description in 4.2. Architectural Protocol Overview
ad Text:

Each PCEP nessage is regarded as a single transm ssion unit and
parts of nessages MJST NOT be interleaved. So, for exanple, a PCC
sending a PCReq and wi shing to cl ose the session, nust conplete
sendi ng the request message before starting to send a C ose nmessage.

Next Text:

Each PCEP nessage is regarded as a single transm ssion unit and
parts of nessages MJST NOT be interleaved. So, for exanple, a PCC
sendi ng a PCReq and wi shing to cl ose the session, nust conplete
sendi ng the request message before starting to send a Cl ose nessage.

In special cases, if a timeout of the SendHol dTinmer is detected, it

is permissible to imediately send a C ose nessage with the reason
" SendHol dTi mer _Expires."

3.2. CLOSE bj ect

In the Reason Val ue defined in the CLOSE Object in section 7.17, a
new val ue "SendHol dTi mer expired" is added.

Reasons
Val ue Meani ng
1 No expl anati on provided
2 DeadTi nmer expired
3 Reception of a nalformed PCEP nessage
4 Recepti on of an unacceptabl e nunber of unknown
requests/replies
5 Recepti on of an unacceptabl e nunber of unrecognized

PCEP nessages

TBD SendHol dTi ner expired (This Docunent)
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3.3. PCEP Finite State Machine (FSM

Appendi x A. PCEP Finite State Machine (FSM, the handling in the UP
state requires addi ng processing for SendHol dTi ner.

ad Text:

If the TCP connection fails, the systemrel eases the PCEP resources
for that PCEP peer, closes the TCP connection, and moves to the Idle
St ate.

Next Text:

If the TCP connection fails, or SendHol dTi mer Expires, the system

rel eases the PCEP resources for that PCEP peer, closes the TCP
connection, and noves to the Idle State.

In "UP State", the handling of sending PECP nessage succeed is
revised as follows:

ad Text:
UP St at e:

In the UP state, the PCEP peer starts exchangi ng PCEP nessages
according to the session characteristics.

If the Keepalive timer expires, the systemrestarts the Keepalive
timer and sends a Keepalive nmessage.

UP St at e:

In the UP state, the PCEP peer starts exchangi ng PCEP nessages
according to the session characteristics.

If the Keepalive timer expires, the systemrestarts the Keepalive
timer and sends a Keepal i ve nessage.

Restart the SendHol dTi mer every tinme a PCEP nessage, including
KeepAl i ve, PCReq, and PCRep, is successfully sent.
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4. Security Considerations

Thi s specification addresses the issue of potential attacks on PCEP
routers, where PCEP peers pretend to be unable to process PCEP
nmessages, thereby disrupting the nornmal operation of the PCEP
protocol. In all other respects, this specification does not alter
the security features of PCEP.

5. | ANA Consi derati ons

In the Reason Value defined in the CLOSE Object, a new val ue
"SendHol dTi mer expired" is added.
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