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Abst ract

Thi s docunent defines a new set of IP Flow Information Export (IPFIX)
Information El enents (1 Es) for exporting Base Transport Header (BTH)
informati on for RDVMA over Converged Ethernet version 2 (RoCEv2)
traffic. These extensions enable network nonitoring systens to

coll ect and anal yze the characteristics of RDVA traffic w dely used

i n hi gh-performance conputing, storage, and artificial intelligence
appl i cations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 31 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Renote Direct Menory Access (RDMA) [ RFC5040] is a network technol ogy
that allows a conputer to read fromor wite to the nenory of another
conputer directly, w thout involving the operating system This

zer o-copy and kernel -bypass feature greatly reduces CPU overhead and
communi cation | atency. InfiniBand [|IBTA- SPEC] and RDVA over
Converged Ethernet (RoCE) are two mmi nstream RDVA inpl enent ati ons
that bypass the operating system kernel and achi eve zero-copy data
transfer.

RoCE t echnol ogy has beconme a key conponent of high-performance data
center networks, especially in |owlatency, high-throughput scenarios
such as artificial intelligence training, distributed storage, and
financial transactions. RDVA over Converged Ethernet version 2
(RoCEVv2) runs on top of UDP (port 4791) and inherits the transport

| ayer protocol of the InfiniBand Architecture (I1BA).

Lin & Zhang Expi res 31 August 2026 [ Page 2]



I nternet-Draft Export of RoCEv2 BTH Usi ng | PFI X February 2026

The existing | PFI X [ RFC7011] standard | acks the ability to nonitor
specific fields of RoCEv2, which Iimts the ability of network
operators to performin-depth analysis, troubleshooting, and
performance optim zation of RDVA traffic. To close this gap, this
docunent defines a new set of Information Elenents (IEs) to carry
RoCEv2 BTH key fi el ds.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
The following terns are used as defined in [ RFC7011]:
* 1 PFI X
* | PFI X Informati on El enents
The following terns are used in this docunent:

*  QP: Queue Pair, a conmmunication endpoint in RDMA architecture.

* BTH. Base Transport Header, the RDVMA transport header containing
QP informati on.

* P _Key: Partition Key.
*  PSN. Packet Sequence Nunber.
3. New IPFIX Information El ements for RoCEv2 BTH

This section defines new | PFI X | Es for exporting RoCEv2 BTH key
fields.

r dmaOpCode
The RoCEv2 BTH OpCode field, which indicates the type of the
I nfini Band Architecture data packet.

rdnmaPartiti onKey
The RoCEv2 BTH Partition Key field, which identifies the |ogical
partition to which the data packet bel ongs.

rdnmaDest i nati onQP

The RoCEv2 BTH Destinati on Queue Pair (QP) field, indicating the
wor k QP nunber at the destination.
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r dmaSour ceQP
The RoCEv2 BTH Source Queue Pair (QP) field (if present),
i ndi cating the work QP nunber at the Source.

r dmaPacket SequenceNunber
The RoCEv2 BTH Packet Sequence Nunber (PSN) field, which is used
to detect whether data packets are | ost or duplicated, ensuring
the reliability and orderliness of transm ssion

r dmaBTHFI ags1
The SE, M Pad, and TVer fields of The RoCEv2 BTH. The size of
this Information Elenent is 1 octet.

r dmaBTHFI ags?2
The F/IR, and B/R fields of The RoOCEv2 BTH. The size of this
Information Elenent is 1 octet.

r dmaBTHFI ags3
The A field of The RoCEv2 BTH. The size of this Infornmation
El ement is 1 octet.

4. Operational Considerations

The exporter needs to parse RoCEv2 BTH informati on, which nmay affect
the exporter’s performance. |Inplementers SHOULD consi der measures to
mtigate this inpact, such as sanpling rate limting or hardware
accel erati on.

5. Security Considerations

The Security Considerations for |PFIX [RFC7011] apply to this
docunent as wel|.

When exporting RDMA BTH i nformati on across security donmmins, to
prevent information security risks caused by the | eakage of sensitive
networ k topol ogy details such as QP nunbers, it is recommended to

i npl ement conprehensi ve protection neasures, such as using the
encrypted transm ssion options of the I PFI X framework (such as DILS

[ RFC9147]) to ensure the confidentiality and integrity of data during
transm ssi on.

To defend agai nst Denial -of -Service (DOS) attacks that may be caused
by maliciously crafted RoCEv2 packets and to prevent the exporter
from bei ng overl oaded by processing a | arge anount of invalid
traffic, it is reconmended to adopt certain protection strategies,
such as configuring reasonable rate linmting policies to prevent the
nmoni toring system from bei ng overwhel ned by nmassi ve data packets and
to ensure its stable operation
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6.

6.

6.

1.

1.

I ANA Consi derations

New | PFI X | Es for RoCEv2 BTH
Thi s docunent specifies new |PFI X | Es to enabl e export of RoCEv2 BTH
key fields along with other flow information. This document requests
I ANA to add these IPFIX IEs to the "I PFI X I nformation El enents”
registry avail able at [IANA-1PFIX].

Table 1 lists the new | PFI X | Es for RoCEv2 BTH:

| Element 1D | Name | Reference |
[ ooy e s el ooy o}
| TBD1 | rdmaOpCode | This document |
R o e m e e e e e oo S +
| TBD2 | rdrmaPartiti onKey | This docunent |
Fom e e o - o e e e e e e e e oo s o +
| TBD3 | rdnaDestinati onQP | This document |
Fomm e oo - o e e e e e e oo o o m e e e oo - +
| TBD4 | rdmaSour ceQP | This document |
R o e m e e e e e oo S +
| TBDb5 | rdmaPacket SequenceNunber | This docunent |
Fom e e o - o e e e e e e e e oo s o +
| TBD6 | rdmaBTHFl agsl | This document |
Fomm e oo - o e e e e e e oo o o m e e e oo - +
| TBD7 | rdmaBTHFl ags?2 | This document |
R o e m e e e e e oo S +
| TBD8 | rdmaBTHFl ags3 | This docunent |
Fom e e o - o e e e e e e e e oo s o +

Table 1: New IEs in the "IPFIX Information El ements" Registry
1. rdmaOpCode
Nane: rdmaOpCode
El ement I1D:  TBD1

Description: The RoCEv2 BTH OpCode field, which indicates the type
of the InfiniBand Architecture data packet.

Abstract Data Type: unsignhed8
Data Type Semantics: identifier

Status: current
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Ref erence: [this docunent]
6.1.2. rdmaPartitionKey

Nane: rdnmaPartiti onKey

El ement I1D:  TBD2

Description: The RoCEv2 BTH Partition Key field, which identifies
the logical partition to which the data packet bel ongs.

Abstract Data Type: unsignhedl6

Data Type Semantics: identifier

Status: current

Ref erence: [this docunent]

6.1.3. rdmaDestinati onQP

Nane: rdnmaDesti nati onQP

El enent ID: TBD3

Description: The RoCEv2 BTH Destination Queue Pair (QP) field,
i ndicating the work QP nunber at the destination. The actua
effective bits are 24 bits, stored in the |lower 24 bits of the
32-bit field, and the higher 8 bits should be 0.

Abstract Data Type: unsignhed32

Data Type Semantics: identifier

Status: current

Ref erence: [this docunent]

6.1.4. rdmaSourceQP

Name: rdmaSourceQP

Elerent ID: TBD4

Description: The RoCEv2 BTH Source Queue Pair (QP) field (if
present), indicating the work QP nunber at the Source. The actua

effective bits are 24 bits, stored in the |lower 24 bits of the
32-bit field, and the higher 8 bits should be O.
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Abstract Data Type: unsignhed32
Data Type Semantics: identifier
Status: current
Ref erence: [this docunent]
6.1.5. rdmaPacket SequenceNunber
Nane: rdmaPacket SequenceNunber
El erent I1D:  TBD5
Description: The RoCEv2 BTH Packet Sequence Nunber (PSN) field,
which is used to detect whether data packets are |lost or
duplicated, ensuring the reliability and orderliness of
transm ssion. The actual effective bits are 24 bits, stored in
the lower 24 bits of the 32-bit field, and the higher 8 bits
shoul d be 0.
Abstract Data Type: unsigned32
Data Type Semantics: default
Status: current
Ref erence: [this docunent]
6.1.6. rdmaBTHFI agsl
Nanme: rdmaBTHFl agsl
El enent ID: TBD6
Description: The SE, M Pad, and TVer fields of The RoCEv2 BTH
The size of this Information Elenment is 1 octet.
01234567
R ik i I N N S
| SE| M Pad| TVer
R i Ik BT I S R S
Bits Solicited Event (SE) field.
Bits M grati on Request (M field.

0
1:
Bits 2-3: Pad Count (Pad) field.
i 7: Transport Header Version (TVer) field.
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Abstract Data Type: unsigned8

Data Type Semantics: default

Status: current

Ref erence: [this docunent]

6.1.7. rdmaBTHFI ags2

Nane: rdmaBTHFl ags2

El erent 1D:  TBD7

Description: The F/R, and B/R fields of The RoCEv2 BTH

The size of this Information Elenment is 1 octet.
0 1 2 3 4 5 6 7
e T S S T
| F/ R B/ R| Resv |
T e R e
Bits 0: Forward Explicit Congestion Notification (FECN)/Resl
(F/IR) field.
Bits 1: Backward Explicit Congestion Notification (BECN)/Resl
(B/IR) field.

Bits 2-7: Reserved field.

Abstract Data Type: unsigned8

Data Type Semantics: flags

Status: current

Ref erence: [this docunent]

6.1.8. rdmaBTHFI ags3

Nanme: rdmaBTHFl ags3

El ement I1D:  TBD8

Description: The A field of The RoCEv2 BTH

The size of this Information Elenent is 1 octet.
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01234567
+- - - - - - - -+
| Al Resv |
ST I R R i s SN

Bits 0: Acknow edge Request (A) field.
Bits 1-7: Reserved field.

Abstract Data Type: unsigned8
Data Type Semantics: flags
Status: current
Ref erence: [this docunent]
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