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Abst ract

Thi s docunent defines the SendHol dTi mer and SendHol dTi nmer _Expires
event in the LDP protocol. The inplenentation of SendHol dTi mer hel ps
address situations where the local systemdetects that the renote
system has not processed LDP nessages but has not terminated the LDP
session. The docunent specifies that when the SendHol dTi ner expires,
the | ocal system should close the LDP session connection, rather
than solely relying on the renpte systemfor session termnation
Thi s docunent updates RFC5036.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 15, 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
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Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.
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1.

I nt roducti on

As described in [I-D.ietf-idr-bgp-sendholdtinmer], any upper-|ayer
protocol that uses TCP for transport can encounter simlar
situations where the renbte systemis unable to read TCP data due to
a failure, leading to the inability to term nate the BGP connecti on.

LDP al so requires a BGP-1ike send tineout nmechanism[Il-D.ietf-idr-
bgp- sendhol dtimer] to resolve this issue.

Thi s docunent defines the SendHol dTi mer and SendHol dTi ner Expires
mechani snms in the LDP (RFC5036) to detect and handl e situations
where the peer is unable to receive LDP nessages.

Failure to termnate a bl ocked LDP session may result in denial-of-
service (DoS) attacks, leading to an inability to generate and

di ssem nate LDP nessages and causing the use of outdated LDP LSPs
during forwarding. This specification ains to address this by
requiring the termnation of a session when the |ocal systemdetects
that the renpte systemis unable to process any LDP nmessages during
the SendHol dTi ne.

Wth this specification, blocked connections can be term nated by
the renote systemas well as by the local system between LDP
devi ces.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Pr obl em St at enent

An exampl e of a network fault condition: Since LDP sessions operate
over TCP (RFC9293), they are established between Label Switch
Routers (LSRs), and FEC-| abel mappings are exchanged between LSRs
via LDP nessages.

In an established session between LSRs, one LSR nmay declare a zero-
size TCP receive window (RCV.WND) to the other. This condition
prevents the | ocal systemfrom sendi ng essential LDP nmessages such
as KEEPALI VE, Label Request, and Label Mapping to the renote peer

t hrough the network socket.
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In the absence of an inplenentation of the SendHol dTi mer concept,
failures or overloaded renote peers may cause data to accunul ate
continuously on the | ocal systemis LDP socket, resulting in the use
of outdated FEC-1abel nappings for forwardi ng and potentially

| eading to forwarding failures and traffic | oss.

In typical scenarios, LDP inplenmentations cannot observe the current
recei ve wi ndow si ze of the underlying subsystem(e.g., TCP), and
there is no LDP nechanismto term nate such bl ocked sessi ons.
Therefore, LDP inplenmentations cannot uniformy handle this

si tuation.

Thi s docunent provides a nechani smthat enabl es an LDP

i mpl ementation to detect whether the TCP socket between LSRs is
actively transmtting data or is stalled. In the event of a stalled
state, the LDP session can be restarted to restore nornal operation
of the LDP protocol.

3. SendHol dTi mer - Changes to RFC 5036
3.1. State Machine

In RFC5036, Section 2 describes the LDP state machine. To nodify it
and add handling for SendHol dTi mer and SendHol dTi ner _Expi res.

In Section 2.5.4, the Initialization State Machine is descri bed.
When recei ving a Shutdown nessage or nodifying the LDP state

machi ne, the handling for the SendHol dTi mer Expires event needs to
be added in the OPERATI ONAL st ate.

This nodification ensures that the LDP state nachi ne incl udes
specific handling for the SendHol dTi mer Expires event in the
OPERATI ONAL state, thereby addressing the timng-rel ated aspects of
LDP protocol operation and sessi on nanagenent.

OPERATI ONAL Recei ve Shut down nsg NON EXI STENT
Action: Transmt Shutdown nmsg and
cl ose transport connection

Recei ve other LDP nsgs OPERATI ONAL
Ti meout NON EXI STENT
Action: Transmt Shutdown nmsg and
cl ose transport connection
SendHol dTi ner Expires NON EXI STENT
Action: Transmt Shutdown nmsg and
cl ose transport connection
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Sessi on
connection

est abl i shed Rx any LDP nmsg except

I I
I I
I I
I I
I I
| Init nsg or Ti meout |
| S + |
Rx Any ot her | |
nmsg or | | I NI TI ALI ZED)| |
Ti meout / | +-- - | -+ |
Tx NAK nsg | | A + | |
| | (Passive Role) | (Active Role) |
| | Rx Acceptable | Tx Init nsg |
| | Init nsg / | |
| | Tx Init nsg | |
| | Tx KeepAlive | |
I \Y msg \Y I
| S + E S + |
I I I
+- - - | OPENREC | OPENSENT| - ---------------- >|
+-- - | | | Rx Any other msg |
| oo + oo + or Ti meout |
Rx KeepAlive | n | Tx NAK nsg |
nsg I I I I
| | | Rx Acceptable |
| | | Init msg / |
| R LT + Tx KeepAlive nsg |
S . |
+----- >| |
| OPERATI ONAL| |
| I >+

oo + Rx Shut down nsg

Al other | n or Ti meout
LDP msgs | | or SendHol dTi meout Expires /
| | Tx Shut down nsg
+---+

In Section 2.5.6, which covers the naintenance process of LDP
sessions, it is necessary to add the handling of the SendHol dTi ner.

add Text:

2.5.6. Mintaining LDP Sessions
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After an LDP session has been established, an LSR nust arrange that
its peer receive an LDP PDU fromit at |east every KeepAlive tine
period to ensure the peer restarts the session KeepAlive Tiner. The
LSR may send any protocol nessage to neet this requirenment. In

ci rcunmstances where an LSR has no other information to communicate
to its peer, it sends a KeepAlive nessage.

Next Text:

After an LDP session has been established, an LSR nust arrange that
its peer receive an LDP PDU fromit at |east every KeepAlive time
period to ensure the peer restarts the session KeepAlive Tiner. The
LSR may send any protocol nessage to neet this requirenment. In
circumstances where an LSR has no other information to comunicate
to its peer, it sends a KeepAlive nessage.

After successfully sending an LDP nessage, the SendHol dTi mer shoul d
be reset. This addition ensures the appropriate resetting of the
SendHol dTi mer during the mai ntenance of LDP sessions in accordance
with the protocol’s requirenent for tinmely and responsive session
managenent .

3.2. Status Code
A new Status Code "Hold Tiner Expired" should be added for the event
of SendHol dTi mer _Expires. This code is used to notify the renote end
of the reason for actively closing the session.

St at us Code E Status Data Section Title

Hol d Ti ner Expired 1 TBD "Events Signaled by ..."
This new Status Code "Hold Timer Expired" should be included in
Notification Messages. In section 3.5.1.2 "Events Signal ed by
Notification Messages," add a description for Send Hold Timer
Expi rati on:
Send Hol d Timer Expiration

This is a fatal error signaled by the SendHol d Ti mer Expired Status
Code.
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4. Security Considerations
Thi s specification addresses the vulnerability of LSRs to potenti al
attacks, where LDP peers pretend to be unable to process LDP
nmessages, leading to the disruption of the LDP protocol.

In other aspects, this specification does not alter the security
characteristics of LDP.

5. | ANA Consi der ati ons

A new Status Code "Hold Tiner Expired" should be added for the event
of SendHol dTi ner _Expi res.

St at us Code E Status Data Section Title
Hol d Ti ner Expired 1 TBD "Events Signaled by ..."
6. Acknow edgenents

The authors wish to thank Job Snijders, Ben Cartwi ght-Cox, and
Yi ngzhen Qu for their work on the BGP Send Hold Ti ner concept.

7. References
7.1. Nornmmtive References

[1-D.ietf-idr-bgp-sendholdtiner] Snijders, J., Cartwight-Cox, B.,
and Y. Qu, "Border Gateway Protocol 4 (BGP-4) Send Hold
Timer", Work in Progress, Internet-Draft, draft-ietf-idr-
bgp- sendhol dti rer,
<https://datatracker.ietf.org/doc/htm /draft-ietf-idr-bgp-
sendhol dti mer >

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, DA
10. 17487/ RFC2119, WMarch 1997, <https://ww.rfc-
editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC5036] Acreo AB, "LDP Specification”, RFC 5036, October 2007,

<https://ww.rfc-editor.org/info/rfc5036>.

Lin, et al. Expires March 15, 2026 [ Page 7]



I nternet-Draft MPLS LDP Send Hol d Ti ner Sept enber 2025

Lin, et al. Expires March 15, 2026 [ Page 8]



I nternet-Draft MPLS LDP Send Hol d Ti ner Sept enber 2025

Aut hors’ Addresses

Changwang Lin
New H3C Technol ogi es

Bei jing

Chi na

Emai | : |inchangwang. 04414@3c. com

Zhi bo Huang

Chi na Railway Construction Corporation Linited
Emai | : huangzhi bo. gj @rcc. cn

Lin, et al. Expires March 15, 2026 [ Page 9]






