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Abstract



   The IPv6 backbone networks only deploying IGP may be required to

   interconnect IPv4 islands. SRv6 Service SIDs like End.DT4 may be

   used to realize such requirements. This document extends IS-IS and

   OSPFv3 to advertise SRv6 Service SIDs.
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1. Introduction



   Segment Routing (SR) [RFC8402] is a source routing paradigm that

   explicitly indicates the forwarding path for packets at the ingress

   node. SRv6 refers to Segment Routing instantiated on the IPv6

   dataplane. [RFC9252] describes how BGP messages may carry SRv6

   Service SIDs to interconnect PEs and form VPNs.



   The IPv6 backbone networks only deploying IGP may be required to

   interconnect IPv4 islands. SRv6 Service SIDs like End.DT4 may be

   used to realize such requirements. This document extends IS-IS and

   OSPFv3 to advertise SRv6 Service SIDs.



2. Problem Statement



   There are situations such as those described in [RFC5565] where it

   is required to establish connectivity between ’islands’ of IPv4

   networks across a transit backbone of IPv6 network.



              IPv6 Backbone

             +-------------+

   +------+  |             |  +------+

   | IPv4 |--+-A----B----C-+--| IPv4 |

   +------+  |             |  +------+

             +-------------+



   Figure 1: IPv4 Islands across IPv6 Backbone



   [RFC8950] specifies the BGP extensions to allow the advertising of

   IPv4 NLRI with a next-hop address that belongs to the IPv6 protocol.

   [RFC9252] defines procedures and messages for BGP based L3 Service
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   over SRv6, which uses SRv6 Service SIDs to interconnect PEs and form

   VPNs.



   Take the network in Figure 1 as an example. Router A and C are BGP

   speakers. They exchange the prefixes of IPv4 islands by using BGP

   IPv4 NLRIs whose next hop is the peer’s IPv6 address. In addition,

   SRv6 Service SID with End.DT4 (Decapsulation and Specific IPv4 Table

   Lookup) behavior is carried in the BGP Prefix-SID attribute. When

   the traffics from IPv4 islands need to traverse the IPv6 backbone,

   router A and C encapsulate the payload in in an outer IPv6 header

   where the destination address is the SRv6 Service SID.



   For the IPv6 backbone networks not deploying BGP, for example, the

   campus network using IS-IS or OSPFv3, it is expected to extend IS-IS

   or OSPFv3 to support such services.



3. IGP Solution based on SRv6



   In an IPv6 backbone network which only deploys IGP, SRv6 Service SID

   like End.DT4 may be used to interconnect IPv4 islands.



   The edge router advertises IPv4 prefixes along with an SRv6 Service

   SID in IGP. When an ingress edge router forwards IPv4 packets across

   the IPv6 backbone, it encapsulates the payload in an outer IPv6

   header where the destination address is the SRv6 Service SID

   provided by the egress router. The edge routers must be SR-enabled,

   while the underlay between the edge routers only needs to support

   plain IPv6 forwarding. When an egress edge router receives the

   packets whose IPv6 destination address is an SRv6 Service SID

   instantiated by itself, it will decapsulate the outer IPv6 header

   and perform IPv4 table lookup to forward the inner IPv4 packet.



   Besides, the SRv6 Service SID may also be advertised with IPv6

   prefixes, which can be used to support SRv6-TE Services in IGP.



4. IS-IS Extensions



   The IS-IS SRv6 Service SID Sub-TLV is defined in this document to

   advertise SRv6 Service SIDs in IS-IS.



   The IS-IS SRv6 Service SID Sub-TLV has the following format:
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    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |     Type      |     Length    |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                  SRv6 SID Value (16 octets)                  //

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |     SRv6 Endpoint Behavior    |           Reserved            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |Sub-sub-tlv-len|          Sub-sub-TLVs (variable)             //

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   o Type: TBD.



   o Length: 1 octet. The length value is variable.



   o SRv6 SID Value: 16 octets. Encodes an SRv6 SID as defined in

      [RFC8986].



   o SRv6 Endpoint Behavior: 2 octets. Encodes SRv6 Endpoint behavior

      codepoint value that is associated with SRv6 SID, as defined in

      [RFC8986].



   o Reserved: 2 octets. MUST be set to 0 by the sender and ignored by

      the receiver.



   o Sub-sub-tlv-len: 1 octet. Number of octets used by sub-sub-TLVs.



   o Sub-sub-TLVs: Optional Sub-sub-TLVs.



   IS-IS SRv6 Service SID Sub-TLV is applicable to TLVs 135, 235, 236,

   and 237. When the IS-IS SRv6 Service SID Sub-TLV appears, it means

   that the prefixes advertised in those TLV can be accessed via the

   associated SRv6 Service SID.



   The originator of IS-IS SRv6 Service SID Sub-TLV must also advertise

   the corresponding SRv6 Locator (covering prefix of the SRv6 Service

   SID) using the SRv6 Locator TLV [I-D.ietf-lsr-isis-srv6-extensions],

   so that forwarding entries for the SRv6 Locator can be installed in

   the forwarding plane of receiving routers. The Prefix Reachability

   TLV (TLV-236 or TLV-237) carrying the SRv6 Locator should also be

   advertised for SRv6 incapable routers.



   The receiver of IS-IS SRv6 Service SID Sub-TLV should check the

   reachability of that SID or its Locator. If it is reachable, the

   receiver may create forwarding entries of the associated prefix,

   with relevant instruction that the packet will be encapsulated in an
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   outer IPv6 header with the destination address of SRv6 Service SID

   and forwarded according to the SID or Locator.



   In cases where the prefix associated with SRv6 Service SID is

   reachable both by the SRv6 Service SID and the SPF computation, the

   SPF computation must be preferred when installing entries in the

   forwarding plane. This is to prevent inconsistent forwarding entries

   between SRv6 Service SID capable and incapable routers. So, it is

   recommended that the prefix associated with SRv6 Service SID is

   advertised with a metric larger than MAX_PATH_METRIC (0xFE000000).



5. OSPFv3 Extensions



   The OSPFv3 SRv6 Service SID Sub-TLV is defined in this document to

   advertise SRv6 Service SIDs in OSPFv3.



   The OSPFv3 SRv6 Service SID Sub-TLV has the following format:



    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |             Type              |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                  SRv6 SID Value (16 octets)                  //

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |     SRv6 Endpoint Behavior    |           Reserved            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                   Sub-sub-TLVs (variable)                    //

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



   o Type: TBD.



   o Length: 2 octets. The length value is variable.



   o SRv6 SID Value: 16 octets. Encodes an SRv6 SID as defined in

      [RFC8986].



   o SRv6 Endpoint Behavior: 2 octets. Encodes SRv6 Endpoint behavior

      codepoint value that is associated with SRv6 SID, as defined in

      [RFC8986].



   o Reserved: 2 octets. MUST be set to 0 by the sender and ignored by

      the receiver.



   o Sub-sub-TLVs: Optional Sub-sub-TLVs.
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   OSPFv3 SRv6 Service SID Sub-TLV is applicable to External-Prefix

   TLV. The processing of OSPFv3 SRv6 Service SID Sub-TLV is similar

   with section 4.



6. Extensions for TE



   To provide SRv6 Traffic Engineering (TE) Services based on BGP, the

   egress router colors the overlay service route with a Color Extended

   Community for steering of flows for those routes into SRv6 Policies.



   IGP may also advertise the color information along with prefixes to

   support SRv6-TE Services. Such extensions will be described in the

   future version of this document.



7. Example



   An example network is shown as Figure 2. In the IPv6 backbone,

   router A, B and C run IS-IS. Router C advertises the prefix p1 in

   IPv4 island 2 using TLV-135 along with IS-IS SRv6 Service SID Sub-

   TLV carrying the End.DT4 SID s1. Router A creates a forwarding entry

   for prefix p1 with SID s1. When a packet from IPv4 island 1 to p1 in

   IPv4 island 2 needs to traverse the IPv6 backbone, router A

   encapsulates an outer IPv6 head whose DA is s1. Then the packet is

   forwarded to C. According to the function of s1, C decapsulates the

   outer IPv6 header and performs IPv4 table lookup to forward the

   inner IPv4 packet to IPv4 island 2.
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                  <-------------------IS-IS LSP

                                       IPv4 Prefix: p1

                                        SRv6 End.DT4 SID: s1



                  |<- IPv6 Backbone ->|

   IPv4 Island 1--A---------B---------C--IPv4 Island 2



                  +-------+   +-------+

                  | IPv6  |   | IPv6  |

                  | DA=s1 |   | DA=s1 |

      +-------+   +-------+   +-------+   +-------+

      | IPv4  |   | IPv4  |   | IPv4  |   | IPv4  |

      | DA=p1 |   | DA=p1 |   | DA=p1 |   | DA=p1 |

      +-------+ > +-------+ > +-------+ > +-------+

      |Payload|   |Payload|   |Payload|   |Payload|

      +-------+   +-------+   +-------+   +-------+



   Figure 2: Example Network



8. Security Considerations



   TBD



9. IANA Considerations



   TBD
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