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Abst ract

Segnment Routing is a source routing paradigmthat explicitly

i ndi cates the forwarding path for packets at the ingress node. An SR
Policy is a set of candidate paths, each consisting of one or nore
segnent |ists.

Thi s docunent defines an extension to the BGP SR Policy that sets
the adnministrative state of the candidate path or segnent |ist,
facilitating the operation and mai ntenance of the SR Policy.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm

This Internet-Draft will expire on August 30, 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.
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1. Introduction

Segment routing (SR) [RFC8402] is a source routing paradigmthat
explicitly indicates the forwarding path for packets at the ingress
node. The ingress node steers packets into a specific path according
to the Segnment Routing Policy (SR Policy) as defined in [ RFC9256].
In order to distribute SR policies to the headend, [RFC9830]
speci fi es a nechani sm by using BGP

For managenent purposes, the controller may occasionally need to
tenmporarily divert traffic froma specific forwarding path and then
restore it later. In such cases, the controller can issue an

Admi ni strative Down command to a specific path in the SR Policy on
the device wi thout renoving the path. Wien it is time to restore the
path, the controller can sinply issue an Adm nistrative Up comrmand
to that sane path.
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I n another scenario, such as in 6PE or EPE situations where it is
necessary to conserve service route SIDs, the SR Policy Flag can be
extended to indicate settings. For exanple, configuring the

Candi date Path as "lgnore service routes Prefix SID' can help
optinize the segnment I|ist.

In sone scenarios, the Candi date Path cannot be used as a backup
pat h. The operator needs to control the Candidate Path status to
identify whether this CP can serve as a backup path.

In [ RFC9256], section 8.2 defines the Drop-Upon-Ilnvalid behavior. An
SR Policy MAY be enabled for the Drop-Upon-Invalid behavior
Currently, there is no behavior control for Drop-Upon-Invalid on the
path of an SR policy.

Thi s docunent defines an extension to the BGP SR Policy that sets
the managenent state of the candidate path or the segnent |ist,
facilitating the operation and mai ntenance of the SR Poli cy.

1.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Admn State in SR Policy

As defined in [ RFC9830], the SR policy encoding structure is as
fol | ows:
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SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnment

SR policy with Adm nistrative Flags are expressed as bel ow

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attri butes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Nane
Pol i cy Candi date Path Nane
Policy Candidate Path Adm nistrative Fl ags
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wei ght
Segnent List Adnministrative Flags
Segnent
Segnent

The Candi date Path Admi nistrative Flags can al so be advertised using
the Candi date Path Adm nistrative Flags sub-TLV, as defined in
Section 2. 1.

The segment |ist Adm nistrative Flags can be advertised using the
Segnent List Administrative Flags sub-TLV, as defined in Section
2. 2.
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2.1. Candidate Path Adm nistrative Flags Sub-TLV

The Candi date Path Administrative Flags sub-TLV is used to indicate
the Adm nState of the Candi date Path.

The Candi date Path Administrative Flags sub-TLV is optional and it
MUST NOT appear nore than once inside the Segnent List sub-TLW.

The Candi date Path Admi nistrative Flags sub-TLV has the follow ng

format:

0 1 2 3
012345678901234567890123456789012
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Fl ags |
el i I e i it T e e e e i i T o S e e S e T R R
wher e:

o Type: TBD1.

o Length: 2.

o Flags: 2 octet of flags.

0 1 2 3 45 6 7 8 9 0 1 2 3 4 5 6

T o T T Tl (T e S SR S

|S|B|I |D|E| Reserved |

i T T e S
Figure 5: Adm nistrative Flags

wher e:
- S-Flag: Indicates the CPis in an admnistrative shut state
when set.

- B-Flag: Indicates the CP is configured as "backup
i neligible".

- |I-Flag: Indicates the CP is configured as "lgnore service
route’s Prefix SID'. It allow traffic to a BGP service route
to be steered over an SR policy w thout inposing the service
route’s prefix label or SRv6 Service SID

- D Flag: Indicates the CP has been marked as the "Drop Upon
I nval i d" behavi or as described in section 8.2 of [RFC9256].
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- E-Fl ag:
eligible
eligibility.

BGP SR Policy Administrative Flags

Indicates that the CP is set to
as defined in [I-D.

February 2026

' candi date path

ietf-spring-sr-policy-
If set, it indicates that the eligibility
attribute of the candidate path is true.

If not set, it

indicates that the eligibility attribute of the candidate

path is fal se

- Reserved: The unassigned bits in the Flags field MJST be set
to zero upon transm ssion and MJST be ignored upon receipt.

2.2. Segnent List Adm nistrative Flags Sub-TLV

The Segment List Administrative Flags sub-TLV is used to indicate
the Adni nState of the Segment List of Candi date Path.

The Segnment List Administrative Flags sub-TLV is optional and it
MUST NOT appear nore than once inside the Segnment List sub-TLW.

The Segment List Administrative Flags sub-TLV has the foll ow ng

format:

wher e:

TBD2.

o

Type:
o Length: 2.

o

Fl ags:

Reserved

+—+o0
+ 4R
+ N

2 octet of flags.
3456789012345
B i I T e i i ST R R S

T A S S S S s S

789
Sttt

6
-+
|

+

Figure 6: Adm nistrative Flags

wher e:

- S-Flag:

I ndi cates the Segnment Li st

shut state when set.
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- E-Flag: Wen set, indicates the Segnent List is in an eligible
state (capable of forwarding traffic).
When cleared, indicates the Segnent List is ineligible
(cannot forward traffic).

- Reserved: The unassigned bits in the Flags field MJST be set
to zero upon transmi ssion and MJUST be ignored upon receipt.

3. Security Considerations

The security considerations of BGP [ RFC4271] and BGP SR policy
[ RFC9830] apply to this docunent.

The Candi date Path Administrative Flags sub-TLV is used to indicate
the Adnmi nState of the Candi date Path. The Segnent Li st

Adm ni strative Flags sub-TLV is used to indicate the Adm nState of
the Segnent List of the Candidate Path. The val ues of these two sub-
TLVs affect the state of the Candidate Path or Segnment List in the
SR Policy, which may consequently inpact packet forwarding in the
net wor k. Therefore, when configuring, querying, and reporting
control plane Candi date Path Admi nistrative Flags and Segment Li st
Adm ni strative Flags in BGP, care nust be taken to protect this

m ssion critical or commercially sensitive information.

4. | ANA Consi derations

Thi s docunent defines a new Sub-TLV in the registry "SR Policy
Segnent List Adm nState Sub-TLVs" [ RFC9830]:

Val ue Descri ption Ref er ence

TBD1 Candi dat e Path Adm nistrative Flags sub-TLV Thi s
docunent

TBD2 Segnent List Administrative Flags sub-TLV Thi s
docunent
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