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Abst ract

A BGP Flow Specification is an n-tuple consisting of several matching
criteria that can be applied to IP traffic. Conputing-Aware Traffic
Steering (CATS) is a framework which optimzes traffic steering to a

gi ven service instance by taking into account the dynam c nature of
bot h conputing and network resources. This docunment specifies a new BGP
Fl ow Spec Component Type in order to support CATS traffic forwarding.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Sinplified BSD License.
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1. Introduction

A Fl ow Specification (Flow Spec) is an n-tuple consisting of several
mat ching criteria that can be applied to IP traffic [RFC8955]. The
Fl ow Spec conveys match conditions (each may include severa
conponents) which are encoded usi ng MP_REACH NLRI and
MP_UNREACH NLRI attributes [RFC4760], while the associ ated actions
such as redirect and traffic marking are encoded in BGP Ext ended
Conmuni ti es [ RFC4360] [ RFC5701]. The |1 Pv4 NLRI conponent types and
traffic filtering actions sub-types are described in [ RFC8955],
while the IPv6 related are described in [RFC8956]. [I-D.ietf-idr-

fl owspec-v2] specifies BG Flow Specification Version 2.[draft-ietf-
i dr-fsv2-ip-basic] defines FSv2 Extended Conmunity Actions in the IP
Basic TLV.

Conputing-Aware Traffic Steering (CATS) is introduced in [I-D.ietf-
cats-framework]. The CS-IDis a globally unique object in the

net work, which can be a server’s |P address, an SR | abel, or a

si npl e unsi gned nunerical value. In CATS network, the C PS conponent
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performs path sel ection based on the CS-1D and forwards service
traffic according to the selected path.

Thi s docunent specifies a new BGP Fl ow Spec Conponent Type to
support CATS traffic filtering. Traffic is classified and mapped to
the corresponding CS-1D using BGP Fl ow Spec rules, and path

sel ection is then perforned based on the CS-1D. BGP Fl ow Spec

i mpl ements functions simlar to the C TC conponent.

On the other hand, BGP Fl ow Spec can also use CS-1D as a filtering
criterion. For the matched traffic, it forwards based on the actions
specified by BGP Fl ow Spec, replacing the path sel ection function of
C-PS. It also specifies traffic filtering actions to enable the
creation of the CS-1D in the outer tunnel encapsul ati on when nmat ched
to the correspondi ng Fl ow Spec rul es.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 RFC 2119 [RFC2119] RFC 8174 [RFC8174] when, and only when,
they appear in all capitals, as shown here.

Ter mi nol ogy

Thi s docunent nakes use of the terms as defined in [I-D. draft-ietf-
cat s-framewor k] .

Fl ow Spec: Fl ow Specification

BGP- FS: Border Gateway Protocol (BGP) Flow Specification (FS)

Fl ow Specifications for CATS

The Fl ow Spec for CATS is shown in Figure 1, that is, the Controller

is used to set up BGP connection with the policy enforcenent points
i n CATS net worKk.
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Figure 1. Flow Spec for CATS
CATS Framework Workflow is referenced in [I-D.ietf-cats-franework]. This docunent
describes the main applications of BGP-FS in the CATS framework as foll ows:
4.1. Scenario 1

Flow entries are directly pushed to redirect traffic to the CSCl-1D based on fl ow
characteristics, enabling subsequent forwarding.

Rule 1
Filter: Flow characteristics
Action: Redirect to | Pv4/1Pv6 CSCl-1D
| BGP FS |
| Controller |
Fl owSpec route to Ingress NLRI:

Rul e Condition: I P Extended Filter(Match Port, etc)
Action : Redirect to IPv4/1Pv6 CSCl-ID

e ( )-- -| Server|

Fomm - - + ) - + [ - +
| | ( CATS Network ) _| | -
| | ngressl ( —==—==—===—===—=====> ) | Egr ess | -

S R + ) S R + \ H------ +

T ( )--’ -| Server|

( ) oo +

Figure 2: Scenario 1 Exanpl es
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4.2. Scenario 2

The data | ayer of the traffic includes a CS-1D field. Rules are pushed to filter
based on the CS-1D, redirecting traffic to the CSCl-1D for forwarding.

Rule 1
Filter: 1Pv4/1Pv6 CS-1D
Action: Redirect to I Pv4/1Pv6 CSCl-1D
| BCP FS |
| Controller |
Fl owSpec route to Ingress NLRI:

Rul e Condition: I P Extended Filter(lPv4/1Pv6 CS-1D)
Action : Redirect to IPv4/1Pv6 CSCl-ID

--( ) -- -| Server|

Fommm e + ) A------- + /| +------ +
| | _( CATS Network )| | -
| | ngr eSSl ( ———————————————=> ) | Egr ess | -

- + ) - + \ 4o +

T ( )-- -| Server|

( ) PR +

Figure 3: Scenario 2 Exanples

4.3. Scenario 3

Fl ow characteristics napped to the CS-1D;, deploy rules to filter based on the CS-
ID and redirect traffic to the CSCl-1D for forwarding..

Rule 1
Filter: Flow characteristics

Action: Mark | Pv4/IPv6 CS-1D

Rule 2
Filter: I Pv4/IPv6 CS-1D
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Action: Redirect to |Pv4/1Pv6 CSCl-ID

| BGP FS |
| Controller |

Fl owSpec route to Ingress NLRI:
Rul e Condition: I P Extended Filter(Match Port, etc)
Action 1: Mark | Pv4/1Pv6 CS-1D
Action 2: Redirect to IPv4/IPv6 CSCI-1D

( ) 4o +
--( ) -- -| Server|
Fommm e + ) A------- + /| +------ +
| | ( CATS Network ) | | -
| | ngr eSSl ( ———=——=—=——=—=——=—=—=—==> ) | Egr ess | -
- + ) - + \ 4o +
T ( )-- -| Server|
( ) PR +

Figure 4: Scenario 3 Exanples

5. Extend of BGP-FS
Thi s docunent el aborates on the protocol enhancenents grounded in
the BGP Fl owspec v2 format[|-D.ietf-idr-flowspec-v2]. It introduces
one matching: matching CS-1D. Furthernore, it enriches the action
repertoire with two actions: Mark CS-1D action, and Redirect to
CSCl -1 D acti on.
In scenario 4.1, the Redirect to CS-ID action is |everaged.

In scenario 4.2, matching CS-1D is deployed in tandemwi th the
Redirect to CS-ID action.

In scenario 4.3, the Mark CS-1D action is inplenented in conjunction
with the Redirect to CS-1D action.

5.1. Match by CS-1D

The format of the FSv2 NLRI field for IP Filters is defined in [I-
D.draft-ietf-idr-flowspec-v2]. This format includes a conmon header
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with fields for user specified order, dependency filter chain, and a
TLV for filter conponents (type, |ength, value).

Thi s docunent proposes a new Conponent for defining CS-1D
information fromthe Extended IP Filters Conponents for for IP
Extended Filters version 2

When filtering using Fl owSpec rules, the condition can be specified
as the CS-1D.

This is primarily used to achieve the C-PS function of CATS based on
CS-1D for path selection

The |1 Pv4 CS-1D Conponents has follow ng format:

o e e e e e e e e e e aa o - +
| SubTLV type = TBD1l (1 octet)

O +
| Tlength (1 octet) |
d e e eeeiemeeceiceeeaccieaaaas +
| value (variable) |
o e e e e e e e e e e aa o - +

Filter defines: a list of match criteria for 1Pv4 CS-1D
Type: TBD1

| ength: variable

| Pv4 val ue: [nuneric_op, value]+

Each I1Pv4 CS-ID value is 4 octets.

The 1 Pv6 CS-1D Conponents has follow ng format:

o mm e e e e e e e e e e e memmao-- +
| SubTLV type = TBD2 (1 octet)

oo e e e e e e e e oo oo +
| length (1 octet) |
e e e aaao o +
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| wvalue (variable) |

Filter defines: a list of match criteria for IPv6 CS-1D
Type: TBD2

I ength: variable

| Pv6 val ue: [nuneric_op, value]+

Each IPv6 CS-ID value is 16 octets.

5.2. MARK CS-ID Action

When i nmpl ementing the CTC function, the corresponding CS-1D is
assigned based on traffic characteristics, which are specified
according to the FSv2 I P Extend Filters.

If arule is matched, execute the Mark CS-1D acti on.

Thi s docunent defines a newtraffic filtering action: "Mark CS-1D'
Action. It is specifically encapsul ated and carried through the BGP
Conmunity Container Attribute (also known as BGP W de Communities)
defined in [I-D.ietf-idr-w de-bgp-comunities].

"Mark | Pv4 CS-1D' Action SubTLV has the format:

+ OWw

3456789
S S S SR

12 1
B - +-
(4)
+- +

+
I
- B e R
| Pv4 CS-1D |
B s o T o i R R S i ik i Sh SRR N S
Figure 5: "Mark IPv4 CS-1D'" Action SubTLV

"Mark | Pv6 CS-1 D' Action SubTLV has the format:
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Figure 6: "Mark IPv6 CS-1D" Action SubTLV

5.3. Redirect to CSCl-ID Action
Wil e specifying the path, C PS designhates the CSCI-ID information.

"Redirect to IPv4 CSCl-1 D" Action SubTLV has the format:

+ O w

3456789
i SN R

12 1
B T T S S S - -
(4)
+-+

+
I
T I T T S S S
CsCl -1 D |
B T i T o o o S e i i S S
Figure 7: "Redirect to IPv4 CSCl-ID" Action SubTLV

"Redirect to IPv6 CSCl-1 D" Action SubTLV has the format:

+ =
+ A

S
=]

—
+< + O
-5 !
+ ® + O
—~ 1

]
+
]

1
+FTEN
+0 +w

]
+
]

T S S S

IPv6 CSCl-ID

+___+_-II-OO

+
I
+
I
I
I
+

B T o e o T o e e e Rk ok
Figure 8 "Redirect to IPv6 CSCl-ID"'" Action SubTLV
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Error Handling

The error handling and validation of BG® FSv2 foll ows section 4 of
[I-Dietf-idr-fl owspec-v2]. Wen the Mark CS-1D Action and Redirect
to CSCl-1D Action SubTLVs are missing at the sane tine, the Fl owSpec
steering falls back to the FSv2 IP Basic actions in [I-D.ietf-idr-
fsv2-ip-basic].

Security Considerations

Security considerations for BGP FSv2 are covered in the [draft-ietf-
idr-fsv2-ip-basic].The security of CATS information distributed has
been discussed in [draft-ietf-cats-franmework]. They are al so
applicable to the extensions described in this docunent.

I ANA Consi derations

8.1. FSv2 Conponent types

Thi s docunent requested to assign new type code point from FSv2
Conponent types for CS-1D.

Table 3 Non-1P Types for IP Filters[I-D.ietf-idr-flowspec-v2]

SubTLV

-type Definition

TBD1 - CATS Match 1: IPv4 CS-ID
TBD2 - CATS Match 1: IPv6 CS-ID

8. 2. CATS Action

I ANA is requested to assign the follow ng code points fromthe "BGP
FSv2 Action types" Registry:

TBD3: MARK | Pv4 CS-I1D Action
TBD4: MARK I Pv6 CS-1D Action

TBD5: Redirect to | Pv4 CSCl-1D Action
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TBD6: Redirect to |Pv6 CSCl-1D Action
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