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Abstract

This docunent first describes an architecture of Content-based
Service Router (CSR), which is used to exchange service prefixes and
topol ogy i nformati on based on distributed routing protocol, and
optinize routing based on service prefixes and topol ogy, as one

i mportant conponent of Distributed Mcro Service Commruni cati on (DVSC)
architecture.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

Wth the continuous energence of various applications, Mcro-
services, as snall and i ndependent application segnents, are becomni ng
i ncreasingly dense, making conmmuni cati on between M cro-services

i ncreasingly inportant.

A Service Mesh serves as a dedicated infrastructure for handling
conmuni cati on between M cro-services, providing functions such as
Traf fi c Managenent and Secure Communi cation. The Service Mesh has
evol ved from general conmmuni cation niddl eware functions, starting
frommonolithic Mcro-services, evolving into integrated m ddl eware,
and finally developing into a sidecar pattern. However, the service
network presents sone chall enging i ssues, as follows:

* Increased conmplexity: Inplenenting and depl oying a Service Mesh
requi res addi ng additi onal components to the current application,
significantly increasing the difficulty of mastering the Service
Mesh

* The performance overhead i ncreases: The sidecar pattern requires
depl oynent within the sanme Pod as the Mcro-service, resulting in
a tightly coupled node in terms of resource usage, which
significantly affects tenant resource usage efficiency.

* Maturity and acceptance are | ow. Although there have been severa

depl oynents of Service Mesh, it is still far frommature conpared
to traditional networks and rel ated sol utions.
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To address the chall enging i ssues of Service Meshes, a content-
centric Mcro-service comrmuni cation architecture, called the
Distributed Mcro Service Conmuni cation (DMSC) architecture
[1-D.li-dnsc-architecture], is proposed to enhance the efficiency and
reliability of comruni cation between M cro-services. DMSC has the
foll owi ng characteristics:

* Content-centered: Focus on content and services, not on business
| ocati on.

* Decentralization: Registration, routing, and storage of content
and services using distributed processing.

* Dynamic Resource Allocation: Optimzation of resource allocation
to enhance network efficiency.

* Scalability and flexibility: neets the needs of continuous network
evol ution and supports | arge-scal e depl oynents conparable to
current operator networks.

The DMSC architecture consists of four key parts: the Service Gateway
(SG, the Service Router (SR), the Service Prefix Authentication
(SPA) system and the Service Mesh Communi cation Schedul i ng Center
(SCSC) system[I1-D.li-dnsc-architecture].

The SGis used for flexible adaptati on of comunicati on between
various existing Mcro-services. SRs are used to optim ze routing
based on service prefixes and topol ogy, and to exchange service
prefix and topology information based on distributed routing
protocols. The SPA systemis used to authenticate distributed
service prefixes. The SCSC system provides auxiliary centralized
optimzation scheduling for Mcro-service routing.

The SR holds a very inportant core position in the DMSC architecture.
It serves as the main switching conponent for achieving routing
reachability in distributed Mcro-services, aiding in the |arge-scale
depl oynent of M cro-service conmuni cation. Therefore, to inplenent
the SRin the DMSC architecture, this docunent provides the first
description of the structure of a Content-based Service Router (CSR)

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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CSR Architecture Overvi ew

The CSR architecture is simlar to the traditional router
architecture, with the only difference being that traditional routers
use address prefixes as routing and forwardi ng i nformation, while CSR
use content (nane) prefixes as routing and forwardi ng infornation.
The address prefix is a fixed-length IPv4 or |Pv6 address, while the
nane prefix is a variable-length character string [ RFC8569].

As M cro-services continue to increase, service nanes may becone

| onger, which also causes the nanme prefixes in a request nessage to
| engt hen, thus increasing the package |oad. To reduce the package

| oad, name prefixes nmay need to be conpacted or optinized, and the
met hod of conpaction or optinization is beyond the scope of this
docunent. For the inplenentation of the CSR the nost significant
challenge is howto efficiently match the conpressed or optim zed
nane prefixes in the request nessage with the forwardi ng i nfornation
base (FIB) for transm ssion through the network to a systemthat can
i ssue a response. How to conpact or optinize nane prefix also is
beyond the scope of this docunent.

The hierarchy of a name is used for routing via the |ongest matching
prefix in a CSR of Content-Centric Networking. The |ongest matching
prefix is conputed nanme segnment by nanme segnent in the hierarchica
nane, where each nanme segnent nust be exactly equal to match. For
traditional routers based on | P addresses, the |ongest match prefix
is performed by applying a bitw se AND operation between the
destination I P address and the subnet mask in the forwarding table.
The result is then conpared with the network address of the

forwarding entry. |f they match, it is a match; otherwise, it is not
a match. So, if the name prefix is long, calculating the |ongest
match for the name prefix will be nmore conplex than for the address

prefix. Howto efficiently execute the |ongest match of nane prefix
al so is beyond the scope of this docunent.

Li ke traditional routers, The CSR architecture SHOULD be divided into
the Control Plane and Data Pl ane, as shown in Figure 1. The Contro
Plane primarily exchanges Service Prefixes and topol ogy information
with Service Gateways (SG or Service Routers (SR) through routing
protocol s, generates service routes, and delivers themto the Data

Pl ane. The Data Plane nmainly receives packets of service and
performs | ook-up forwardi ng based on the Service Prefix (Service
Nane) carried in the data packet.

The CSR may optionally include a Service Plane to act as SG which
can be used to access online services and provi de service response.
The Service Plane al so needs to send the service prefix to the

Control Plane for publishing. The Service Plane is not a necessary
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3.

function conponent of CSR, when CSR do not act as SG |If CSR acts as
SG to access online services, the Data Plane may provide security
decryption and encryption to achi eve several features of service
mesh, such as traffic control, zero-trust network, and observability.

o m e e e e e e e e e eee oo s +
| CSR (Optional) |
| B S + B S + |
| | Service | | Control | |
Online---+--> Plane +-->+ Plane |<---+---->Service Prefix
Servi ces | +--- - +---+ e R + |
| I\ I\ |
| \ / Servi ce |
| \ / Route |
| \/ \/ |
| +o-m - - AR, +----+ |
Service--+----- > Dat a Pl ane [------ +---->Service
Packet | A L + | Packet
o m e e e e e e e eee— oo +

Figure 1: The CSR architecture
Control Plane Architecture for CSR

This section describes the Control Plane architecture of CSR  The
Control Plane primarily includes Routing Protocols and Route
Management, as shown in Figure 2

Routing Protocols SHOULD be used for exchanging Service Prefixes and
topol ogy information, divided into Static Routing Protocol and
Dynam ¢ Routing Protocol. How to exchange Service Prefixes and

topol ogy i nformati on through routing protocols is beyond the scope of
this docunent.

Rout e Managenment SHOULD be used to collect, integrate, and optim ze
Service Routing Information from Routing Protocols and distribute
effective Service Routing Information to the Data Pl ane.
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4.

T e +
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S R R +
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I
\/ |
I
I
|
I
I

Figure 2: The Control Pl ane architecture
Data Pl ane Architecture for CSR

This section describes the Data Plane architecture of CSR, which
mai nly includes the Security Operation, the Data Fl ow Tabl e (DFT),
Forwardi ng Strategy (FS), and Forwarding Information Base (FIB), as
shown in Figure 3.

The Security Operation SHOULD be used for decryption and encryption
of data. The service packets into the Security Operation is
determined by a Security Switch. |In Service Mesh network, the
Servi ce packets are encrypted to protect user privacy. |If the
operator needs the CSRwith traffic control and observability, the
Servi ce packets need to be decrypted by the CSR  And for achieving
zero-trust network, the decrypted service packets need to be
encrypted again before the service packets are forwarded. |If
enabling the Security Switch allows service packets to enter Security
Operation, the forwardi ng performance of service packets wll
inevitably be affected. Therefore, it is reconmended not to enable
the Security Switch unl ess necessary.

The DFT SHOULD be used to nmaintain traffic stickiness, ensuring the
output orientation remai ns consi stent when the source and destination
information are the sane. The DFT al so records and nonitors the
forwarding informati on of data packets, which is very useful for

| ocati ng comunication anomalies. The DFT SHOULD consi st of the
source service nane, destination service nane, and output interface

i nformation.
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The FS SHOULD be used to neet special forwarding needs, having higher
precedence than the FIB. The FS can specify the forwardi ng of data
packages based on the configured output orientation when matching the
source service nanme or destination service nane.

The FI B SHOULD be used for regular guidance in forwardi ng data
packages, mainly consisting of service nanes (prefixes) and out put
i nterfaces (next hops).

/\
| Di scardi ng
e e e e eea oo oo e e eeeo—oaao-- +
| Data Pl ane | Not Mat ch |
| B S o m e e e - + |
| | FIB +---->+ |
| R e +Mat ch| |
I I\ I I
| | Not Mat ch | |
| - e + | |
| | Forwarding Strategy +---->+ |
| S R +Mat ch| |
I N\ I I
| | Not Mat ch | |
| e R + DFT | |
| NO | +<----+ |
Servi ce-->+-- & ->+ Dat a Fl ow Tabl e | | NO |
Packet | | +---->& --->+-+-->Forwar di ng
| R e +Mat ch| I\
|| I\ I | |
| ] | \/YES | |
| | YES+--------- R +-+ | |
| +-->+ Security Qperation +--+ |
| | (Decryption and Encryption) |
| o e e e e e e e e e + |
o o o e e e e e meee—oaao-- +

& Security Switch to decide whether to enter Security Operation
Figure 3: The Data Pl ane architecture

Upon receiving a Service Packet, first check whether the Security
Switch is open or not. |If the Security Switch is not open, directly
send service packet to the DFT. Else send service packet to the
Security Operation. After the service packet is decrypted in
Security Operation, it is also sent to the DFT.
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8.

In the DFT, if there’s a match, forward directly to the Security
Switch. |[If not matched, send the data to check the FS. If it

mat ches a FS, generate flow table information to DFT and forward to
the Security Switch. |If there is no match with a FS, send the data
to check the FIB. If it matches the FIB, generate flow table
information to DFT, and forward to the Security Switch. |If there's
no match in the FIB, discard it.

VWhen mat ched, the service packet is finally sent to the Security

Switch. |[If the Security Switch is open, this neans the service
packet is not encrypted, and should be sent to the Security Qperation
for encryption. |If the Security Switch is close, or the service

packet is encrypted by the Security Operation, the service packet can
then be forwarded.

Security Considerations

Security issues are not discussed in this docunent.
I ANA Consi derations

TBD.
Summary

The basic architecture of a content-based service router is
described. The operation principles of the control plane and data

pl ane of the service router are explained. Further investigation and
di scussi on SHALL be necessary to execute the design of control

prot ocol s which MAY depend on the requirenents by users.
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