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Abst ract

Bi di rectional Forwarding Detection (BFD) can be used to nonitor
pat hs bet ween nodes.

U-BFD defined in [I-D.ietf-bfd-unaffiliated-echo] can effectively
reduce the device equi pnent.

Seaml ess BFD (S-BFD) provides a sinplified mechanismwhich is
suitable for nmonitoring of paths that are setup dynamically and on a
| arge scal e network.

In SR network, BFD can al so be used to nonitor SR paths. Wen a
headend use BFD to nmonitor the segnment l|ist/CPath of SR Policy, the
forward path of control packet is indicated by segnent |ist, the
reverse path of response control packet is via the shortest path
fromthe reflector back to the initiator (headend) as determ ned by
routing. The forward path and reverse path of control packet are
likely inconsistent going through different intermediate nodes or

I'i nks.

Thi s docunent describes a nmethod to keep the forward path and
reverse path consistent when using S-BFD or U-BFD to detect SR
Pol i cy

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.
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Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. ht n

This Internet-Draft will expire on July 22 2026
Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
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1. Introduction

Segnent Routing (SR) allows a headend node to steer a packet flow

al ong any path. Per-path states of Internediate nodes are elininated
thanks to source routing. The headend node steers a flowinto an SR
Policy. The packets steered into an SR Policy carry an ordered |i st
of segnents associated with that SR Policy.

SR can be instantiated on the MPLS data plane (MPLS-SR) and the | Pv6
data plane (SRv6). On the MPLS-SR data plane, a segnent is encoded
as an MPLS | abel, and an ordered list of segnments is encoded as a
stack of labels. On the SRv6 data plane, a segment is encoded as an
| Pv6 address (SRv6 SID) [RFC8986], and an ordered |ist of segments
is encoded as an ordered list of SRv6 SIDs in the SR header (SRH)

[ RFC8754] .

BFD Echo function was originally defined in [ RFC5880] and [ RFC5881],
where the renpte systemis required to | oop the BFD Echo packets
back to the local system To support BFD Echo Function, some
negoti ati ons between the | ocal system and renpte system are needed,
and both the local and renpbte systemneed to maintain the BFD
session state.

Unaffiliated BFD Echo Function (U BFD) is defined in [I-D.ietf-Dbfd-
unaffiliated-echo].Were the destination |IP address of the BFD Echo
packets is set to one of the I P addresses of the |ocal system
Therefore, the Echo packets can be automatically | ooped back
(through normal | P forwarding) by the renote systemto the |oca
system Wth U-BFD, the renote system does not need to support any
BFD rel ated functions and nmaintain any session states. This further
simplifies the BFD Echo Function process at the renote system hence
greatly increases scalability.

Seaml ess BFD (S-BFD) defined in [RFC7880] provides a sinplified
mechani sm which is suitable for nonitoring of paths that are setup
dynanically and on a |l arge scal e network

In the SR network, the headend node coul d use BFD(S-BFD or U-BFD) to
nmoni tor the connectivity of the SR path to inplenent path switching
When a headend use BFD to nonitor the segnent list/CPath of SR
Policy, the forward path of control packet is indicated by segnent
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list, the reverse path of response control packet is via the
shortest path fromthe reflector back to the initiator (headend) as
determ ned by routing. The forward path and reverse path of contro
packet are likely inconsistent going through different internediate
nodes or |inks.

The inconsistency inpacts the detecting result. If the forward path
is up and reverse path is down, then the BFD session will be down.

If there are nultiple path (segnent list) in a SR Policy between a
headend (Il ocal system) node and a tailend(renote system node,

mul tiple BFD session will be created for each path. Each BFD session
uses corresponding path to send control packet, but the reverse path
is identical for all BFD sessions. If the reverse path is down, al
sessions will be down. Then the SR Policy is down.

The consistency of forward and reverse path of the sane BFD session
shoul d be guarant eed.

Thi s docunent describes how to ensure the consistency of the forward
path and the reverse path when using BFD to detect SR Policy.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Path consistency for BFD in SR network

Monitor SR Policy using BFD is usually based on segnment |ist. BFD
session is created for each segnent |ist and associated with the
segnent |ist.

Referring to the follow ng topol ogy, there are two paths between
Node A and D, and All nodes allocate end.x Segnents on SRv6 data

pl ane or adjacency SIDs on SR-MPLS data plane. Node A and D are
headend and tail end nodes of each other, and SR policy is created on
A and D respectively.
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Figure 1: reference topol ogy

Assumi ng that the deployed SR policy has one candi date path and each
path has two segnment lists. For ease of description, segnent lists
with the sane nunber on Node A and D are forward and reverse paths
to each ot her.

Node A: Node D
SR Policy A-D SR Policy DA
Candi dat e Pat hl Candi dat e Pat hl
Segnent listl Segnent listl
SIDAl, SID-B2, SID C2 SIDDl, SIDCL, SIDB1
Segnent list2 Segnent list2
SID-A2, SIDE2 SID-D2, SIDEl

Both Node A and Node D serve as head nodes and need to detect the
connectivity of the segnment list of a SR Policy. Regardl ess of
whet her S-BFD or U-BFD is used, there is a requirenent for BFD
packet path consi stency.

2.1. S-BFD

When node Ais the S-BFD initiator, S-BFD sessions for segment listl
and segnent list2 could be created respectively. Node A wll use the
associ ated segnent list to encapsul ate | Pv6 header and SRH of the
control packet.

As the S-BFD reflector, after Node D receives the S-BFD contro
packet, the response control packet should be able to return al ong
the same path to avoid the fal se detection of the session caused by
the inconsistency of the forward and reverse paths.

The control packet of S-BFD session associated with the segnent
listl is forwarded to node D according to the segnent listl of node
A. The response control packet of node D needs to be returned to
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node A according to the segnent listl of node D. Thus the forward
and reverse paths of S-BFD packets are ensured to be consistent.

2.2. U-BFD

The wor ki ng mechanismof U-BFD is that the |ocal systemsends a bfd
echo packet, and the destination address is the |IP address of the

| ocal system After the bfd echo packet reaches the renote system
the renote systemreturns the bfd echo packet to the |ocal systemin
the data plane. So U BFD usually works when there is only one hop
bet ween the | ocal and renote systens.

When deploying U-BFD in SR network, |ocal systemcould creates a U

BFD session for each segment |ist under the SR Policy, and uses the

segnment list to encapsul ate BFD echo packets. For SR-MPLS

encapsul ation is the label stack, for SRv6 it is the segnent list in
SRH. In this way, the U BFD echo packet can reach the renote system
t hrough mul tipl e hops.

When the U BFD echo packet reaches the renote system the
destination address of the packet has been updated to the IP address
of the local system so the renpbte system sends the U BFD echo
packet back to the local systemon the data plane.

The U BFD echo packet returned fromrenote systemto |ocal system
should follow the same path fromlocal systemto renpte system

3. Path consistency for S-BFD

This draft proposes to forward S-BFD control packets and response
control packets through the consistent path by path segment.

3.1. Correlate bidirectional path using Path Segnent

A Path Segrment is defined to identify an SR path. In SR for MPLS
data plane (SR-MPLS), Path Segnent is defined in [draft-ietf-spring-
mpl s-pat h-segnment]. In SR for | Pv6 data plane (SRv6), Path Segnent
is defined in [I-D.ietf-spring-srv6-path-segnent].

SR(SR- MPLS or SRv6) Path segnents can be used to correlate the two
unidirectional SR paths at both ends of the paths.

[I-D.ietf-idr-sr-policy-path-segnent] proposes an extension to BGP

SR Policy distribute SR policies carrying Path Segment and
bidirectional path information
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Through this extension, when distributing SR policy to the headend
node, reverse path information and path segnent of segnent |ist can
be carried together.

Node A Node D
SR Policy A-D SR Policy D-A
Candi dat e Pat hl Candi dat e Pat hl
Segment listl Segment listl
SID-Al, SID-B2, SIDC2 SID-D1, SID-C1, SIDB1
Pat h Segnent: SID Path-1 Pat h Segnent: SID- Path-2
Reverse Path Segnent: Reverse Path Segnent:
S| D- Pat h- 2 SI D- Pat h- 1
Segment |ist2 Segment |ist2
SID-A2, SIDE2 SID-D2, SIDE1
Pat h Segnent: SID Path-3 Pat h Segnent: SID Path-4
Reverse Path Segnent: Reverse Path Segnent:
SI D Pat h-4 SI D Path-3

In this way, on the headend node in both directions of the forward
and reverse paths, the path segnent of the paths in both directions
can be obtained, and the paths in both directions use the sane

i ntermedi ate |inks.

The headend node can use path segment in two directions to establish
a mapping table. Using this mapping table, the headend node can get
the reverse path through the path segnent of the forward path.

The mapping table of Node A and Node D is shown bel ow

Node A:

o e e e oo + o e e e +

| Path Segnent | | Rever se Path Segment |

Fom e + Fom e oo +

| SID Path-1 | -+ | SIDPath-2 | --+

Femm e e e + | - +

| SID Path-3 | | | SID Path-4 [--]-+

R + | o e e e o - - + | |
I I ||
| | o]
| | | segment List | | |
| | o]
| +->| SID-Al, SID-B2, SIDC2 |<----+ |
| o e e e e e oo oo + |
R LR >| SI D- A2, SID E2 | <------ +

Fom oo +
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Node D

o e e e e e o + o e e e e e i e o +

| Path Segnent | | Reverse Pat h Segnent |

R + o e e e o - +

| SID Path-2 | -+ | SID Path-1 | --+

e m e e + | e +

| SID Path-4 | | | SID Path-3 |--]-+

o e e e e e o + | o e e e e e i e o + ||
| | | |
| | ]
| | | segment List | | |
| | ]
| +->|SID-D1, SID-Cl, SIDBl |<----+ |
| o m e e e e e e e oo + |
R T >| SID-D2, SIDE1 | <------ +

o e e e e oo oo +

Figure 2: mapping table

For instance, the S-BFD initiator is Node Ain Figure 1, and the S-
BFD session is bounded with Segnent Listl of Policy A-D. The

foll owi ng sub-section describes the processing of S-BFD in SR-MPLS
and SRv6 networks respectively.

3.2. Procedure of S-BFD

3.2.1. S-BFD in SRv6
0 S-BFD Initiator procedure
Refer to [I-D.draft-1iu-spring-bfd-srve-policy-encap] for the
description of how to encapsul ate S-BFD packet with SRv6 Policy.

When path segnent is used, the encapsul ation format of S-BFD control
packet is as follows:
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| I'Pv6 Header |
Source IP Address = Initiator’s I Pv6 Address .
Destination | P Address = Segnent Li st SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = | Pv6
<P- Fl ag=1, PathSegnment, Segnment List>

NodeA Encapsul ates the path segnent of segnent listl in SRH and set
SRH. P- Fl ag.

The S-BFD control packet is encapsul ated and forwarded as foll ows:

Accmmcmaaaa ] >C-encanan- >D

o e e e e e o + o e e e e e o +
| SA=A"s |pv6Addr | | SA=A"s | pv6Addr |
R + R +
| DA=SI D B1 | | DA=D s ipv6Addr |
o e e oo + o e e oo +
| SL=2 | P-Flag=1 | | SL=0 | P-Flag=1 |
o e e e e e o + o e e e e e o +
| D s ipv6Addr | | D s ipv6Addr |
R + R +
| SIDC2 | | SIDC2 |
o e e oo + o e e oo +
| SID B2 | | SID B2 |
o e e e e e o + o e e e e e o +
| SIDAL | | SIDAL |
R + R +
| SID Path-1 | | SID Path-1 |
o e e oo + o e e oo +
| sbfd-payl oad | | sbfd-payl oad |
L L L L

Figure 3: Exanple of S-BFD control packet
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0 S-BFD Refl ector procedure

S-BFD control packet is forwarded along the path A->B->C-D. Wile
packet arrives at Node D, SRH. SL is 0 and the destination address is
| Pv6 address of Node D. Packet is delivered up to the S-BFD nodul e
in control plane.

S-BFD nodul e detects SRH. P-flag is set, extracts the path segment of
the forward path from SRH, gets the path segnment of the reverse path
through the mapping table. Wen responding to S-BFD control packet,
S-BFD nodul e uses the segnent |ist associated with path segnent of
the reverse path to encapsul ate SRH.

The encapsul ation format of S BFD response control packet is as
fol | ows:

| I Pv6 Header |
Source | P Address = Reflector’s | Pv6 Address .
Destination | P Address = Segnent Li st SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = | Pv6
<Segnent List>

The S-BFD response packet is encapsul ated and forwarded as foll ows:
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D------mm- - - SC----------- >B---------- >A
o e e e e e o + o e e e e e o +
| SA=D s | pv6Addr | | SA=D s | pv6Addr |
R + R +
| DA=SID-C1 | | DA=A"s ipv6Addr |
o e e oo + o e e oo +
| SL=2 | P-Flag=0 | | SL=0 | P-Flag=0 |
o e e e e e o + o e e e e e o +
| A's ipv6Addr | | A's ipv6Addr |
R + R +
| SID-B1 | | SID-B1 |
o e e oo + o e e oo +
| SIDC1 | | SIDC1 |
o e e e e e o + o e e e e e o +
| SID D1 | | SID D1 |
R + R +
| sbfd-payl oad | | sbfd-payl oad |
USSR . USSR .

The S-BFD response control packet will be forward along the path D
>C->B->A. In this way, the forward and reverse paths of S-BFD are
guaranteed to be consistent.

3.2.2. S-BFD in SR-MPLS
0 S-BFD Initiator procedure

The encapsul ation format using SR Policy with path segment of S-BFD
control packet is as foll ows:
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Fom e e e e e oo o +
I I
o e e e +
| Label 1 |
o e e e e o s +
| Label 2 |
Fom e e e e e oo o +
I I
o e e e +
| Label n |
o e e e e o s +
| Pat h Segnent |
Fom e e e e e oo o +
| I Pv6 Header: |
| Source IP |
| Destination IP |
o e e oo +
~ sbf d- Payl oad ~
Fom e e e e oo o +

Node A Encapsul ates the segnent listl and path segnment in | abel
stack. The source IP is the |Pv6 address of Node A, and the
destination P is the | Pv6 address of Node D.

The S-BFD control packet is encapsul ated and forwarded as foll ows:

Armmmmme - >B------------ >C--------- >D
o e e oo +
| SIDAL |
o e e e e oo - +
| SID B2 |
o e e e e oo +
| SIDC2 |
o e e oo + o e e oo +
| SID Path-1 | | SID Path-1 |
o e e e e oo - + o e e e e oo - +
| SA=A's | pv6Addr | | SA=A's | pv6Addr |
o e e e e oo + o e e e e oo +
| DA=D s ipv6Addr | | DA=D s ipv6Addr |
o e e oo + o e e oo +
| sbfd-payl oad | | sbfd-payl oad |
e . e .

0 S-BFD Refl ector procedure
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S-BFD control packet is forwarded along the path A->B->C-D. Wen the
packet arrives at node D, the top-level |abel is path segnent.

Packet with path segnment is delivered up to the S-BFD nodule in
control plane.

When responding to S-BFD control packet, the S-BFD nodul e uses the
mapping table to find the | abel stack of the reverse path through
the path segment to encapsul ate the response control packet.

The encapsul ation format of S-BFD response control packet is as
fol |l ows:

The source IP is the | Pv6 address of Node D, and the destination IP
is the | Pv6 address of Node A

o e e e e o s +
I I
Fom e e e e e oo o +
| Label 1 |
o e e e +
| Label 2 |
o e e e e o s +
I I
Fom e e e e e oo o +
| Label n |
o e e e +
| 1Pv6 Header: |
| Source IP |
| Destination IP |
Fom e e e e oo o +
~ sbf d- Payl oad ~
o e e e e oo +

The S-BFD response packet is encapsul ated and forwarded as foll ows:
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D------mm- - - SC----------- >B---------- >A

o e e e e oo - +

| SID D1 |

o e e e e oo +

| SIDC1 |

o e e oo +

| SID-B1 |

o e e e e oo - + o e e e e oo - +
| SA=D s | pv6Addr | | SA=D s | pv6Addr

o e e e e oo + o e e e e oo +
| DA=A"s | pv6Addr | | DA=A"s | pv6Addr |
o e e oo + o e e oo +
| sbfd-payl oad | | sbfd-payl oad |
e . e .

4. Path consistency for U BFD

Thi s docunent proposes to encapsul ate the segnent list of the return
path in the U BFD echo packet to guide the packet fromthe renote
systemto the |ocal system al ong the sane path.

4.1. Cetting reverse segnment |ist

[I-D.ietf-idr-sr-policy-path-segment] proposes an extension to BGP
SR Policy distribute SR policies carrying reverse path information

The reverse path infornmation includes reverse segnent |ist and
reverse path segnment. The reverse path segnent can be used for S BFD
pat h consi stency, and the reverse segnent |ist can be used for U BFD
pat h consi st ency.

Referring to the exanple topol ogy, the SR Policy on nodes A and D
that contains conplete reverse path information is as foll ows

Node A Node D
SR Policy A-D SR Policy DA
Candi dat e Pat hl Candi dat e Pat hl
Segnent listl Segnent listl
SID-Al, SID-B2, SIDC2 SID-D1, SID-Cl, SIDB1
Path Segnent: SID Path-1 Pat h Segnent: SID- Path-2
Reverse segnment |ist Reverse Segnment |i st
SID-D1, SID-Cl, SIDBl SID-Al, SID-B2, SIDC2
Reverse Path Segnent: Reverse Path Segnent:
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S| D- Pat h- 2 SI D- Pat h- 1
Segment |ist2 Segment |ist2
SID-A2, SIDE2 SID-D2, SIDE1
Pat h Segnent: SID Path-3 Pat h Segnent: SID Path-4
Reverse segnment |ist Reverse segnent |ist

SID-D2, SID-EL SID-A2, SIDE2

Reverse Path Segnent: Reverse Path Segnent:
S| D- Pat h- 4 S| D- Pat h- 3

4.2. Procedure of U BFD

The headend node uses U-BFD to detect a segnent list of SR-Policy.
In order to achieve path consistency, the reverse segnment |ist can
be encapsulated in the U BFD echo packet at the sanme tinme. \Wen the
U-BFD echo packet reaches the tailend node of SR-Policy, it will be
| ooped back to the headend node according to the path specified by
the reverse segnent list.

According to this method, when the segment list in the SR Policy and
its correspondi ng reverse segnent |ist are planned to pass through
the sane internmediate Iink, the U BFD echo packet’s round-trip path
wi |l be consistent.

4.2.1. U-BFD in SRv6

In SRv6, the reverse segnment |ist can be encapsul ated in one SRH
with the forward segnent list, or it can be encapsulated in an
i ndependent SRH

When the forward and reverse segnent lists are in the same SRH, the
encapsul ation is as foll ows
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| I'Pv6 Header |
Source | P Address = Node A's | Pv6 Address .
Destination | P Address = Segnent Li st SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = | Pv6
Node A's | Pv6 Address
<Rever seSegnent List>
<Segment List>

VWhen the forward and reverse segnent lists are in different SRHs,
the encapsulation is as follows

| I Pv6 Header |
Source | P Address = Node A's | Pv6 Address .
Destination | P Address = Segnent Li st[ SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = SRH (43)
<Segnent List>

| SRH as specified in RFC 8754
Next - Header = | Pv6
Node A's | Pv6 Address
<Rever seSegnment List>
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Referring to the sanpl e topol ogy, take node A as the head node and D
as the tail node as an exanple. Node A uses U-BFD to detect segnent
listl. The forward segnent |list and reverse segment |ist and the
address of node A are encapsul ated in one SRH.

The U BFD echo packet is encapsul ated and forwarded as fol |l ows:

Ammmmmem o >B------------ >C--------- >D
o e e e e oo + o e e e e oo +
| SA=A"s | pv6Addr | | SA=A"s | pv6Addr |
o e e oo + o e e oo +
| DA=SI D- B2 | | DA=SI D- D1 |
o e e e e oo - + o e e e e oo - +
| SL=5 | | SL=3 |
o e e e e oo + o e e e e oo +
| A's ipv6Addr | | A's ipv6Addr |
o e e oo + o e e oo +
| SID-B1 | | SID-B1 |
o e e e e oo - + o e e e e oo - +
| SID-Cl | | SID-Cl |
o e e e e oo + o e e e e oo +
| SID D1 | | SID D1 |
o e e oo + o e e oo +
| SIDC | | SIDC2 |
o e e e e oo - + o e e e e oo - +
| SID B2 | | SID B2 |
o e e e e oo + o e e e e oo +
| SID AL | | SID AL |
o e e oo + o e e oo +
| ubfd-payl oad | | ubfd-payl oad |
A L A L

Figure 7: Exanple of U BFD echo packet in SRv6

After the u-BFD packet reaches Node D, Node D continues to forward
the u- BFD packet according to the SRH, and returns the U BFD echo
packet to Node A
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D------mm- - - SC----------- >B---------- >A

o e e e e e o + o e e e e e o +
| SA=A's | pv6Addr | | SA=A"s | pv6Addr

R + R +
| DA=SID-C1 | | DA=A"s i pv6Addr

o e e oo + o e e oo +
| SL=2 | | SL=0 |
o e e e e e o + o e e e e e o +
| A's ipv6Addr | | A's ipv6Addr |
R + R +
| SID-B1 | | SID-B1 |
o e e oo + o e e oo +
| SIDC1 | | SIDC1 |
o e e e e e o + o e e e e e o +
| SID D1 | | SID D1 |
R + R +
| SIDC2 | | SIDC2 |
o e e oo + o e e oo +
| SID B2 | | SID B2 |
o e e e e e o + o e e e e e o +
| SIDAL | | SIDAL |
R + R +
| sbfd-payl oad | | sbfd-payl oad |
b + b L

The U-BFD echo packet will be forward along the path D>C->B->A. In
this way, the forward and reverse paths of U BFD are guaranteed to
be consistent.

4.2.2. UBFD in SR MPLS

In SR-MPLS, The segnment |ist and the reverse segnent |ist can be
encapsul ated in the | abel stack at the same tine.
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| abel stack

reverse | abel stack.

I I
Fom e oo +
| I Pv6 Header: |
| Source IP |
| Destination IP |
o e e e e oo +
~ ubf d- Payl oad ~
e +

Take node A as the headend node and D as the tail end node as an
exanpl e, Node A uses U-BFD to detect segnent listl. In order to
achi eve consistent paths, the encapsul ation and processi ng of U BFD
echo packets are as foll ows

Ammmmeea oo >B------------ >C--------- >D

o e e e oo +

| SID Al |

+

| SIDB2 |

oo mmeeemeeaaaas +

| SIDC2 |

o e e e oo + o e e e oo +
| SID D1 | | SID D1 |
+ +
| SID-Cl | | SID-Cl |
oo mmeeemeeaaaas + oo mmeeemeeaaaas +
| SIDB1 | | SIDB1 |
o e e e oo + o e e e oo +
| SA=A"s | pv6Addr | | SA=A"s | pv6Addr |
+ +
| DA=A"s ipv6Addr | | DA=A"s ipv6Addr |
dememmeeeiaeaaaas + dememmeeeiaeaaaas +
| ubfd-payl oad | | ubfd-payl oad |
USSR . USSR .
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After the u-BFD packet reaches Node D, Node D continues to forward
the u- BFD packet according to the | abel stack, and returns the U BFD
echo packet to Node A

D------------ >C----------- >B---------- >A
. +
| SID D1 |
o e e e e oo - +
| SID-CL |
o e e e e oo +
| SID-Bl |
R + . +
| SA=A"s | pv6Addr | | SA=A"s | pv6Addr |
o e e e e oo - + o e e e e oo - +
| DA=A"s | pv6Addr | | DA=A"s | pv6Addr |
o e e e e oo + o e e e e oo +
| ubfd-payl oad | | ubfd-payl oad |
USSR . USSR .

5. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
6. Security Considerations

The security requirenments and nechani sns described in [ RFC8402] and
[ RFC8754] also apply to this docunent.

Thi s docunent does not introduce any new security consideration.
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