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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2

I nt roducti on

Digital Twins are well known from Industry applications, where, for
exanpl e, a robotic systemor production machine with sensors and
actuators is digitally represented on a conputer. The twin is used
for monitoring and sinulation purpose. 1In the neantine, the
computation and use of a digital twin of a data network gets nore
traction and is discussed in the research comunity in particular in
the view of autonmated network managenent, also in the view of beyond
5th Generation (5G of a nobile comrmunication system

The creation of a Network Digital Twin (NDT) inplies nmany chall enges,
incl. the continuous collection and conputation of relevant data

poi nts from network conponents of a possibly |arge network topol ogy
with many network functions and nodes. As a key use case, the user
of an NDT may apply changes, such as configurations or load, first to
the digital representation of the network and eval uate and assess
these changes’ inpact to the network operation in terns of
performance, |atency, or stability. Such simulation requires proper
nmodel I ing of the network’s information and behavior. The IRTF s

Net wor k Management Research G oup (NVRG is discussing various use
cases and is working on a suitable reference architecture for NDTs
[1-Dirtf-nnrg-network-digital-tw n-arch]

Thi s docunent focuses on practical challenges associated with the
design, creation and use of NDIs. Furthernore, sonme technol ogy
directions and met hodol ogi es are di scussed as possible solution to
overcone sone of these challenges. Experiences fromthe design,
devel opment and eval uati on of an prototype inplenentation, that
realizes an NDT of a Software-defined Network (SDN) conpletes this
docunent .

Practical Challenges in operating a Network Digital Twin

A user of a Network Digital Twin nmay be a person, which uses a
suitable frontend, or an automated process, such as a network OAM and
Orchestration system The user is probably aware of the detailed or
an abstracted view of the physical network topol ogy. The NDT

I nstance comprises all functions that are needed to nonitor the
physical network and to generate a digital representation of it, to
expose a digital representation of the network to the user, take
probe requests froma user to simulate changes in the digita
representation of the network, and provide simulation results back to
the user. To build a digital representation of the network, the NDT
instance nonitors network functions in the physical network and
collects relevant data points. The resulting digital representation
of the network is in the followi ng denoted as Twi n Mdel
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The foll owi ng assunptions apply:

o The NDT Instance is aware of the network nodes, functions and
segnents that are in scope of its duty to build and naintain a
Twi n Model

o0 The NDT Instance is aware of rel evant data points and how to
collect themfromthe physical network. The NDT | nstance nay
probe periodically for these data points or schedul e periodic or
event - based reporting of these data points, e.g. in a network
controller.

0 The NDT Instance and the user share the sanme descriptors and
| evel of detail of the Twin Mdel’s topol ogy.

0 The NDT Instance utilizes at |east one nmethod and nodel to apply
a user’'s probe request for changes in the network for sinulation.
The nodel may be aligned with tools for discrete event sinulation,
mat hermati cal nodels or nodels fromthe Artificial Intelligence and
Machi ne Learning Science. A nodel may be pre-provisioned or
automatically generated and inproved throughout the NDT Instance
operation.

0 Based on the provided and assessed simulation results, a user
may decide to apply the previously probed or adjusted changes to
the physical network. Different options exist for a concrete

i mpl ement ati on of such enforcenent. The user nmay have access to a
network controller northbound interface or any other APl to apply
changes to a physical network. One option is based on the
principles of Intent Based Networking (IBN), where the NDT

I nstance provides an APl to its user to issue probe requests and
further semantic, that allows the NDT Instance to assess the
simul ation result and enforce changes in the physical network on
its own, without providing sinmulation results back to the user

Figure 1 depicts generalized principles of generating and using a
Network Digital Twin. The NDT Instance maintains a nodel of the
physi cal network by neans of constantly nonitored data points. These
data points are nonitored on the rel evant network nodes and network
functions (NF) and transmitted directly or indirectly (via a network
controller) to the NDT Instance. The current state of a network is
exposed to the NDT user. Change requests in the network are issued
to the NDT Instance. Such requests may, for exanple, tune a
paraneter in a network node, such as |oad, performance, routing table
entry, or |oad balancing strategy. The sinmulation results may by
provi ded back to the user to take further action
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The functional architecture of an NDT as described in
[I-Dirtf-nnrg-network-digital-tw n-arch] conprises northbound
interfaces for users or applications to | everage the NDI's features,
and sout hbound interfaces towards the physical network and its
conponents to collect data points and enforce control deci sions.

R +
4o+ | |
INF| - - - = = - = = - tl - - - - - -3 | expose +------
o | | - > |
+-- | | probe |
INF| - - - - -t2 - - - - - - > NDT | <------ | NDT
+- -+ | Instance & | result | User
+- -+ | Mbdel | ------ > |
INF|- - - = = - - - - - -t3 - - - - - - > Conputation | o
4ot | |
4o+ | |
|NF| - - t4- ->| |
+- -+ R +

Figure 1: Principle in generating and using a Network Digital Twin

The conplete life-cycle of an NDT Instance may inply the follow ng
chal | enges:

0 A large nunber and diversity of nodes and functions needs to be
nmoni tored, such as physical or virtual routers, sw tches, network
functions, or even conpute, storage and networki ng resources.

Scal ability needs to be ensured in dependency of the number and
types of data points and the | evel of details needed for node
gener ati on and mai nt enance.

0 A large nunber of data points needs to be transmitted upstream
towards the NDT Instance for data aggregation, storage and
computation. The platforns that host conponents associated with
the NDT Instance must provide sufficient conpute, storage and
net wor ki ng resources to handl e such data volunme and its treatnent.

o The change rate, e.g., events per second, of any data point
plays also a crucial role. As all changes of a data point could
potentially transferred into the NDT instance, this may lead to
either an overload situation of the instance or it may be even

i mpossible to keep up with all state changes, e.g., if considering
TCP flows and their changes with respect to sequence nunbers.

This will require a proper dinmensioning in terns of granularity of
the data point’s information to be relayed to the NDT instance.
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o Transmi ssion latency (t1, t2, t3, ...) froma nunber of network
functions to the NDT Instance may differ dependent on the
topol ogi cal distance of a network function, its nonitoring
strategy (local data point aggregation) and network perfornmance.
In case data points are | abeled with tinestanps, synchronization
of distributed network nodes/functions may be required. Dependent
on the nodelling technique, differences in transm ssion |atency
and tinestanps may have inpact on the nodel accuracy.

o0 Users of an NDT Instance may have different requirenents on the
rel evant network scope, accuracy, attributes associated with the
net wor k nodes, functions and segnents, as well as with del ay
tolerance in the NDT providing simulation results back to the
user.

o Inpact and severity of the above itens depend on nany factors,
such as network size, network performance, expected accuracy, and
the depl oynent strategy of NDT enablers (centralized vs.

di stri buted).

olt is likely that a NDT is used by nmultiple users in parallel
This is not an issue when these uses concurrently read state from
the NDT, but chall enges arise when nmultiple users apply changes to
the same NDT. This in fact means that parallel configurations of
the NDT happen and it has to be ensured that these configurations
are not conflicting each other or, in case of a conflict, are
merged in a neani ngful way.

4. NDT Instance -- Functional Conponents and Reference Points

The I RTF s Network Managenent Research Group (NVRG drafted and
publ i shed a Reference Architecture for NDTs. This section

compl enents the NVMRG s NDT reference architecture wthout
interference and adds a few functional elenents in support of the
subsequent discussion section. Wile Section 4.1 depicts an NDT
reference architecture with the focus on selected functions and
reference points, Section 4.2 discusses the roles of some functiona
el ements and reference points.

4.1. NDT reference architecture -- an extended vi ew

The functional architecture of an NDT as described in
[1-D.irtf-nnrg-network-digital-tw n-arch] conprises northbound
interfaces for users or applications to |l everage the NDT' s features,
and sout hbound interfaces towards the physical network and its
conponents to collect data points and enforce control deci sions.

Li ebsch, et al. Expi res 4 Septenber 2025 [ Page 6]



I nternet-Draft NDT Chal | enges March 2025

Figure 2 distills and depicts a few functional additional elements
and reference points that may play a role in tackling the above

chal  enges. The Network Twin Instance (T) conprises an interface
(MT) to a Managenent System that initializes the Network Twin

I nstance, nonitors its operation and applies changes as needed, e.qg.
the scope of the physical network fromwhich a twin should be
created, or changes in the physical network topology that need to be
taken into account for the twin creation. Mnitoring as well as the
enforcement of changes in the physical network rmay be perfornmed
through a network controller (NWController), which is decoupled from
the Network Twin Instance and used by the Network Twin I nstance as
wel |l as by the NDT User (U through the NWController’s northbound

interface (T-Ctrl, U Crl). 1In case of a distributed and
col | aborative deploynment, Network Twin |Instances can utilize a
federation interface (T-T). The role of the illustrated functiona

el ement and reference points in addressing the above challenges is
di scussed in the subsequent Section 4.2
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Figure 2: Functional Elenments and Reference Points of a Network
Digital Twn

4.2. The role of some functional elenents and reference points

The following |list describes the role of the functional elements and
reference points that are highlighted in Figure 2

Li ebsch, et al. Expi res 4 Septenber 2025 [ Page 8]



I nternet-Draft NDT Chal | enges March 2025

o Interpreter -- Receives probe requests with changes that apply
to the Network Twin and additional descriptions to guide the
Network Twin Instance for conputing the result. The U T reference
poi nt may be Intent-based, which requires the Interpreter to
classify the request and determi ne relevant technical attributes
and network function before applying the changes to the Twin
Model .  Any other APl may apply to the U T reference point and can
give the NDT User full control on the attributes that apply to a
particul ar nodel conponent shoul d change.

0 Twin Data and Behavioral Mdel (TDBM-- A nodel of the data and
of the conplete network and its behavior that should be
represented by the NDT, or a sub-network in case of distributed
and col | aborating Network Twi n | nstances.

o Network Controller (NWC) -- Exposes northbound interfaces to the
Network Twin Instance (T-Ctrl) and the NDT User (U-Ctrl). The
northbound interface is used to configure physical network

moni toring and data point collection, as well as to apply changes
to the physical network. The NWC exposes sout hbound interfaces to
the physical network for scheduling nonitoring rules on the

net wor k conponents and function (Ctrl _non), to collect nonitoring
result (Data Points), and to enforce changes in the physica

net wor k
o Data Points Storage -- Stores and structures nonitored data
points in alignment with the Twin Mddel. 1In case of a distributed

and col | aborative depl oynent, the Data Points Storage may hold
only data points associated with the respective sub-network.

o Model Verification -- In case a nmachine |earning nodel is being
used, the nodel may be accurate and valid for some tinme, but may
need to be re-trained in case of re-configurations in the physica
network. A new nodel may be trained in the background while one
nmodel is being used at a time. |In case a nodel turns out to be

i naccurate, a suitable indication may be exposed to all connected
NDT users until a new, nore accurate nmodel is in service

o Model Federation -- A distributed deploynment of multiple Network
Twi n I nstances (T) can be advantageous in many aspects. A single
i nstance can nodel a sub-network conprising only a single network
conmponent or network functions, or nay take a few nei ghbor
conponents and their data points into account. Such strategy can
i ncrease scalability and accuracy due to the | ower vol une on
networ k topol ogy information and data points, as well as the
resulting smaller Twin Mddel. Accuracy may benefit from| ower
transm ssion |atency of data points. Distributed Network Twi n

I nstances can collaborate via the T-T reference points and expose
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conmpl ete nodels to neighboring or all Network Twi n | nstances.
Model aggregati on can be acconplished by a single or multiple
dedi cated Network Twi n | nstances.

For |arge physical networks and their representation as NDT, a

di stributed depl oynent nmay be advantageous in many aspects. For

smal | sub-networks, |n-Network Conputing could be a suitable enabler
to run machine |l earning nodels that represent the NDT of a single or
a few nei ghboring nodes. Training of such sub-network nodel may be
performed on the node with I n-Network Conputing capabilities or by an
ext ernal node.

5. Practical Exanples - Creation and Use of NDTs
5.1. SDNDT - Inplenentation of a Software-defined Network Digital Twin
5.1.1. D scussion

A first architectural and practical challenge is |I) how to extract

i nformati on about the current state of the physical network to the
Network Digital Twin (NDT) and Il1) how to feed back changes fromthe
NDT to the physical network

There are two extrenes:

o A fully distributed approach where each single network el ement
wites its state into a distributed database and changes are fed
back fromthis database to the el enents. NDT users also have to
read and wite state to the distributed database.

o Afully centralized approach is al so possible where a network
controller is in charge of reading and witing fromto the network
el ements. This network controller would have its own data base
and NDT users would solely interact with the network controller

Further we distingui sh between these types of NDTs (though there are
nor e) :

o Static Test System
0 Live Reacting System

The static test systemis the nore sinple type of the two systens.
The overall goal is to be able to create a NDT instance on denand,
whi ch represents the physical network as good as possible. It |acks
the need for dynamic up- dates in either direction, as only a
snapshot is taken on-denmand. By design, changes should only be
applied to either the physical systemor the Digital Twin if
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explicitly desired. In a realistic scenario, the NDT has to be
updated to keep up with changes done on the physical network, but its
sufficient, if the virtual environment gets recreated each tine, as
it should only represent a static state of the systemat a given
time. This approach may | ook overly sinplified, but for a first
proof - of - concept inplenentation it my be the best way, as the numnber
of chall enges and constraints is | ow

The long-termgoal is to have a NDT that is (optimally) in total sync
with the physical environnment or it represents the physical network
as close as possible. This would call for an extension of the static
test systemto a live reacting system i.e., automatic
synchroni zati on of state changes in the physical network to the NDT
and triggered changes fromthe NDT back. However, the live reacting
systemw || need live-data, i.e., real-time updates to the NDT, which
may be challenging in terns of anmount of information and the required
granularity of the data, by the NDT instance.

In order to achieve a first usable inplementation we did limt it to
a fully-centralized approach for a static live test system This
focusses the inplenmentation efforts to extracting configuration and
runtime information fromthe physical network to the NDT and the
feedback fromthe NDT. However, it of course neglects the real-tine
aspect, but getting a first workable solution was and is the goal

5.1.2. Inplementation Overview

For the inplenentation of the live static test systemwe used the
goSDN SDN control |l er [gosdn] as network controller and on top if it a
speci ali zed application, i.e., the venv manager [venv-nanager]. The
emul ati on of the network el ements can be done on virtual machines,

but we did chose to rely on containerlab [containerlab]

Figure 3 shows the principle architecture of the static test system
The rol es of, as described in Section 4.2, Interpreter, federation,
and verification are currently not inplenmented, but will followin
the future. It is distinguished in the physical network and the NDT
part. Fromthe structure both parts are identically:

o0 network controller -- is a SDN controller (SDN cntrl in the
figure) and has the role of reading and witing configuration and
state to and fromthe network elements. The controller is there
in tw instances, in the upper part for the physical network and
in the lower part for the NDT instance.
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0 venv-manager -- is a networking app running on the North-Bound-
Interface (NBlI) of goSDN and is in charge of retrieving the

topol ogy of the physical network and to feed it over the interface
(2) (right hand side) to the NDT instance’s venv-nanager

o0 Controller-to-controller interface -- this interface, (1) in the
figure, is used to synchronize the NDT instance with the
configuration and state data of the physical network and al so from
the NDT back to the physical part.

0 network elenents -- are either physical in the physical network
domai n or enulated ones in the NDT domain (lower part). |n our

i npl ementation with use either virtual nachines or containerlab
for emul ating the physical network el ements.

The MT and U-T reference points are exposed by the goSDN controll er
for the NDT instance.
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Figure 3: Architecture overview of the static test system

The goSDN controller uses gNM w th Yang nodel s, nanmely a subset of
penConfig [openconfig-ym, to represent the configuration and state
data of the network elements and thus the whole network. The gNM
interfaces, with the respective data nodels, is used to inplenent the
Crl _rmon and Crl_conf interfaces, as well as, the collection of data
points. The state of devices is represented in the data nodels
within the controller.

For testing purposes we did use Arista’'s CEOCS docker images within
containerlab, as a comercial counter part, for network el enents.
Further, we have devel oped our own SDN agent, the gnm -target
[danet-gnmi -target], which runs on Linux (tested for debian and
ubuntu) and in the future also on FreeBSD 13. 2- RELEASE and newer

5.1.3. First Findings

The current inplenentation of a NDT instance is usable for a static
test system The inplenentation works with one vendor specific
operating system and our own gnmi-target as SDN agent on a network
el ement. However, the crucial point will be if and how the required
i nformati on can be extracted fromthe physical network. This is
usual ly Il ess a conceptual issue, but nore a practical question what
is accessible with nore | ess standardi zed interfaces.

The current aimwas not to have full-fledged real-tinme live reacting
system but to do the first steps, learn, and then nove on towards
nmore features, such as live feeds

Al so self-1learning behavioral nodel of the network el ements was not
devel oped, as we rely on virtualized versions of the network

el ement’ s operating system such as, Aristas CEOCS or our own SDN
agent on plain Linux. This neglects of course any inpact of the
hardware of a real network elenment, e.g., port or forwardi ng engine
behavi or.

5.2. (QKDN NDT

Quantum Key Distribution Networks (QKDN) are currently being build in
various settings, e.g.,

[ dar pa- gkd] [ cn- gkdn- depl oy] [ de- denbquandt - gkdn] but not limited to
these, mainly at this tine (as of February 2025) for research

pur poses. However, access to the physical KD-networks is limted,
e.g., as the anmpbunt of Quantum Conmuni cati on Mbdul es (QCM avail abl e
is quite limted or as these networks are not accessible by al

i nterested groups.
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This memo will introduce sone reasonings for Network Digital Tw ns of
XDNs in the Section Section 5.2.2, but start with a short overview
of a sinmplified architecture of QKDNs in the next

Section Section 5.2.1.

5.2.1. Sinplified QKN Architecture

This section here is originally taken from
[1-D. danet - gkdn- consi der ati ons] .

The | TU defines an extensive QKDN architecture in Y.3802
[itu-y-3802]. However, for our discussion we use a sinplified
architecture here.

The Figure bel ow shows a sinplified architecture for a single QKDN
domai n.

The Quantum Conmuni cation Modules (QCM are in charge of exchangi ng
random nunbers between 2 QCM or n nodul es for single-source
ent angl ed based systens.

The Key Managenent Systens (KMS) are in charge of allowi ng a secure
end-to-end relay of a secret across the whole domain. They obtain
the encryption keys, or sone initial input to the encryption key,
fromtheir local KM

The Network Controller (NWcntrl) can be used to control and nanaged
the operations of the KM5 and al so t he QCM

(d)  Aeeeeeeeeoe- +  (d)

L | Nwentrl [---------- +

| o e e e e oo o + |

| | (d) |

% % %
+--mna + (a) Ao + (a) +----- +
| KMS | <----- >| KVB | <----- > KMS |
+o--- - + S + +o--- - +

N N N N

| (b) | (b) | | (b)

% % % %
+--mna + (¢) +----- + ----- + C +--mna +
| &M [<----- > QM| | | <----- > QCM |
+o--- - + +o--- - + +----- + +o--- - +

Figure 4: A sinplified single Domain QKDN Architecture

The interfaces between the conponents are:
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* (a) KMs-to-KMs interface: this interface is used to facilitate the
secure key forwardi ng between the KV5

* (b) KM5-to-QCMinterface: this interface is used by the KM5 to
obtain the generated random nunbers fromthe QCM

* (c) CMto-QCMinterface: this interface is used between adjacent
Quant um Conmuni cati on Mbdul es and consi sts actually out of two
interfaces, i.e., the quantumlink and the classical channel

* (d) Network Controller to KMs interface: This interface, if a
control |l er-based approach is used, controls the operation of the
KMS

5.2.2. Use of a NDT in QKDN

Quantum Key Distribution Networks are at this point mainly used in
research and explorative settings, but not as production networks.
Therefore, some architectural questions and technical details are
still to be deternmined in future devel opnents. On the other hand,
Quant um Conmuni cati on Mbdul es (QCM) are now avail abl e and bei ng

depl oyed. Access to these nodul es can be hard to gain, as they are
still limted in nunbers avail able and access on a daily base to run
tests or try outs may be still linmted.

Network Digital Twins could allow to nodel the free-space or optica
quant um channel s for further research, education, devel opment, and
training of staff without the need of direct access to the QCM and
the infrastructure around.

Wiy a QKDN NDT is a good idea
* (a) access tothe QCMis the limted
* (b) access to the operational data out of the @QCMis the linited
5.3. Network Twin of 5G Mobil e System Conponents
5.3.1. Use of a NDT in a 5G system
5th Generation Mbile Comuni cation Systens are to a | arge extent
depl oyed as software and virtualized Network Functions (NF) on cloud
computing platforns. |Individual or groups of NFs can be depl oyed as
virtual instances on top of a Hypervisor or a container runtine.
Har dwar e resources, such as CPU cores and nenory, are shared or, if
supported, bound to particular NF(s). Wile production-grade

solutions include | oad bal ancers and an i npl enentation of suitable
scaling as well as failover strategies, unexpected peaks of |oad may
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still occur and result in service interruption. The actual source of
such failure can be diverse and, for exanple, due to an overload of
al l ocated CPU resources or no |leftover resources for a dynam c scal e-
up procedure, lack of nmenory or even excessive network pressure.
Furthernore, in some cases session states are externalized and
require read/wite operations with either a local volune or an
external database for all session state changes, hence overall system
performance during busy hours have a dependency on network
characteristics and the applied | oad. However, transaction states
are typically treated and stored intrinsically to a NF, which is fast
and does not require network operations.

A Network Digital Twin can help the operator of such systemto
experinment with different workload and investigate the inpact to
different factors of a deployed 5G System This can hel p during
pl anni ng and operations phase to inprove an initial or updated
depl oynent strategy, ainmng at a nore reliable and stable system

5.3.2. Positioning of M.-Mdel for this use case

In particular for a non-real tine use of a NDI, where the twin's
states are not permanently synchronized with the real system DES

| ooks |like a good option for NDT creation. 1In fact, various vendors
of hardware conponents provide nodels of their switches or routers
for simulation purposes. However, |large 5G systemwith a variety of
NFs and custom deci si ons about their deploynment, are difficult to
nmodel .

Furthernore, building a NDT froma real systemthat conprises third
party conponents, e.g. one or nultiple NFs, nay hanper an accurate
design of a nodel follow ng a bottomup approach due to the | ack of
know edge about its software design. Building a nodel of such
components based on an experinmental approach can be a suitable too
to mmc their behavior and eval uate inpact of various |oad figures
to KPIs of interest.

Proven machi ne | earning nodels are suitable to abstract from many
details but can be trained to nodel the behavior of interest.
Downsi de of such approach is the costs in creating accurate nodels,
which requires plenty of data, either retrieved fromthe rea
production systemor froma natching experinental system Once well
desi gned and trained, the nmachine | earning nodel can help to classify
or predict anonalies with good accuracy and speed.

Sui t abl e machi ne | earni ng nodel s need to be sel ected according to the
i ntended use. As exanple, a recurrent neural network (RNN) with | ong
short-termnenory (LSTM is suitable to recognize particular patterns
in a data sequence and predict values [nsw m 2020-autonec]. Such
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characteristics can be | everaged for the prediction on critica
situations in a NDT and counteract such situation in a rea
producti on networK.

5.3.3. Exenplary design and creation

In the context of a 5G System NDT, a nodel of a single or a group of
NFs can be defined as sub-systemunder test and traffic can be
applied to it to enforce a variety of load situations, while a

nmoni toring system continuously captures data points of interest, such
as nmenory- and CPU core utilization, resulting network pressure on
dependent interfaces to external NFs or data repositories. Wile a
proper nodel of NFs can be built based on |ong-term nonitoring of
traffic and NF characteristics in a real production system the
advantage of mirroring the relevant NFs fromthe real production
systeminto an experinmental systemis that the dedi cated sub-system
under test can be over-saturated with traffic and load to enforce
unexpect ed NF behavior or even failures, which contributes to a
richer data set, resulting in a nore accurate nodel that can better
classify or predict a potentially critical situation, which is a key
val ue of a NDT.

For a nodel of 5G core NFs, the sub-system under test can be exposed
to different load figures by neans of a traffic generator, that

emul ates certain operations such as bulk attachnments of nultiple
mobi | e devices. A radio access network (RAN) emulator is a suitable
tool to generate such traffic. Resulting operational steps within a
single of a group of NFs can then be nonitored and recorded in the
view of the target data set with selected features for training a
suitabl e machine | earning nodel. Figure 5 depicts a high-level view
of such experinental setup with two instances of a NF on top of a
comput e system where a nonitor captures data points of interest from
CPU resources, nenory and network interfaces.

Model I'N Model Model Qut
o e e e e e e e e oo s +
- + | +---+  H---+ |
| RAN | | | NF1| | NF2] | --> OpSeq
| Emul ator | OpSeq | +---+ 4---+ |
| R D I R R + |--> CPU_util
| Traffic | | | /CPU [meml /net 1Q | |
| Generator| | +------ +Monitor+------- + |--> nmemuti
- + | |
I [-->
S +
Figure 5: 5G NF nodel training -- Inpact of workload to key

resource figures
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6. | ANA Consi derations
Thi s docunent does not have | ANA consi derati ons.
7. Security Considerations

Security considerations are to be done in future revisions of this
neno.

However, one can inmagine that a NDT instance with a full copy of the
configuration and state information of a conplete network is a huge
trove for any attacker.
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