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1. Introduction

Enrol | ment over Secure Transport (EST) [ RFC7030] defines a set of
HTTPS- based operations for certificate enroll ment and managenent. An
EST server sits between a Certification Authority (CA) and an EST
client and perforns Registration Authority (RA) functions, as
described in [ RFC7030], Section 1. [RFC8951] updates RFC 7030 to
clarify EST transfer-encoding behavior and ASN. 1 details. [RFC9908]
further updates RFC 7030 and RFC 9148 to clarify and enhance the
csrattrs definition.

The responses to the standard EST operations (cacerts, sinpleenroll

sinmpl ereenrol |, and serverkeygen) are encapsul ated in Cryptographic
Message Syntax (CMS) structures [ RFC5652], specifically using the
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appl i cation/pkcs7-mime; snine-type=certs-only content type. Wile
CMVB provides a well-established container format, parsing it requires
code that may be unnecessary or unavailable in some EST depl oynments

[ RFC7228] .

EST- coaps [ RFC9148] addresses EST over CoAP and DTLS by defining
shorter resource paths, using CoAP Bl ock-Wse Transfer for
fragmentation, and allow ng binary ASN. 1 payl oads. It also defines
Cont ent - Format 287 (application/pkix-cert) as a non-CM singl e-
certificate response format that can be sel ected using CoAP content
negotiati on. However, RFC 9148 prinmarily specifies EST semantics for
CoAP- based networ ks and does not define the HTTPS operations or the
CRL netadata and retrieval operations defined in this docunment. The
relationship with RFC 9148 is discussed in Appendix D.

Thi s docunent al so addresses two functional gaps. First, [RFC7030]
provi des no capability-di scovery operation for these new operations,
so an EST client would otherwi se need to rely on out- of - band
configuration or probing. The ucacaps operation enables the client
to di scover server support explicitly. Second, [RFC7030] does not
define in-band CRL netadata or retrieval operations; revocation
information is normally obtained fromCRL Distribution Point (CDP)
URIs carried in certificates. The ucrlinfo operation supports

| i ght wei ght freshness checks, and the ucrl operation provides an EST-
based retrieval path when the full CRL is needed.

Thi s docunent adds ei ght new operations to [ RFC7030], Section 4
(Protocol Exchange Details), as sunmmarized in Table 1:
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B ool s s e e
| New Operation | Based on RFC | Auth | Response For mat |
| | 7030 Operation | | |
[ sty s e fu sy o p—_—
| ucacaps | _(new) | No | text/plain keyword |
I I I | Iist I
Fom e S ommmo - oo +
| ucacert | _(new) _ | No | application/pkix-cert

| | | | (single CA cert) |
o e e e e oo S +o-m - - o e e e e e e oo +
| ucacerts | cacerts | No | application/pem |
| | ([RFC7030], | | certificate-chain |
| | Section 4.1) | | |
o e e e e oo - oo o - Fom e e - - Tt +
| ucrlinfo | _(new) _ | No | text/plain (CRL |
| | | | metadat a) |
Fom e Fom e Foommo- oo +
| ucrl | _(new) _ | No | application/pkix-crl |
Fom e Fom oo ommmo - oo +
| usinpleenroll | sinpleenroll | Yes | application/pkix-cert |
| | ([RFC7030], | | |
| | Section 4.2.1) | | |
Fom e oo Foommo- Fom oo +
| usinplereenroll | sinplereenroll | Yes | application/pkix-cert |
I | ([RFC7030], I I I
| | Section 4.2.2) | | |
o e e e oo o e R o e e e e +
| userverkeygen | serverkeygen | Yes | application/x-pem |
| | ([RFC7030], | | file (key + cert) |
| | Section 4.4) | | |
Fom e Fom oo ommmo - oo +

Table 1: New Operations Defined in This Docunent
These eight operations fall into four categories: capability

di scovery (ucacaps), CA certificate retrieval (ucacert, ucacerts),
CRL netadata and retrieval (ucrlinfo, ucrl), and certificate
enrol I ment and server-si de key generation (usinpleenroll

usi npl ereenrol |, userverkeygen).

The "u" prefix is used consistently across all eight new operations.
For the six operations whose responses carry DER or PEM payl oads
(ucacert, ucacerts, ucrl, usinpleenroll, usinplereenroll
userverkeygen), it denotes "unencapsul ated": their responses carry
DER or PEM payl oads without a CM5 wrapper. For ucacaps (capability
di scovery) and ucrlinfo (CRL netadata), there is no CV5 equival ent;
the "u" prefix is used solely to nmaintain a consistent nam ng
convention with the other operations in this docunent.
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Al'l security requirenments inposed by [ RFC7030] on the correspondi ng
RFC 7030 operations (cacerts, simpleenroll, sinplereenroll

server keygen) apply equally to the correspondi ng operations defined
in this docunent. Refer to Section 8 for security considerations
specific to these new operati ons.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The following terns from [RFC7030] are used in this docunent:

EST client: The entity that contacts the EST server to obtain
certificates or CAinformation, as defined in [ RFC7030],
Section 1.

EST server: The entity that processes EST requests, typically acting
as an RA between the EST client and the CA, as defined in
[ RFC7030], Section 1.

CA: Certification Authority. The entity that issues X 509
certificates [RFC5280].

CSR  Certificate Signing Request. A PKCS#10 [ RFC2986] nessage used
by an EST client to request certificate issuance.

PoP: Proof of Possession. Verification that the requester holds the
private key corresponding to the public key in the CSR, as
described in [ RFC7030], Section 3.4.

3. EST URL Structure and Path Conponents

The operations in this docunment follow the sane URI path structure

defined in [ RFC7030], Section 3.2.2. Retrieval operations (ucacaps,

ucacert, ucacerts, ucrlinfo, ucrl) use HITP GET:

GET /.wel | - known/ est/ <operati on>
GET /.wel | -known/ est/ <l abel >/ <oper ati on>

Enrol | ment operations (usinpleenroll, usinplereenroll, userverkeygen)
use HTTP PGST

PCST /. wel | - known/ est/ <operati on>
POST /. wel | - known/ est/ <l abel >/ <oper ati on>
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An EST server MJST return HTTP 405 (Method Not Allowed) if a client
uses POST for a retrieval operation or GET for an enroll nent
operati on.

In the URI tenpl ates above, <operation> is one of: ucacaps, ucacert,
ucacerts, ucrlinfo, ucrl, usinpleenroll, usinplereenroll, or
userver keygen.

The optional <l abel> path segnent follows [RFC7030], Section 3.2.2:
an EST server MAY use an additional path segnent before the operation
nane to distinguish services for nultiple CAs or certificate
profiles. The <label> MJUST NOT be the sane as any defined operation
nane. The internal structure and interpretation of <label> are

out side the scope of this docunent; for exanple, it may be a single
opaque token that identifies a CA and certificate profile, or a

sl ash-separated pair of the form <ca-nanme>/<cert-profile>

3. 1. Base64 Transfer

[ RFC8951] deprecates use of Content-Transfer-Encoding for EST. The
new operations defined in this docunent follow that guidance.

For operations that return DER payl oads (application/pkix-cert,
application/pkix-crl), the response body MJST be the Base64 encodi ng
defined in [ RFC4648] of the DER object. Servers MJST NOT include a
Cont ent - Tr ansf er - Encodi ng header.

For POST operations that submit a PKCS#10 CSR, the request body MJST
be the Base64 encodi ng defined in [ RFC4648] of the DER-encoded
PKCS#10 object. dients and servers inplenenting this document MJST
NOT require or generate a Content-Transfer-Encodi ng header for these
operati ons.

The ucacaps, ucrlinfo, ucacerts, and userverkeygen operations already
return textual payloads and therefore do not require any additiona
transfer-encodi ng mechani sm

The ucacert, ucacerts, and ucrl retrieval operations support HITP
caching. EST servers SHOULD provi de cachi ng nmetadata on successfu
authoritative responses so that clients and HTTP i nternedi ari es can
reuse them EST clients SHOULD cache authoritative responses locally
and refresh them according to the advertised freshness information.
Aut horitative responses for these operati ons MJUST NOT include Pragna
no- cache, Cache-Control: no-cache, or Cache-Control: no-store.
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4.

4.

4.

4.

EST Server Capability Discovery

EST [ RFC7030] does not provide a mechanismfor EST clients to
di scover which operations an EST server supports before invoking
them This section defines the ucacaps operation for that purpose.

EST clients SHOULD i ssue a ucacaps request before using any of the
ot her operations defined in this docurment, to confirmthat the EST
server supports the intended operation

1. ucacaps
1.1. Request

The EST client requests the server’s capability list using the HITP
GET nethod. No request body is sent. The EST server SHOULD NOT
require client authentication for this operation, consistent with

[ RFC7030], Section 4.1.2.

GET /.wel | - known/ est/ <l abel >/ ucacaps

1.2. Response

On success, the EST server returns HTTP status 200 with:
* Content-Type: text/plain

* Body: A plain-text list of capability keywords, one keyword per
line. Lines MJST be ternminated by <CR><LF> or <LF>. Keywords are
unquot ed and case-insensitive; EST clients MIJST match themin a
case-insensitive nmanner.

The EST server SHOULD use the canonical |owercase formdefined in
Section 4.1.4. The EST server MAY advertise additional,

i npl ement ati on-specific keywords not defined in this docunment. EST
clients MJST ignore any unknown keywords.

If the EST server supports none of the capabilities listed in
Section 4.1.4, it SHOULD return an enpty body. An EST client that
receives an enpty body SHOULD interpret the response as if none of
the capabilities are supported. An EST client that receives an HITP
error response to a ucacaps request SHOULD assume that only the
operations defined in [ RFC7030] are supported and MJST NOT attenpt
the operations defined in this docunent.
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4.1.3. Choice of Capability-List Format

The ucacaps response uses text/plain rather than JSON or CBOR because
the informati on being conveyed is intentionally limted to an
unordered set of capability keywords. A line-oriented keyword |i st
can be parsed with mninmal code, can be inspected manual ly, and does
not require a JSON, CBOR, or CMS parser. This is consistent with the
pur pose of this docunent: reducing parsing requirements in EST

depl oynents that do not inplenent CVB

JSON and CBOR are both suitable fornats when a protocol needs
structured val ues, nested data, typed fields, or extensible objects.
The ucacaps response does not require those properties. Each
advertised capability is a single token, unknown tokens are ignored,
and absence of a token has a sinple meaning. Adding a structured
encoding for this operation would therefore increase inplenentation
requi renents wthout adding protocol semantics.

Future specifications that need to adverti se paraneters associ ated
with a capability, such as algorithmlists, profile identifiers, size
limts, or transport-specific options, can define additiona
capability keywords or a separate structured di scovery operation

Such an extension would be preferable to overloading the sinple
ucacaps keyword list with structured data.

4.1.4. Capability Keywords
The foll owi ng keywords are defined. An EST server MJST include a
keyword in the ucacaps response if and only if it supports the
correspondi ng operati on.

RFC 7030 operations (see also Table 2):
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| Keyword | Description |
[§ oo b s o oo
| cacerts | EST server supports cacerts ([RFC7030], |
| | Section 4.1) |
S o m o oo +
| sinpleenroll | EST server supports sinpleenroll |
| | ([ RFC7030], Section 4.2.1) |
o e T +
| sinplereenroll | EST server supports sinplereenroll |
| | ([ RFC7030], Section 4.2.2) |
S o m o oo +
| fullcnc | EST server supports fullcntc ([ RFC7030], |
| | Section 4.3) |
o e T +
| serverkeygen | EST server supports serverkeygen |
| | ([ RFC7030], Section 4.4) |
S o m o e oo +
| csrattrs | EST server supports csrattrs ([RFC7030], |
| | Section 4.5, as updated by [ RFC9908]) |
o e T +

Tabl e 2: ucacaps Keywords for RFC 7030 Operations

RFC 8295 operations (see also Table 3):
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+::::::::::::::::+:::::::::::::::::::::
| Keyword | Description

[S pleemsfomms b emses s esoe s ess s ese el oefsese s fes e
| pal | EST server supports
o a o Fom e e e e e oo s
| eecerts | EST server supports
| | Section 3)
S o e e e e e a e oo
| crls | EST server supports
| | Section 4)
o a o Fom e e e e e oo s
| symmetrickeys | EST server supports
I | Section 5.1)
S o e e e e e a e oo
| symmetrickeys/ | EST server supports
| return | ([ RFC8295], Section
o a o Fom e e e e e oo s
| firnmnare | EST server supports
I | Section 6.1)
S o e e e e e a e oo
| firnnare/ | EST server supports
| return | ([ RFC8295], Section
o a o Fom e e e e e oo s
| tamp | EST server supports
| | Section 7.1)
S o e e e e e a e oo
| tanp/return | EST server supports
| | Section 7.2)
o a o Fom e e e e e oo s
| serverkeygen/ | EST server supports
| return | ([ RFC8295], Section
S o e e e e e a e oo

Tabl e 3: ucacaps Keywords for

:::::::::::::::::::::::::::+

I
sy o}
pal ([RFC8295], Section 2) |
___________________________ +
eecerts ([ RFC8295], |

I
........................... +
crls ([ RFC8295], |

I
___________________________ +
symetri ckeys ([ RFC8295], |

I
........................... +
symetri ckeys/return |
5.2) |
___________________________ +
firmvare ([RFC8295], |

I
........................... +
firmvare/return |
6.2) I
___________________________ +
tanmp ([ RFC8295], |

I
........................... +
tanmp/return ([ RFC8295], |

I
___________________________ +
server keygen/return |
8.2) |
........................... +

RFC 8295 (perati ons

Qperations defined in this docunent (see also Table 4):
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EST server supports userverkeygen

(Section 7.4)
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si npl eenr ol |
An EST server inplenenting this
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u
u
u
u
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Thi s response indicates that the EST server supports the three
mandat ory RFC 7030 operations, serverkeygen, the RFC 8295 crls
operation, and all operations defined in this docunent.

5. Distribution of CA Certificates

This section defines two operations that provide EST clients with CA
certificate material. wucacert is a new operation with no RFC 7030
equi val ent. ucacerts is an alternative encoding of the cacerts
operation ([ RFC7030], Section 4.1), returning the chain as a PEM
encoded certificate chain (application/pemcertificate-chain

[ RFC8555]) without a CM5 w apper.

5.1. ucacert
The ucacert operation returns the issuing CA certificate for the
requested EST service as a single DER-encoded X. 509 certificate.
This differs fromcacerts in tw inportant ways: (1) only the issuing
CA certificate is returned, not the full certificate chain; and (2)
the certificate is returned without a CM5 wrapper.

5.1.1. Request
The EST client requests the CA certificate using the HTTP GET net hod.
No request body is sent. The EST server SHOULD NOT require client
aut hentication for this operation, consistent with [ RFC7030],
Section 4.1.2.
GET /.wel | -known/ est/ <l abel >/ ucacert

5.1.2. Response
On success, the EST server returns HITP status 200 with:
* Content-Type: application/pkix-cert

* Body: The Base64 encoding of the DER-encoded X 509 certificate
[ RFC5280] of the issuing CA

The returned certificate is the issuing CA certificate for the
requested EST service context, as selected by the EST server for the
target <label> (if any). The response contains exactly one
certificate.
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Successful ucacert responses SHOULD i nclude HTTP cachi ng net adat a.
In particular, EST servers SHOULD include ETag and Last-Modified
headers. EST servers SHOULD i ncl ude Cache-Control and Expires
headers when the certificate lifetine or the local CA-certificate
repl acenent policy provides a neani ngful freshness bound.

5.1.3. Relationship to cacerts

5.

5

5.

The cacerts operation ([RFC7030], Section 4.1) returns the ful
certificate chain (issuing CA plus any internedi ate and root CAs)
wrapped in a CVS certs-only structure (application/pkcs7-mme; sm ne-
type=certs-only).

ucacert differs in two respects:

1. *Scope*: ucacert returns only the issuing CA certificate; the
full chain is not included. EST clients that need the full chain
for path validation should use ucacerts (Section 5.2) or cacerts
([ RFC7030], Section 4.1).

2. *Format*: The certificate is returned as the Base64 encoding of a
singl e DER-encoded X. 509 certificate [ RFC5280], with no CMS
W apper.

2. ucacerts

The ucacerts operation returns the CA certificate chain for the

requested EST service ([ RFC7030], Section 4.1.2) as a PEM encoded

certificate chain (application/pemcertificate-chain), w thout a CVMB
wWr apper.
2.1. Request

The EST client requests the CA certificate chain using the HITP GET

met hod. No request body is sent. The EST server SHOULD NOT require

client authentication for this operation, consistent with [ RFC7030],

Section 4.1.2.

CET /.wel | -known/ est/ <l abel >/ ucacerts

2.2. Response
On success, the EST server returns HTTP status 200 with:

* Content-Type: application/pemcertificate-chain
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* Body: A PEM encoded certificate chain [ RFC8555] containing one or
more certificates. The first certificate is the issuing CA
certificate; subsequent certificates are the trust chain up to and
including the root CA, each encoded as a CERTI FI CATE PEM bl ock

Successful ucacerts responses SHOULD include HTTP cachi ng met adat a.
In particular, EST servers SHOULD include ETag and Last-Mdified
headers. EST servers SHOULD i ncl ude Cache-Control and Expires
headers when the chain lifetime or the local CA-certificate

repl acenent policy provides a neaningful freshness bound.

5.2.3. Conparison to cacerts

The cacerts operation ([RFC7030], Section 4.1) waps the certificate
chain in a CM5 certs-only structure. wucacerts delivers the same
chain as concatenated PEM bl ocks that many TLS and PKI libraries can
parse directly without a CVS |library.

6. Distribution of Certificate Revocation Lists

This section defines the ucrlinfo and ucrl operations. Neither
operation has an equivalent in [RFC7030]. [RFC8295] defines the crls
EST extension for distribution of one or nore CRLs (and ARLs), but it
does not define a |ightweight CRL-netadata operation corresponding to
ucrlinfo. Revocation status is also commonly obtained via the CRL
Distribution Points (CDP) extension in issued certificates. The
ucrlinfo operation returns |ightweight metadata for the current CRL,

i ncluding CRL nunber, validity wi ndow, issuer, and SHA- 256
fingerprint, wi thout downl oading the full CRL body. The ucrl
operation provides an in-band retrieval path for that sane current
CRL when the full object is needed.

6.1. wucrlinfo

The ucrlinfo operation returns netadata about the current CRL for the
target CA without downl oading the full CRL body. This enables an EST
client to check whether its locally cached CRL is still current (by
compari ng nextupdate, crlnunber, or sha256sum) before deciding to
issue a ucrl request. Unlike the RFC 8295 crls operation, ucrlinfo
does not describe a set of CRLs; it describes only the current CRL
sel ected by the EST server for the target CA

6.1.1. Request
The EST client requests the CRL netadata using the HITP GET net hod.
No request body is sent. The EST server SHOULD NOT require client

authentication for this operation, consistent with [ RFC7030],
Section 4.1.2.
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GET /.wel |l -known/ est/ <l abel >/ ucrlinfo

6.1.2. Response
On success, the EST server returns HTTP status 200 with:
* Content-Type: text/plain

* Body: A plain-text list of CRL netadata fields, one field per
line. Lines MIST be term nated by <CR><LF> or <LF>. Each line
has the form <name>=<value>. Field order is not significant; EST
clients MJUST accept fields in any order and MJST i gnore unknown
field nanes.

Fi el d nanes are case-insensitive; the canonical (registered) formis
| owercase as shown in Table 5. EST servers SHOULD use the canonica
| owercase form EST clients MUST natch field nanmes in a case-

i nsensitive manner.

The defined fields are listed in Table 5. Date/tine values are
expressed as Unix time (seconds since 1970-01-01T0O: 00: 00Z2) .

[ ety el Ly o
| Field name | Val ue | Presence

| sha256sum | Base64-encoded SHA-256 digest of the | MUST |
| | DER-encoded CRL | |
R T TS +
| issuer | Single-line Base64-encoded DER encoding | MJST |

| | of the CRL issuer field ([RFC5280], | |
| | Section 5.1.2.3) | |

| thisupdate | thisUpdate tinme of the CRL as Unix tine | MJST |
| | (seconds since 1970-01-01TO00: 00: 002) | |
| | ([ RFC5280], Section 5.1.2.4) | |

Fom e e o - o m e e e e e e e e e e e e e e e e eeoe—o - S +
| nextupdate | nextUpdate tine of the CRL as Unix tinme | MUST if |
| | (seconds since 1970-01-01T00: 00: 002) | present |
| | ([ RFC5280], Section 5.1.2.5) | in CRL |
R T TS +
| crlnunber | Decinal representation of the CRL | MUST if |
| | Nurber extension value ([ RFC5280], | present

| | Section 5.2.3) | in CRL |
Fomm e oo - o e e e e e e e e e e e e e e e e e e e e memao o Fomm oo - +

Table 5: ucrlinfo Response Fields
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6.1.3. Choice of CRL-Mtadata Fornmat

The ucrlinfo response uses text/plain rather than JSON or CBOR
because the response is a small set of independent nanme=val ue fi el ds.
The val ues are already encoded as sinple strings: Unix tinme val ues
for freshness checks, decimal text for the CRL nunber, and Base64
text for binary DER or digest values. A line-oriented format lets an
EST client conpare freshness indicators and deci de whether to

downl oad the CRL without adding a JSON, CBOR, CMS, or ASN.1 parser
for the netadata response itself.

JSON or CBOR woul d be useful if ucrlinfo needed nested objects,
arrays, typed alternatives, or conplex policy information. This
operation deliberately avoids those semantics. Field order is
insignificant, unknown fields are ignored, and each defined field has
a single textual representation, so a structured contai ner woul d add
i npl ementation cost without changing the protocol semantics.

Future specifications that need richer revocation netadata can define
additional fields with sinple textual encodings or a separate
structured operation. Such an extension would be preferable to
changi ng the base ucrlinfo response fornat.

Exanpl e response:

sha256sumef cWNz1VM F2wj 4/ ozl a0+Aqj 5s0c4f Hkkj YB8d260F0=
i ssuer =M Hx M®BwWCQYDVQQRGEWJ ERTEP. . .

t hi supdat e=1735732800

next updat e=1736337600

crl number =42

If no current CRL is available, the EST server MUST return HITP
status 503 (Service Unavailable). The server MAY include a Retry-
After header to indicate when the CRL is expected to becone
avai | abl e.

6.2. ucrl
The ucrl operation returns the current CRL for the target CA as a
DER-encoded CRL. Unlike the RFC 8295 crls operation, which

distributes one or nore CRLs in a CRL package, ucrl returns only the
single current CRL selected by the EST server for the target CA
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6.

6.

7.

2.

2.

1.

1. Request

The EST client requests the current CRL using the HTTP GET net hod.
No request body is sent. The EST server SHOULD NOT require client
authentication for this operation, consistent with [ RFC7030],
Section 4.1.2.

GET /.wel | -known/ est/ <l abel >/ ucrl

2. Response

On success, the EST server returns HTTP status 200 with:
* Content-Type: application/pkix-crl

* Body: The Base64 encodi ng of the DER-encoded X 509 CRL [ RFC5280]
of the target CA

Successful ucrl responses SHOULD include HTTP caching netadata. In
particul ar, EST servers SHOULD i nclude Last-Modified, ETag, Expires,
and Cache-Control headers. Wen present, Last-Mdified SHOULD
reflect the CRL thisUpdate value, and Expires SHOULD reflect the CRL
next Updat e val ue. The Cache-Control header SHOULD i ncl ude a nax-age
value no later than the adverti sed nextUpdate, together with the
public, no-transform and must-revalidate directives.

If no current CRL is available, the EST server MJST return HTTP
status 503 (Service Unavailable). The server MAY include a Retry-
After header to indicate when the CRL is expected to becone

avai l abl e.

Client Certificate Request Functions

This section defines three enroll ment operations that extend the
Client Certificate Request Functions of [RFC7030], Section 4.2 and
the Server-Side Key Ceneration operation of [RFC7030], Section 4.4.

Client Authentication

The enrol | nent operations defined in this section (usinpleenroll,

usi npl ereenrol |, and userverkeygen) require client authentication.
The client authentication requirenments are unchanged from [ RFC7030].
EST clients and EST servers MJST follow [ RFC7030], Section 3.2.3 and
[ RFC7030], Section 3.3.2 for client authentication, respectively.
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7.2. usinpleenrol
The usinmpl eenrol | operation requests a new certificate fromthe EST
server ([RFC7030], Section 4.2.1) and returns the issued certificate
as a DER-encoded X 509 certificate.

7.2.1. Request

An authenticated EST client submits a PKCS#10 CSR [ RFC2986] using the
HTTP POST net hod.

The request body is the Base64 encodi ng of the DER- encoded PKCS#10
CSR.

POST /. wel | - known/ est/ <l abel >/ usi npl eenr ol
Cont ent - Type: application/pkcsl0

<Base64- encoded DER CSR>

The CSR MJST include a valid PoP signature. The EST server MJST

verify the PoP signature against the public key in the CSR before

issuing a certificate, as required by [ RFC7030], Section 3.4.
7.2.2. Response

On success, the EST server returns HITP status 200 with:

* Content-Type: application/pkix-cert

* Body: The Base64 encodi ng of the DER-encoded X. 509 certificate
[ RFC5280] issued for the subject in the CSR

7.2.3. Conparison to sinpleenrol
The sinpleenroll response ([ RFC7030], Section 4.2.3) waps the issued
certificate in a CM5 certs-only structure (application/pkcs7-m ne;
smi me-type=certs-only). usinpleenroll returns that certificate as
the Base64 encodi ng of a single DER-encoded certificate.

7.3. usinplereenrol
The usinpl ereenrol| operation renews or rekeys an existing

certificate ([RFC7030], Section 4.2.2) and returns the renewed
certificate as a DER-encoded X 509 certificate.
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7.3.1. Request

An aut henticated EST client submts a PKCS#10 CSR for re-enroll nment
usi ng the HTTP PCST net hod.

The request body is the Base64 encodi ng of the DER- encoded PKCS#10
CSR.

POST /. wel | - known/ est/ <l abel >/ usi npl er eenr ol
Cont ent - Type: application/pkcsl0

<Base64- encoded DER CSR>

Re-enrol | ment processing follows [ RFC7030], Section 4.2.2.
7.3.2. Response

On success, the EST server returns HTTP status 200 with:

* Content-Type: application/pkix-cert

* Body: The Base64 encodi ng of the DER-encoded renewed X 509
certificate.

7.3.3. Conparison to sinplereenrol

The sinpl ereenroll response ([ RFC7030], Section 4.2.3) waps the
renewed certificate in a CMS certs-only structure. usinplereenrol
returns that certificate as the Base64 encodi ng of a DER-encoded
certificate.

7.4. userverkeygen

The userverkeygen operation requests server-side key generation and
returns the generated private key and certificate ([ RFC7030],
Section 4.4).

7.4.1. Request

An authenticated EST client requests server-side key generation by
submitting a PKCS#10 CSR using the HITP POST net hod. Because the key
pair is generated by the EST server, the SubjectPublicKeylnfo in the
CSR SHOULD be absent or contain a placeholder. EST servers MJST NOT
require a specific public key to be present. Likew se, the CSR
signature is only a placehol der because the client possesses no
correspondi ng private key. The EST client MAY use the id-alg-
unsigned algorithm (O D 1.3.6.1.5.5.7.6.36) defined in [ RFC9925] to
signal explicitly that the signature field is intentionally unsigned.
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EST servers MJST accept CSRs that use id-al g-unsigned.

The request body is the Base64 encodi ng of the DER-encoded PKCS#10
CSR.

POST /. wel | - known/ est/ <l abel >/ user ver keygen
Cont ent - Type: application/pkcsl0

<Base64- encoded DER CSR>

Unli ke usinpleenroll, the EST server MJST NOT verify a PoP signature
for userverkeygen because no client-generated public key is being
certified (consistent with [ RFC7030], Section 4.4.1). |If the CSR
uses id-al g-unsigned ([ RFC9925]), there is no signature value to
check.

7.4.2. Response
On success, the EST server returns HITP status 200 with:
* Content-Type: application/x-pemfile

*  Body: A sequence of PEM textual encodings [ RFC7468] contai ning
exactly two | abel -value pairs in the follow ng order

1. PRI VATE KEY: the PKCS#8 [ RFC5958] DER-encoded private key,
Base64- encoded within the PEM encapsul ati on boundary.

2. CERTIFI CATE: the DER-encoded X 509 certificate [ RFC5280]
i ssued for the generated key pair, Base64-encoded within the
PEM encapsul ati on boundary.

Not e: The nedia type application/x-pemfile is a wi dely depl oyed
convention for PEM encoded ([ RFC7468]) cryptographic objects. It
predates the | ETF nmedia type registration process and is not
registered in the I ANA Media Types registry. No | ANA-registered
medi a type currently exists for a single nmessage body carrying
both a private key and a certificate in PEMtextual encoding.
Thi s docunent uses application/x-pemfile to remain consistent
with existing deploynents. A future revision MAY register an
appropriate nmedia type with I ANA and update this specification
accordingly.

Exanpl e response body:
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----- BEG N PRI VATE KEY-----
<Baseb64- encoded PKCS#8 private key>

————— BEG N CERTI FI CATE- - - - -
<Base64- encoded X. 509 certificate>
----- END CERTI FI CATE- - - - -

The EST server SHOULD delete the private key fromits storage as soon
as the response has been transmtted successfully, unless the

depl oynent policy requires retention for key escrow or disaster
recovery (see Section 8). The private key is protected only by the
TLS channel ; no additional encryption is applied.

7.4.3. Conparison to serverkeygen

The serverkeygen response ([ RFC7030], Section 4.4.2) uses a

mul tipart/mxed M ME response containing a PKCS#8 part and a CVB
certs-only part. userverkeygen delivers the sanme material in a
single PEMfile, elinmnating the need for a MME multipart parser and
a CMVB library.

8. Security Considerations

The security requirenments of [RFC7030] apply in full to al
operations defined in this docunment. The follow ng subsections
address security considerations specific to the new operations.

8.1. Transport Security

Al'l operations defined in this document MJST be carried out over
HTTPS (HTTP over TLS) as required by [RFC7030], Section 3.

I mpl enent ati ons MUST NOT fall back to plain HTTP. EST servers MJST
present a TLS certificate that EST clients can validate against a
configured trust anchor, and EST clients SHOULD reject server
certificates that cannot be validated.

I mpl enent ers SHOULD consult [ RFC7925] for guidance on TLS version,
ci pher suite selection, and certificate profiles when those
recomendati ons are applicable to the depl oynent.

8.2. dient Authentication

The ucacaps, ucacert, ucacerts, ucrlinfo, and ucrl retrieva
operations follow the same authentication policy as the cacerts
operation defined in [RFC7030], Section 4.1.2: the EST server SHOULD
NOT require client authentication for these operations. CRLs and
related CRL netadata are public information that relying parties nust
be able to retrieve w thout inpedinent; requiring authentication for
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ucrlinfo or ucrl would hinder revocation checking, consistent with
the design intent of CRL distribution points in [RFC5280].

Enrol | ment operations (usinpleenroll, usinplereenroll, userverkeygen)
MUST require client authentication as specified in Section 7.1

When HTTP Basic authentication is used, the considerations in

[ RFC7030], Section 3.2.3 apply. |In particular, the user:password
credential is Base64-encoded and visible to any observer that can
read the TLS plaintext. Basic authentication MJUST therefore only be
used inside a TLS session. EST servers SHOULD rate-linmit failed
authentication attenpts to mtigate brute-force attacks agai nst user
credenti al s.

VWhen TLS client certificate authentication is used, the requirenents
and considerations in [ RFC7030], Section 3.3.2 apply.

8.3. Proof of Possession

usi npl eenrol | and usi npl ereenroll MJST verify the PoP signature in
the PKCS#10 CSR before issuing a certificate, as required by

[ RFC7030], Section 3.4. An EST server that skips PoP verification
may issue certificates for public keys that the requester does not
control, underm ning the binding between the certified key pair and
t he subscri ber.

The userverkeygen operation does not require PoP verification because
the EST server generates the key pair itself (see [ RFC7030],

Section 4.4.1). The authenticity of the request is therefore
established solely by client authentication (Section 8.2). EST
servers MJST enforce client authentication at |east as strongly for
userverkeygen as for the other enroll ment operations.

8.4. Private Key Delivery

The userverkeygen operation delivers a generated private key to the
EST client over TLS in a PEMfile. This follows the sane nodel as
the serverkeygen operation in [RFC7030], Section 4.4. The follow ng
addi ti onal considerations apply:

* The EST server SHOULD del ete the generated private key i medi ately
after the response has been transmitted successfully. |If the
depl oynent requires the server to retain a copy (e.g., for key
escrow or di saster recovery), the private key MJIST be stored in
encrypted formw th access controls that restrict retrieval to
aut hori zed personnel only.
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8.

8.

* EST clients MJUST verify the EST server’s TLS certificate before

5

6

transmtting the enroll ment request, as the TLS channel is the
only confidentiality protection for the delivered private key.

* Server-side key generation is generally discouraged when the EST

client is capable of generating its own key pair; see [RFC7030],
Section 6 for further guidance.

* The PEM response contains the private key in a PRI VATE KEY bl ock

with no encryption. EST clients MJST store the key materi al
securely imedi ately upon receipt (e.g., inmport it into a hardware
security nodule or an encrypted key store) and MJST NOT wite it
to unprotected storage.

Response Integrity and Trust Anchor Bootstrapping

The ucacert, ucacerts, and ucrl operations return PKI objects over a
TLS-protected channel wi thout an additional application-I|ayer
signature. EST clients MJST validate received certificates and CRLs
agai nst an i ndependently configured trust anchor.

When boot strapping a device that does not yet possess a trust anchor,
the initial ucacert or ucacerts exchange is subject to the sane

consi derations as the cacerts bootstrap operation described in

[ RFC7030], Section 4.1.1. EST clients SHOULD fol |l ow the gui dance in
[ RFC7030], Section 3.6 (Server Authorization) for trust anchor

sel ection, and SHOULD use an Inplicit Trust Anchor ([RFC7030],
Section 3.6.2) only when an Explicit Trust Anchor is not avail able.

Subj ect Nane and SAN Validation for Re-enroll nent

The usinplereenroll operation identifies the certificate to be
renewed by the subject DN (and optionally SAN) carried in the CSR
consistent with [ RFC7030], Section 4.2.2. EST servers MJST ensure
that the authenticated requester is authorized to renew the
certificate identified by that subject identity.

When the id-cntc-changeSubj ect Nanme attribute is present in the CSR
the EST server MJST validate that the requested new subject DN and
SAN val ues are within the policy pernmitted for the authenticated
requester and the selected certificate profile.
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8.

8.

9

9

7. Capability Discovery Security

The ucacaps operati on SHOULD NOT require client authentication
(consistent with [ RFC7030], Section 4.1.2) and returns its response
wi t hout any application-layer signature. Therefore, an on-path
attacker that can intercept the TLS session could return a
mani pul ated capability list. For exanple, the attacker could onit
userverkeygen to prevent key generation or omt ucrlinfo and ucrl to
interfere with CRL checki ng.

EST clients SHOULD treat the ucacaps response as advisory infornmation
only. EST clients SHOULD NOT rely on it as a security enforcenent
mechanism I n particular, a negative ucacaps response (e.g., an
absent keyword) MJST NOT cause an EST client to fall back to |ess
secur e behavi or.

EST clients that obtain the ucacaps response via a TLS session in
whi ch the server certificate has been validated agai nst an Explicit
Trust Anchor MAY treat the response as reliable.

8. Deni al - of - Servi ce Consi derati ons

The ucrl operation returns the full CRL, which nmay be large. EST
servers SHOULD i nplenment rate limting and response size linits to
prevent resource exhaustion from concurrent CRL downl oad requests.
EST clients SHOULD call wucrlinfo before ucrl to determ ne whether the
locally cached CRL is still current. |If the crlnunber, nextupdate,
or sha256sumfields indicate no change since the | ast downl oad, the
client SHOULD refrain fromissuing a ucrl request. EST clients that
cache the CRL locally SHOULD use the nextupdate field fromucrlinfo
(or fromthe cached CRL itself) to determine when to refresh, and
SHOULD NOT poll nore frequently than necessary.

I ANA Consi derati ons
Thi s docunent nakes no requests to | ANA
1. Media Types (Informative)
The operations defined in this docunent use the nedia types listed in
Table 6. Al types except application/x-pemfile are already

registered in the 1 ANA Medi a Types registry; no new registrations are
requested by this docunent.
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10.

10.

| Media Type | Used by | Registered in

[ sy oo ey s el
| application/pkcsl0 | Request body for | [ RFC5652] |
| | enroll ment operations | |
Fom e Fom oo oo - +
| application/pkix-cert | Response body for | [ RFC2585] |
| | ucacert, usinpleenroll, | |
| | usinplereenroll | |
o e e e e e e oo o e e e e e e e e oo oo S +
| application/pkix-crl | Response body for ucrl | [RFC2585] |
oo Fom oo oo +
| application/ | (existing cacerts/ | [ RFC8551] |
| pkcs7-m ne | sinpleenroll format, | |
| | for reference) | |
o e e e e e e oo o e e e e e e e e oo oo S +
| application/pem | Response body for | [ RFC8555] |
| certificate-chain | ucacerts | |
oo Fom oo oo +
| application/x-pem | Response body for | Unregistered; |
| file | userverkeygen (key + | see note |
| | cert) | bel ow |
Fom oo o m e Fom e +
| text/plain | Response body for | [ RFC2046] |
| | ucacaps and ucrlinfo | |
Tt St o m e e e oo - +

Table 6: Media Types Used by Lightwei ght EST Operations

Not e: application/pkix-cert and application/pkix-crl are registered
in the | ANA Media Types registry (see [ RFC2585]). Inplenmenters
shoul d consult the I ANA registry for authoritative definitions. The
medi a type application/x-pemfile is not registered with I ANA, but it
is a widely deployed convention for PEM encoded ([ RFC7468])
cryptographic objects. It predates the | ETF nedia type registration
process. No | ANA-registered type currently exists for a response
body containing both a private key and a certificate in PEMtextua
encoding. A future revision of this document MAY register an
appropriate nedi a type and update the userverkeygen specification
accordingly.
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Appendi x A.  Message Fl ow Di agrans

This appendi x illustrates the HITP nessage flows for each operation
defined in this docunment. Al exchanges occur within a TLS session;
the TLS handshake is not shown. For DER-carrying operations, the

exanpl es show t he base64-encoded formrequired by this specification

A 1.

ucacaps

EST Cient EST Server

Li ao

GET /.wel | - known/ est/ <p>/ ucacaps

HTTP/ 1.1 200 K
Content - Type: text/plain

I
I
I
|
I
I
cacerts |
si mpl eenr ol | |
si mpl ereenrol | |
server keygen |
ucacert |
ucacerts |
ucr | |
ucrlinfo |
usi nmpl eenr ol | |
usi mpl ereenr ol | |
userver keygen |
Qo e m e o m e e e e e o e e e e e e e e e e ememaoao o |

Figure 1: ucacaps nessage flow

ucacert
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EST dient EST Server
I

| GET /.well-known/est/<p>/ucacert

|
|
HTTP/ 1.1 200 OK |
Cont ent - Type: application/ pki x-cert |
I
|

<Base64 DER CA certificate>
Qo m ot e e e e e e e e e e e e e e e |

Fi gure 2: ucacert nessage flow

A 3. ucacerts

EST Cient EST Server
I

| GET /.well-known/est/<p>/ucacerts

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
V

I
|
HTTP/ 1.1 200 K |
Cont ent - Type: |
application/pemcertificate-chain |
I
I
|
I
I

<PEM encoded CA certificate>
[ PEM encoded intermedi ate
CA certificates ]
[ <PEM encoded root certificate> ]
R e |

Figure 3: ucacerts message fl ow

A 4. ucrlinfo

Li ao Expi res 5 Novenber 2026 [ Page 30]



I nternet-Draft EST Li ghtwei ght Operations

EST dient EST Server

GET /.wel | -known/ est/<p>/ucrlinfo

HTTP/ 1.1 200 K
Content - Type: text/plain

sha256sunmef cWNz. . . 260F0=

i ssuer =M HxMJPBWCQYDVQQGEW. . .
t hi supdat e=1735732800

next updat e=1736337600

I
I
I
I
I
I
I
I
I
I
crl nunmber =42 |

N . |
I
Figure 4: ucrlinfo nmessage flow
A 5. ucrl
EST dient EST Server
I I
|  GET /.well-known/est/<p>/ucrl |
| |
| HTTP/ 1.1 200 K |
| Content-Type: application/pkix-crl |
I I
| <Base64 DER CRL> I
| S |
I I
Figure 5: ucrl nessage flow
A 6 usi npl eenr ol |
Li ao Expi res 5 Novenber 2026

May 2026
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EST dient EST Server

[ HTTP Basi c auth header,
or TLS client certificate]

/ <p>/ usi npl eenr ol

I
|
|
| POST /.well-known/est/
I
| Content-Type: application/pkcsl0
|
I

I >
Verify PoP,
| ssue certificate

I
|
| HITP/1.1 200 K

| Content-Type: application/pkix-cert
I

I

I

I

<Base64 DER certificate>
.. |

Figure 6: usinpleenroll nessage flow

I
|
I
I
I
I
I
<Base64 PKCS#10 CSR> |
I
I
I
I
|
I
I
I

A. 7. usinplereenrol
EST dient EST Server

[ HTTP Basi ¢ auth header,
or TLS client certificate]

POST /. wel | - known/ est/
[ <p>/ usi npl er eenr ol
Cont ent - Type: application/pkcsl0

|

I

I

I

I

I

|

<Base64 PKCS#10 CSR> |
(subject = cert to renew, |
optionally includes |
I

|

I

I

I

I

I

|

I

i d- cnt- changeSubj ect Nane)

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
:
V

Verify PoP,
Renew certificate

HTTP/ 1.1 200 K
Cont ent - Type: application/ pki x-cert

<Base64 DER certificate>
IS |

Li ao Expi res 5 Novenber 2026 [ Page 32]



I nternet-Draft EST Li ghtwei ght Operations May 2026

Figure 7: usinplereenroll nessage flow
A. 8. userverkeygen
EST Cient EST Server

[ HTTP Basi ¢ auth header,
or TLS client certificate]

userver keygen
Cont ent - Type: application/pkcsl0

<Base64 PKCS#10 CSR>
(no Subj ect Publ i cKeyl nf o needed)
I e R >

I
I
|
| POST /.well-known/est/<p>/
I
I
I
I
|

Generate key pair,
| ssue certificate,
Del ete key from
server

HTTP/ 1.1 200 K

Cont ent - Type: application/x-pemfile

<PEM encoded PKCS#8 private key>
<PEM encoded certificate>

I
I
I
I
|
I
I
I
I
I
| (key no | onger on EST server) |
I
Fi gure 8: userverkeygen nmessage fl ow

Appendi x B. Conparison with RFC 7030 Operations

The followi ng table sunmarizes how each new operation relates to its

RFC 7030 counterpart, the changes in response format, and the
correspondi ng RFC 7030 section (see Table 7).
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[ oo ooy oo, s el e et s el
New Oper ati on | RFC 7030 | Aut h| New Content- | New Format |
| Operation | | Type | |
[ et sty s e sl s fu g g pu g pgt e pojppj——_—_—
ucacaps | _(none) | No | text/plain | Keywor d |
I I I | Iist I
----------------- T
ucacert | _(none) | No | application/ |Single DER |
| | | pkix-cert | cert |
----------------- T T T g
ucacerts | cacerts | No | application/ |PEM cert |
| ([RFC7030], | | pem | chain |
| Section 4.1) | | certificate- | |
I I | chain I I
----------------- T S T g
ucrlinfo | _(none) | No | text/plain | CRL |
| | | | ret adat a |
----------------- T
ucrl | _(none) | No | application/ |DER CRL |
I I | pkix-crl I I
----------------- T S T g
usi npl eenrol | | sinpleenroll | Yes | application/ |DER cert |
| ([ RFC7030], | | pkix-cert | |
| Section 4.2.1) | | | |
----------------- T
usi npl ereenroll | sinplereenroll |Yes | application/ |DER cert |
| ([RFC7030], | | pkix-cert | |
| Section 4.2.2) | | | |
---------------- S
userver keygen | serverkeygen | Yes | application/ | PEM PKCS#8|
([ RFC7030], | | x-pemfile | + |
| Section 4.4) | | | certificate|
---------------- T S T g

Tabl e 7: Conparison of New Operations with RFC 7030 Counterparts

Key differences from RFC 7030 equi val ents:

*

Li ao

*New single-certificate retrieval operation*: ucacert returns the
issuing CA certificate as the Base64 encodi ng of a single DER
encoded X. 509 certificate, with no certificate chain and no CVS
wrapper. [RFC7030] has no equivalent. cacerts always returns the
full chain in CV5 fornmat.

*No CMB wrapper*: The certificate- and CRL-returni ng operations
deliver their payl oads w thout CM5 encapsul ation. EST clients
therefore do not need a CMs library to parse those responses.
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*PEM i nstead of nultipart*: userverkeygen returns the private key
and certificate in a single PEMfile (application/x-pemfile)
rather than a multipart/mxed M ME response ([RFC7030],

Section 4.4.2). EST clients do not need a MM nmultipart parser
or a CVs library.

*New capability di scovery operation*: ucacaps enables EST clients
to di scover which operations the EST server supports. [RFC7030]
has no equi val ent operation

*New CRL operations*: ucrlinfo provides |ightweight CRL netadata
(nunber, validity wi ndow, issuer, and SHA-256 fingerprint) wthout
downl oading the full CRL body, and ucrl extends EST with in-band
CRL retrieval when the full CRL is needed. [RFC7030] does not
define CRL distribution or CRL status operations; CRL retrieval is
nornmal |y handl ed via the CDP extension in issued certificates.

Appendi x C. Conparison with RFC 8295

[ RFC8295] defines EST extensions for package distribution, including
the crls operation for distributing one or more CRLs (and ARLS).

Thi s docunent addresses a narrower use case for the |atest CRL of the
sel ected CA.

The main differences are summari zed in Tabl e 8.

Li ao
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Returns one or nore
CRLs in a CRL
package and nay al so
di stribute ARLs.

ucrl returns a single

current CRL; ucrlinfo |
returns netadata for |
that current CRL. |

| Metadata-only | Not defined. | ucrlinfo allows |
| check | | freshness checks |
| | | without downl oadi ng |
I I | the CRL body. |
I IRy e T e T +
| Response | Follows the RFC 7030 | Uses Baseb64-encoded |
| format | CMs-based response | DER for ucrl and plain |
| | nodel for CRL | text for ucrlinfo, |
| | packages. | without CMS. |
. e T +
| I'ntended use | General EST | Lightweight retrieval |
| | extension for CRL/ | of the current CRL and

| | ARL distribution. | its metadata. |
S o e m e e e e e oo o e e e e e e oo oo oo +

Tabl e 8: Conparison with RFC 8295

Appendi x D. Conparison with RFC 9148 (EST-coaps)

RFC 9148 defines EST-coaps: a profile and transport napping that
carries EST nmessages over secure CoAP instead of HTTPS. |t changes
the transfer substrate by using CoAP, DTLS, short CoAP resource

pat hs, CoAP resource di scovery, CoAP Bl ock-Wse Transfer, and CoAP
Content-Format identifiers.

RFC 9148 is inportant prior art for reducing EST payl oad over head.
In particular, it defines Content-Format 287 for application/pkix-
cert, allowing a client to request a single DER encoded certificate
rather than a CMS certs-only object for certificate-returning EST-
coaps functions. RFC 9148 performs this selection with CoAP content
negoti ati on, using the Accept Option, rather than by defining
separate resources for each response format.

Thi s docunent addresses a related but different problem It keeps
the HTTPS-based EST nodel of [RFC7030] and defines additional EST
operations with sinpler response payl oads. The goal is to reduce
application-layer parsing requirements for EST clients that still use
HTTP/ TLS and to add operations that are not present in RFC 7030 or
RFC 9148.
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The main differences are summari zed in Table 9

Response
sel ection

Certificate
response
f or mat

certificate
retrieva

Enr ol | nent
responses

Li ao

Def i nes EST over CoAP
secured with DTLS

Maps EST operations to
short CoAP paths such
as /crts, /sen, /sren
/skg, /skc, and /att.

Uses CoRE Link For mat
resource discovery for
EST- coaps resources.

Uses CoAP cont ent

negoti ation; a client
uses the Accept Option
to request an avail able
Cont ent - For mat .

Supports PKCS#7 certs-
only Content-Formt 281
and defines Content-
For mat 287

(appl i cation/ pki x-cert)
for a single non-CMV5
certificate response

Maps the EST cacerts
function to /crts;
Cont ent - Format 287 can
carry a single
certificate when
negot i at ed.

Maps si npl eenrol |l and
simpl ereenroll to CoAP
and permts single-
certificate responses
when Cont ent - Format 287
i s negoti at ed.

Expi res 5 Novenber 2026

Uses the existing EST |
HTTPS/ TLS transport |
from RFC 7030. |

Adds HTTP EST |
operations under the |
RFC 7030 /.wel | -known/ |
est/ path structure. |

Def i nes ucacaps as an |
EST operation that |
returns supported |
operation keywords. |

Uses distinct HITP EST

resources for the |
unencapsul at ed |
operations, wth |
ucacaps for capability |
di scovery. |

Def i nes unencapsul at ed
HTTP operati ons whose |
successful responses
use base64-encoded DER |
certificates or PEM |
certificate chains |
wi t hout CMS. |

Adds ucacert for a |
single issuing CA |
certificate and |
ucacerts for a PEM |
certificate chain. |

I

Defi nes usinpleenroll |
and usinpl ereenroll as |
HTTP/ TLS operati ons |
that directly return a |
DER certificate. |

I
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Defi nes CoAP resources
for server-side key returning a PEM
generati on and uses encoded private key

Server-side | | |
I I I
| | |
| application/multipart- | and certificate in a |
I I I
I I I

key
generation

Defi nes userverkeygen,

core for key-and- singl e response body.
certificate responses.

| CRL support | Does not define EST- | Defines ucrlinfo and |
| | coaps CRL netadata or | ucrl for CRL freshness

| | CRL retrieval | checks and CRL |
| | operations. | retrieval. |
. . T +

Tabl e 9: Conparison with RFC 9148

RFC 9148 is therefore conplenentary to this docunent rather than a
substitute for it. It already solves part of the sane problemfor
EST- coaps by defining a non-CMS single-certificate format and
negotiating it with Accept. That mechani smnmay al so i nform

i npl ement ati ons that expose the same semantics over transports other
than CoAP. However, RFC 9148 does not update the HITPS resource
nmodel of RFC 7030, does not define the ucacaps, ucacert, ucacerts,

ucrlinfo, ucrl, usinpleenroll, usinplereenroll, or userverkeygen HTTP
operations, and does not define EST-based CRL netadata or CRL
retrieval

An i mpl enentation can support both specifications. For example, a
server could offer EST-coaps resources for CoAP clients while al so
offering the operations defined in this docunent for HTTPS EST
clients. Another inplenmentation mght choose to apply RFC 9148-style
content-negotiation senmantics across nultiple transports. The
interfaces can share the same CA, RA policy, authentication checks,
and certificate issuance logic, but their standardi zed protocol

bi ndi ngs and payl oad formats are distinct.
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| mpl enent ati on Not es

*Editor’s Note:* This section is for author reference only. It
MJST be renoved before RFC publication.

A reference inplenentation of the operations described in this

docunent is available in the gateway nodul e of the Xi PKI open-source
PKI project (https://github.cont xi pki/xipki).
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The reference inplenentation supports HTTP Basi c authentication and
TLS client certificate authentication, consistent with [ RFC7030],
Section 3.2.3 and [ RFC7030], Section 3.3.2. Its path routing also
supports both the two-segnment <alias>/<operation> formand the three-
segnent <ca- nane>/ <cert-profil e>/ <operation> form described in
Section 3.
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