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Abst r act

Thi s docunent specifies extensions to [ CORE-SPEC|], providing a w der
range of controls for server-side automation permssions. It
supports rate limting, automation technol ogy restrictions, API

per m ssi ons, session requirenents, and HTM. asset annotations. These
ext ensi ons enabl e service owners to exercise nore granular contro
over automated interactions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://datatracker.ietf.org/doc/draft-Iliao-aipref-autoctl-ext/.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-Iliao-aipref-autoctl-ext/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ai-control/. Subscribe at
https://wwv. ietf.org/mailman/listinfo/ai-control/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Cctober 2025.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

O'ten, the behaviors of autonated systens may exhibit a certain
pattern that is hard to characterize with only the HTTP net hod and
user-agent used by [CORE-SPEC]. This docunent introduces a set of
ext ensions for service owners to specify nmore conpl ex and granul ar
automation policies involving rate limting, particularly preval ent
aut omati on technol ogi es, APl perm ssions, session requirenents, and
annot ati ons on HTM. assets.
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1.1. Relationship to Core Specification

Al'l directives and nechani sns defined in the core specification
remain valid and are not redefined here. This docunent assunes
famliarity with [ CORE-SPEC] and uses its term nol ogy and concepts
t hr oughout .

The extensions defined in this docunent are OPTIONAL for both servers
and clients. Inplenentations that support only the core
specification are considered conpliant with the autonation-
preferences.txt protocol, though they will not benefit fromthe
granul ar controls defined here.

When both core and extended directives are present in an automation-
preferences.txt file, parsers that do not support the extensions
defined in this document MJST ignore the unrecogni zed directives, as
specified in the core specification’ s extensi on-nechani sm

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the term nology defined in [ CORE-SPEC]. The
followi ng additional terns are introduced

* Rate limting: Constraints on the frequency or concurrency of
aut omat ed requests.

* Automation technol ogy: Specific tools or frameworks used for
aut omati on, such as headl ess browsers or browser autonation
pr ot ocol s.

*  XHR/ Fetch: XMLH t pRequest or Fetch APl calls perforned
programmatical ly.

* Session validation: Mechanisns to verify that autonmated requests
are part of a legitimte user session.

* Asset annotation: Metadata enbedded within HTM. docunents to
speci fy automati on policies for individual content el ements.
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3.

3.

3.

Ext ended Protocol Specification

This section defines additional directives that extend the

aut omati on-preferences.txt protocol. These directives may be used
al ongside the core directives in any group within the automation-
preferences.txt file.

Unl ess stated otherw se, the enpty formof any comma-separated |ist
means "explicitly none", distinct fromomtting the directive.

1. Rate Limting
The following directives are defined:

* request-limt: Specifies the maxi mum nunber of requests all owed
within a tine period, expressed as a count followed by a tinme unit
(e.g., "60/mnute"). Supported tinme units are "second", "minute",
"hour", and "day".

* concurrent-limt: Specifies the maxi num nunber of concurrent
connections allowed froma single client.

Exanpl e:

request-linmt: 60/mnute
concurrent-limt: 5

Figure 1

Rate |limting directives apply to all requests within the scope of
the group, regardless of HITP method. |If no rate limiting directives
are specified, clients SHOULD NOT assune any specific rate limts.

2. Autommtion Technol ogy Restrictions

Aut omat i on technol ogy directives specify whether particul ar
automation capabilities are permitted. Automation nechanisns fal
into two orthogonal |ayers: _protocol_ (the wire format exchanged
with the browser) and _runtinme_ (whether the browser runs headl ess or
headed). Tokens defined in Section 3.2.1 and Section 3.2.2 MNAY be

m xed in any order

The following directive is defined:
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* al |l omed-aut omati ons: A comma-separated |ist of tokens representing
permitted automati on mechanisnms. |If this directive is present but
enpty, it inplies that no standard tokens are explicitly
permtted. |If the directive is absent, clients SHOULD NOT assune
any nechani smis all owed.

Def aul t behavi or: when the all owed-automations directive is:
present and enpty no standard tokens are permtted;
absent the server makes no statement, and clients SHOULD assune the

nmost restrictive stance (i.e., that no automati on nmechanismis

aut hori sed).
This aligns the silent default with that of api-automation, allow
xhr, and disallowfetch-from ensuring a single, predictable "fail -
cl osed" rule across all extension directives.
A list-valued directive that appears as nane: followed only by
whi t espace or a coment MJST be parsed as an enpty list, not a syntax
error. This applies to all owed-automations and all other comma-
separated lists in the core or extension specs.
Exanmpl e (all owi ng WebDriver traffic in headl ess node):
al | owed- aut omati ons: webdriver, headl ess

Figure 2

If atoken is not listed in a present all owed-automations directive,
clients SHOULD assune that the use of that nechanismis not permtted
within the specified scope. |Inplenentations SHOULD respect these
directives when applicable, even though detection techni ques may
differ.

The directive accepts any string token, but the following identifiers
are suggested for interoperability.

This list is not exhaustive. Future specifications MAY define
addi tional standard tokens.

3.2.1. Protocol Tokens

* webdriver: Automation using the WBC WebDriver w re protoco
[ \VEBDRI VER] .

* cdp: Automation using the Chrome DevTool s Protocol [CDP].
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*  webkit-renote: Automation using the WebKit Renote Debuggi ng
Prot ocol [WKREMOTE] .

* firefox-renote: Autommtion using the Firefox Renpte Debug Protocol
via GeckoDriver [FFREMOTE].

3.2.2. Runtime Tokens
* headl ess: Browser runs with no visible U [HEADLESS].
* headed: Browser U is presented to the user.
3.3. APl and XHR Perni ssions
APl and XHR perm ssion directives specify rules for APl usage and
aut omat ed use of XM.Htt pRequest, Fetch, or AJAX. The follow ng

directives are defined:

* api-automation: Indicates how APl endpoints may be accessed by
automated clients. Valid values are:

- _none_: No APl autonmation is pernmitted.

- _with-key-only : APl automation is permitted only with proper
aut henti cati on.

- _open_: APl automation is generally permtted.

* allow xhr: Indicates how XM.Htt pRequest or Fetch APl may be used
by autonmated clients. Valid values are:

- _none_: No XHR/ Fetch automation is permtted.
- _read-only : Only CET requests are permtted via XHR/ Fetch.
- _open_: XHR/ Fetch automation is generally pernitted.

* disallowfetch-from Comma-separated list of URL patterns from
whi ch aut omated XHR/ Fetch requests are prohibited. WIdcards MAY
be used.

Exanpl e:

api -automati on: with-key-only

al | ow xhr: read-only

di sallow-fetch-from /account/*, /checkout/*, /adm n/*

Fi gure 3
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If APl and XHR pernission directives are not specified, clients
SHOULD assune the nost restrictive value (i.e., "none" for api-
aut omati on and al | ow xhr).

3. 4.

Sessi on Requirenents

Session requirenent directives specify whether autonated requests
must be part of a legitimte user session. The follow ng directives
are defi ned:

*

requi re-human-initiated-session: Bool ean val ue indicating whet her
aut onat ed requests nust be part of a session that was initiated by
a human user.

session-validation: Specifies the nmethod used to validate
sessions. Valid values are:

- _cookie-based : Sessions are validated using HITP cooki es.

- _token-based_: Sessions are validated using authentication
t okens.

- _oauth_: Sessions are validated using QAuth.
- _none_: No session validation is required.

session-ttl: Specifies the maximumtine-to-live for a session
expressed as a duration (e.g., "30nm", "2h", "1d").

A duration literal consists of a sequence of decinmal digits
i medi ately followed by a single unit character. Units are mapped
as foll ows:

- s - seconds (1 <= value <= 86400)
- m- mnutes (1 <= val ue <= 1440)
- h - hours (1 <= value <= 168)

- d - days (1 <= value <= 365)

I mpl enent ati ons MJST reject val ues outside these ranges with a
client or server error appropriate to their role.

Exanpl e:
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require-human-initiated-session: true
sessi on-val i dati on: cooki e-based
session-ttl: 1h

Figure 4

If session requirenent directives are not specified, clients SHOULD
NOT assune any specific session requirenents, but SHOULD include a
valid User-Agent header in all requests.

3.5. HIM. Asset Annotation

Aut omat i on preferences MAY be enbedded directly within HTM. documents
to annotate individual assets. Authors SHOULD use structured data
mar kup using JSON-LD [JSON-LD11] enbedded in a <script> elenent. The
JSON obj ect SHOULD use a defined type and include rel evant fields
that mirror those used in automation-preferences.txt.

Note that unlike site-w de directives, asset-level annotations SHOULD
NOT i nclude HTTP nmethod restrictions, request limts, or concurrency
limts, as these concepts apply to endpoints and services rather than
to individual content assets.

Exanpl e:
<script type="application/ld+json">

"@ontext": "https://schenma.org",
"@ype": "AutonmationPolicyAnnotation",
"al | onedAut omati ons": [],

"al | onedPur poses”: [],

</script>
Figure 5

When both an automation-preferences.txt file and HTM. asset
annotati ons are present, the nore specific rule (typically the HTM
annot ati on) SHALL be applied to the correspondi ng content asset.
Clients supporting HTML asset annotations SHOULD parse and respect
t hese annot ati ons when present.

The annotation schema MAY include any directives defined in the core
or extension specifications. Fields in the annotation SHOULD use
camel Case nanming to align with JSON-LD conventions (e.qg.

al | onedAut omati ons for all owed-autonations, requestLimt for request-
limt), while maintaining senantic equival ence to the correspondi ng
directives in the autonation-preferences.txt file.

Pei yuan Expires 22 COctober 2025 [ Page 8]



I nternet-Draft ai pref-autoctl -ext April 2025

4. Formal Syntax

Bel ow i s an Augnent ed Backus- Naur Form ( ABNF) description,

i ncorporating the extensions defined in this docunent. It extends
the grammar defined in the core specification Part fornmal-syntax of
[ CORE- SPEC] .

Rul es inherited or unnodified fromthe core specification are
i ncluded for conpleteness. Rules added or nodified by this extension

are indicated with corments (‘; Extension directive' or ‘; Extended
rule').

aut omati on- preferences = *( group )

group = l1*scope-directive ; at | east one <scope>

*( directive / enptyline)

1*enptyline ; blank I'ine term nates group
directive = scope-directive / host-directive /

user-agent-directive /

met hod-directive / purpose-directive /

; Extended rul e: Added extension directives
request-limt-directive / concurrent-limt-directive /

al | owed-aut omati ons-directive / api-autonmation-directive /

al l ow xhr-directive / disallowfetch-fromdirective /
require-human- sessi on-directive / session-validation-directive /
session-ttl-directive

; --- Core directives (from CORE-SPEC) ---------------------

scope-directive = *W5 "scope" *WE """ *WS url -pattern ECL
host-directive = *W5 "host" *WE ":" *WS host-pattern ECL
met hod-directive = *W5 "all owed-net hods” *Ws ":" *WS met hod-1i st ECL
pur pose-directive = *W5 "al | owed- purposes” *W5S ":" *WS purpose-|i st ECQL
user-agent-directive = *W5 "user-agent"” *W5 ":" *W5 product-token

*(*Ws ", " *WS product-token ) ECOL

--- Extension directives -------------mmmm i

’

request-limt-directive = *W5 "request-limt" *Ws ":" *W5 rate-spec EQL

concurrent-limt-directive = *W5 "concurrent-limt" *Ws ":" *W5 count EQL

al | oned- automations-directive = *W5 "al | owed- aut omati ons" *W8 ":" *W5 autonation-|i st
ECL

api -automation-directive = *W5 "api -autonmation” *W5 ":" *W5 api - aut omati on-val ue EOL

all owxhr-directive = *W58 "allowxhr" *Ws ":" *W5 al | ow xhr-val ue EQL

disallowfetch-fromdirective = *W5 "disall owfetch-from *Ws ":" *WS url-pattern-1|ist

EQL

require- human- session-directive = *W5 "require-hunman-initiated-session" *Ws ":" *WS bo
ol ean ECL

session-validation-directive = *W5 "session-validation" *W5 ":" *W5 session-validation
-val ue ECL

session-ttl-directive = *W5 "session-ttl" *W5 ":" *W5 duration ECL
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; --- Directive value syntax (Core) ------------------------

url-pattern

host - pattern
met hod- | i st

met hod

1*( VCHAR / UTF8-char-noct!l )

1*( ALPHA / DG T/ "-" [ "." | UTF8-char-noctl )
met hod *( *Ws "," *W5 nethod )

"CET" / "HEAD' / "POST" [/ "PUT" |

"DELETE" / "PATCH' / "OPTIONS" /

"TRACE" / " CONNECT"

pur pose-token *( *Ws "," *WS purpose-token )
1*VCHAR ; placehol der for future vocabul ary
identifier / "*"

1*( %2D /| 9%41-5A | 95F /| %61-7A)

pur pose-1i st
pur pose-t oken
product -t oken
i dentifier

; --- Directive value syntax (Extension) -------------------

rat e- spec = count "/" time-unit

count =1*DAT

time-unit = "second" / "minute" / "hour" / "day"

automation-list = *( automation-token *( *W5 "," *W5 automation-token ) )
aut omati on-token= 1*VCHAR ; e.g., "cdp", "headl ess”, "sel eniunf

api -aut omati on-val ue = "none" / "wth-key-only" / "open"

al | ow xhr-value = "none" / "read-only" / "open"

url-pattern-list= url-pattern *( *W5 "," *W5 url-pattern )

bool ean = "true" / "fal se"

sessi on-val i dati on-val ue = "cooki e-based" / "token-based" / "oauth" / "none"
duration 1*DIA T tine-unit-char

s/ "n¥ / "h" [/ "d" ; s=second, nFm nute,
; h=hour, d=day

time-unit-char

; --- Lexical primtives (fromCORE-SPEC) ------------------

coment = "#" *( UTF8-char-noctl / W5/ "#" )
enptyline = *W5 [coment] EOL

ECL = *W5 [coment] NL

NL = CRLF / LF / CR

CRLF = CR LF

CR = %O0D

LF = OO0A

W5 = SP / HTAB

SP = %20
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HTAB = %09

; --- Core ABNF terminals (RFC 5234) -----------------------
ALPHA = %&41-5A | %&61-7A

DAT = 9%30- 39

VCHAR = %&21-7E

; --- UTF-8 (derived from RFC 3629)

UTF8- char - noct | UTF8-1-noct!| /

UTF8-2 / UTF8-3 / UTF8-4

UTF8- 1- noct | = 021 /| w22 | Y%24-7F
UTF8- 2 = O C2- DF UTF8-tail
UTF8- 3 = E0 % AO0-BF UTF8-tail

| 9%E1-EC UTF8-tail -2

| 9% ED %80-9F UTF8-tai l

| 9%EE-EF UTF8-tail -2
UTF8- 4 = OXFO %90-BF UTF8-tail -2

| W%F1-F3 UTF8-tail -3

/| 9% F4 9%80-8F UTF8-tail -2
UTF8-t ai | = % 80- BF
UTF8-tail -2 = UTF8-tail UTF8-tail
UTF8-tail -3 = UTF8-tail UTF8-tail UTF8-tail

5. Backward Compatibility
Al l

directives defined in this docunent are OPTI ONAL.

I npl enent ati ons that support only the core specification can safely

i gnore these directives.

| mpl enent ati ons supporting these
when interacting with servers or
speci fication.

* Servers supporting extensions
directives correctly, even if
present.

* (Cients supporting extensions
directives,
file.

*  \When HTM. asset annotations are not supported by a client,
back to the site-Ievel

client SHOULD fall

even if they do not

ext ensi ons SHOULD degrade graceful ly
clients that support only the core

SHOULD still process all core
extended directives are al so

SHOULD still honor all core
recogni ze extended directives in a

t he
aut onmt i on-

preferences.txt file for guidance.
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6

I mpl ement ati on and Enf or cenent

Servers inplementing the extensions defined in this docunent SHOULD:

*

@

Enpl oy detection nmechanisnms (e.g., CDP fingerprinting, headl ess
browser detection) to identify automated clients using specific
t echnol ogi es.

Implenent rate limting according to the specified directives.

Val i dat e sessions as required by the session requirenent
directives.

Process HTML asset annotations when interpreting automation
policies for specific content.

Respond with appropriate HTTP status codes [RFC9110] for non-
conpliant requests, such as:

- 429 Too Many Requests for rate limt violations.
- 403 Forbi dden for unauthorized automati on technol ogy use.

- 401 Unauthorized for missing or invalid authentication

i ents supporting these extensions SHOULD:

Honor rate limting directives by self-throttling requests.

Respect automation technol ogy restrictions by only using tools
listed in the all owed-automations directive, if present.

Adhere to APl and XHR perm ssions as specified (api-automation,
al | ow xhr, disallowfetch-from

Establ i sh and nmaintain valid sessions when required (require-
human-i ni ti at ed- sessi on, session-validation, session-ttl).

Parse and respect HTM. asset annotations when present.

Both servers and clients MAY inpl enent additional detection and

enf orcenment nechani sns beyond those explicitly described in this
docunent, as long as they maintain conpatibility with the specified
directives.
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7

9

9

9

Security Considerations

In addition to the security considerations nmentioned in [ CORE- SPEC],
the extensions defined in this docunment introduce the follow ng
consi derations:

*

Rate Limting: Inplenmentations of rate limting SHOULD use secure
met hods to track request counts and prevent circunvention through
| P spoofing or other neans.

Technol ogy Detection: Methods used to detect specific automation
technol ogi es can be circunvented by sophisticated clients.
Servers SHOULD enpl oy multiple detection approaches and adapt to
evol vi ng evasi on techni ques.

Session Validation: Session validation mechani sns SHOULD be
resistant to replay attacks and session hijacking attenpts.

HTML Asset Annotations: Parsing of JSON-LD annotati ons MJUST be
performed securely to prevent injection attacks or denial -of -
service through mal forned input.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Sanpl e Extended aut onati on-preferences.txt File

The following is an exanple of an automation-preferences.txt file
that includes both core and extended directives:
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<l-- Automation preferences for exanple.com-->
<l-- Version: 2.0 (incorporating extensions) -->
<l'-- Last updated: 2025-04-20 -->

<l-- Goup 1: Applies to the entire site for all user agents -->

user-agent: *

host: exanpl e. com

scope: /

al | owed- et hods: GET, HEAD

al | owed- pur poses: PLACEHOLDER PURPCSE1, PLACEHOLDER PURPCSE2

<!-- Extended directives for Goup 1 -->
request-linmit: 60/mnute

concurrent-limt: 5

<l-- Enpty - forbids all automation technol ogies -->
al | owed- aut onat i ons:

api -automati on: with-key-only
require-human-initiated-session: true

sessi on-val i dati on: cooki e-based

session-ttl: 1h

<l-- Goup 2: Specific preferences for the /adm n/ path for

user - agent : Exanpl eBot

host: exanpl e. com

scope: /adm n/

al | owed- et hods: GET

al | owed- pur poses: PLACEHOLDER PURPOSE1L

<!-- Extended directives for admn path (Goup 2) -->
request-linmt: 10/ mnute

concurrent-limt: 2

require-human-initiated-session: true

sessi on-val i dation: token-based

session-ttl: 30m

<l-- Goup 3: Default for /adm n/ for other user agents (less specific than Goup 2)

user-agent: *
host: exanpl e. com
scope: /adm n/
al | owed- et hods: GET
Figure 6
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