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Abst r act

Thi s docunment specifies a nmachine-readabl e protocol for server-side
automati on permssions in the light of recent advances in Al-driven
web automation. Building upon RFC9309, this protocol addresses a
broader range of state-changing activities that service owners may
wish to control. It defines the file format, HTTP nethod
restrictions, and purpose requirenents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://datatracker.ietf.org/doc/draft-I|iao-aipref-autoctl-core/.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-I|iao-aipref-autoctl-core/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ai-control/. Subscribe at
https://wwv. ietf.org/mailman/listinfo/ai-control/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Cctober 2025.

Pei yuan Expires 22 COctober 2025 [ Page 1]



I nternet-Draft ai pref-autoctl April 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The evol uti on of web automati on has out paced the capabilities of

exi sting standards that only provide for read-only craw er

perm ssions. Sophisticated, Al-driven bots are now able to interact
with web servers in a conplex, human-Iike manner, allowi ng themto
deeply acquire and nodify content. This docunent introduces a
protocol that enables service owners to declare policies governing
such interactions, notably state-changi ng HTTP net hods.
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1.1. Applicability

The automation-preferences.txt _file_ applies to autonmated systens
interacting with web servers, especially those driven by Al nodels.
Content owners nay use this file to specify acceptabl e automation
behavi ors, and devel opers of autonated systens nmay use these
directives to ensure conpliance.

1.2. Relationship to Extension Specification

A separate docunent, "Protocol Extension for Automation Control,"
extends this docunent with additional directives and capabilities,
focusing on a w der range of state-changi ng web requests.

I mpl enent ati ons conforming to only this specification are considered
conpliant with the protocol

This protocol _augnents_, and does not relax, the directives of
[RFCO309]. If a path is disallowed in robots.txt, an automation-
preferences.txt directive MJST NOT be interpreted to expand access.
Conversely, when robots.txt explicitly allows any HTTP met hod on a
path, an automation-preferences.txt directive that disallows state-
changi ng requests to that same path SHALL take precedence; the nore
restrictive rule MUST be enforced.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The following terns are used in this docunent:
*  Automation: Programatic interactions with a web server

* St ate-changi ng requests: HTTP nmethods that alter server state
(e.g., POCST, PUT, DELETE, PATCH).

* Automati on purpose: The declared intent or use case for which
automation i s being perforned.

Al'l termnology defined in this core specification applies to the

ext ensi on specification without redefinition. The extension
specification may introduce additional ternms for concepts not covered
in this docunent.
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3. Protocol Specification
3.1. File Location and For mat

The automation-preferences.txt file MJST be hosted at the root of the
domain, in the sane manner as [ RFC9309]. The file is structured as a
series of key-value pairs that specify autonmati on perm ssions.

The file MJIST be served with the media type text/plain; charset=utf-
8. Lines beginning with the hash synbol (#) are considered comments
and MJST be ignored by parsers. Each directive consists of a field

nane, followed by a colon, followed by a value. Miltiple values MAY
be separated by commas. Parsers MJST silently ignore any directives
they do not recognize.

I npl enent ati ons SHOULD reject files that contain raw control bytes

(code points < U+0020) other than the pernmitted CR (U+000D) and LF
(W000A) line breaks.

3. 2. HTTP Met hod Restrictions

The protocol MJST explicitly list allowed HTTP nmethods using the

al | oned- et hods directive. Typically, GET and HEAD are pernitted
whi | e net hods such as POST, PUT, DELETE, and PATCH are disallowed for
aut omat ed processing. Methods that are not listed are assuned to be
di sal | owed.

Exanpl e:
al | owed- net hods: CET, HEAD
<l-- Note: This exanple shows basic nethod all owance -->
Figure 1
If a group omits the all owed-nethods directive, _all_ HTTP net hods

are consi dered disall owed for automated processing within that scope.

3.3. Purpose Decl aration

The protocol allows server owners to accept or reject user agents
with specific purposes with the all owed-purposes directive, which
accepts a conmma-separated list of permitted purposes using

st andar di zed vocabul ary terns.

The specific vocabulary terns for automati on purposes are not defined
in this docunent. Instead, this protocol provides a nmechanismfor
expressing allowed and di sal | owed purposes, which can be conpatible
with an accepted vocabul ary standard in the future.
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Exanpl e:
al | owed- pur poses: PLACEHOLDER PURPOSE1l, PLACEHOLDER PURPCSE2
<l-- Note: Placehol der purposes are used here -->

Fi gure 2

3.4. Scope and Applicability

The automation-preferences.txt file is divided into groups, each of
which applies to a specific subset of content. Each group begins
with one or nore scope directives that define the target of the
preferences. The follow ng directives MAY be used within a group

* scope: Specifies the URL pattern (e.g., /admin/) to which the
group applies. W Ildcards MAY be used to indicate variable
conponents of the URL.

* host: Specifies a subdomain or host. |f present, the group
applies only to the indicated subdomain; if omitted, the group is
assuned to apply to the entire host.

* user-agent: Specifies one or nore automati on user-agent tokens to
which the group applies. If onmitted, the group applies to al
user agents.

G oups are processed in order of specificity. Specificity is
determ ned by (1) an _exact host match_ over a wldcard or absent
host; (2) the _|longest matching scope directive_ ; (3) the _nost
speci fic user-agent token_ (an exact token outranks the wildcard *);
then (4) appearance order, where the group appearing later in the
file SHALL take precedence when all preceding criteria are equal

A group MUST contain at | east one scope directive and MAY omt all
ot her directives.

Exanpl e:
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<l-- Goup 1: Applies to the entire site -->
user-agent: *

host: exanpl e. com

scope: /

al | owed- et hods: CET, HEAD

<l-- Goup 2: Specific preferences for the /adm n/ path -->
user-agent: *
host: exanpl e. com
scope: /adm n/
al | owed- et hods: GET
Fi gure 3
4. Formal Syntax

Bel ow i s an Augnent ed Backus- Naur Form ( ABNF) description, as defined
in [RFC5234], with references to [ RFC3629], [RFC3986], and [ RFC9309].

aut omat i on- preferences = *( group )

group = l1l*scope-directive ; at | east one <scope>

*( directive / enptyline)

1*enptyline ; blank line term nates group
directive = scope-directive / host-directive /

user-agent-directive /
met hod-directive / purpose-directive

; --- individual directives ---------cmmmmmmi o

scope-directive = *W5 "scope” *WE ":" *WS url -pattern ECL
host-directive = *W5 "host" *WE ":" *WS host-pattern ECL
met hod-directive = *W5 "al | owed- et hods" *Ws ":" *WS net hod- i st EQL
pur pose-directive = *W5 "al | owed- purposes” *W5s ":" *WS purpose-1i st ECL
user-agent-directive = *W5 "user-agent" *W5 ":" *W5 product-token

*(*WS ", " *WS product-token ) EOL

; --- directive value syntax -----------------------~----~------

; url-pattern: visible ASCII or UTF-8, inplenenters SHOULD interpret it
; as an RFC 3986 path/authority matcher with wil dcards

url-pattern = 1*( VCHAR / UTF8-char-noct! )

; host-pattern: UTF-8 hostnane or wildcard; servers SHOULD match | DNA U-| abel s
host - pattern = 1*( ALPHA/ DEGT / "-" [ "." [ UTF8-char-noctl )

met hod- | i st = nmethod *( *W8 "," *W5 nethod )
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et hod

pur pose-1i st
pur pose-t oken

; product -t oken:

pr oduct -t oken
identifier
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n ETII / n HEADI / n P%TII / n PU'I-II /
"DELETE" / "PATCH' / "OPTIONS" /
"TRACE" / " CONNECT"

pur pose-token *( *Ws ", " *WS purpose-token )
1*VCHAR ; pl acehol der for future vocabul ary

derived from RFC 9309

identifier [/ "*"
1*( 2D / 9%&41-5A | 9%&5F /| 9%61-7A)

;o o--- lexical primtives -------mmmm o

comment

emptyline
ECL

NL

CRLF

CR

LF

W8

SP

HTAB

= "#" *( UTF8-char-noctl / W5/ "#" )

*WS [comment] ECL
*W5 [ commrent] NL
CRLF / LF/ CR
CR LF

% 0D

% 0A

SP / HTAB

%20

%09

; --- core ABNF terminals (RFC 5234) ---------mmmmmmmmmoi oo

ALPHA
DAT
VCHAR

9%41-5A | W61-7A
%% 30- 39
Wx21- 7E

; --- UTF-8 (derived fromRFC 3629) ---------------------------

UTF8- char - noct |
UTF8- 1- noct |
UTF8- 2

UTF8- 3

UTF8- 4

UTF8-t ai |
UTF8-tail -2
UTF8-tail -3

Pei yuan
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UTF8-1-noctl / UTF8-2 / UTF8-3 / UTF8-4
W21 | 22 | 9%24-7F

% C2- DF UTF8-t ai

WEOQ 9% AO0- BF UTF8-t ai

% E1l- EC UTF8-tail -2

% ED %80- 9F UTF8-t ai

WEE- EF UTF8-tail-2

9 FO 9%90-BF UTF8-tail -2

9% F1-F3 UTF8-tail-3

% F4 9%80-8F UTF8-tail -2

% 80- BF

UTF8-tail UTF8-tail

UTF8-tail UTF8-tail UTF8-tail
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5. Extensi on Mechani sm

The automation-preferences.txt file defines a forward-conpatible
approach where inpl enentations:

*  MJST process all recognized directives according to this
speci fication

* MJIST silently ignore any unrecogni zed directives

*  MJUST NOT fail or produce errors when encountering extended
directives

Thi s enabl es future extensions to add new capabilities, which may
i ncl ude:

* Rate limting controls
* Automation technol ogy restrictions
* APl and XHR perm ssions
* Session requirenents
* Asset-level annotation nethods
6. Inplenentation and Enforcenent
Servers inplenmenting this protocol SHOULD:
* Verify incom ng requests agai nst automati on-preferences.txt.

* Respond with appropriate HITP status codes (e.g., 403 Forbi dden)
[ RFC9110] for non-conpliant requests.

Clients consum ng this protocol SHOULD:

* Fetch and parse automation-preferences.txt before performng
aut omat ed operati ons.

* Honor the HTTP nethod restrictions specified.
* Declare their automation purpose.

* Respect the scope directives when perform ng operations on
di fferent paths.
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9

9

I mpl ement ati ons MAY cache aut omati on-preferences.txt in accordance
with [RFC9111]; all freshness cal cul ati ons are governed sol ely by
standard HTTP cache-control semantics

Security Considerations

The use of automation-preferences.txt introduces security
consi derations that SHOULD be assessed by inpl ementors:

* Parsing of autonmation-preferences.txt MJST be perforned securely
to prevent vulnerabilities such as buffer overruns and deni al - of -
service attacks.

* Care SHOULD be taken to avoi d exposing sensitive scope details
that could be exploited by adversari es.

* The protocol does not provide authentication or cryptographic
verification nechanisns for the file content. Servers SHOULD
ensure the file is served via secure connections to prevent
t anmperi ng.

* The protocol does not enforce client conpliance; it relies on
good-faith adherence by automation providers. Servers SHOULD
i mpl ement addi tional detection and enforcenent mechani sns when
needed.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/rfc/rfc2119>

[ RFC3629] VYergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, DO 10.17487/ RFC3629, Novenber
2003, <https://ww.rfc-editor.org/info/rfc3629>

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10. 17487/ RFC3986, January 2005,
<https://ww.rfc-editor.org/info/rfc3986>

Pei yuan Expires 22 COctober 2025 [ Page 9]



I nternet-Draft ai pref-autoctl April 2025

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DO 10.17487/ RFC5234, January 2008,
<https://ww. rfc-editor.org/info/rfc5234>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmntics", STD 97, RFC 9110,
DA 10.17487/ RFC9110, June 2022,
<https://ww. rfc-editor.org/info/rfc9110>.

[ RFC9111] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Caching", STD 98, RFC 9111,
DO 10.17487/ RFC9111, June 2022,
<https://ww. rfc-editor.org/info/rfc9111>.

[ RFC9309] Koster, M, Illyes, G, Zeller, H, and L. Sassman,
"Robots Excl usion Protocol"”, RFC 9309,
DO 10.17487/ RFC9309, Septenber 2022,
<https://www. rfc-editor.org/info/rfc9309>.

9.2. Informative References
Sanpl e automation-preferences.txt File

The following is an exanple of an automation-preferences.txt file
that adheres to this specification:

<l-- Automation preferences for exanple.com-->
<l-- Version: 1.0 -->
<l-- Last updated: 2025-04-20 -->

<l-- Goup 1: Applies to the entire site -->

scope: /

user-agent: *

host: exanpl e. com

al | oned- et hods: CET, HEAD

al | owed- pur poses: PLACEHOLDER PURPOSE1l, PLACEHOLDER PURPOCSE2

<l-- Goup 2: Specific preferences for the /adm n/ path -->
scope: /adm n/

user - agent : Exanpl eBot

host: exanpl e. com

al | owed- et hods: GET

al | owed- pur poses: PLACEHOLDER PURPOSE1

Pei yuan Expires 22 COctober 2025 [ Page 10]



I nternet-Draft ai pref-autoctl April 2025
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