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Abstract

Thi s docunent describes a TCP option that carries a Provenance
Identifier (ProviD) to enable correlation of TCP connections when
transport-layer identifiers change along the path.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 8 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In adm nistrative domains (e.g., cloud platforms, enterprise

net wor ks, and data centers), TCP traffic often traverses devices such
as NATs, |oad bal ancers, and service proxies that rewite transport-

| ayer identifiers or termnate and re-originate TCP connections. As
a result, a single end-to-end exchange between two workl oads nay
correspond to a sequence of distinct TCP connections within the
domai n. This docunment refers to that end-to-end exchange as a

"l ogi cal communi cation”.

These transformations break provenance continuity. Cbservations of
TCP traffic at different points in the domain cannot reliably be
associ ated with the sane | ogi cal communi cati on, and operators cannot
det erm ne whi ch workl oad instance originally initiated a connection
once rewiting has occurred.
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Thi s docunent defines an experinmental TCP option that carries a small
Provenance ldentifier (ProviD). A ProviD is a conpact val ue
generated for the duration of a |ogical comunication using workl oad-
scoped attributes, such as host IP with process identifier. As
illustrated in Figure 1, the Provl D enabl es provenance correl ation
across rewiting boundaries within the donain.

The ProvIiD option is intended for use within admnistrative domai ns

and is not designed for use on the open Internet.
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| ogs: (TCP #1, P1) | ogs: (TCP #1, P1) | ogs: (TCP #2, P1)
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{ TCP #1, TCP #2 }

Figure 1: Provenance Correlation for a Logical Commrunication
across M ddl eboxes

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Use Cases
2.1. Association of Traffic Across Rewiting

In many adnini strative domai ns, operators need to reconstruct the
path of a logical conmunication for troubl eshooting, incident
investigation, or auditing. Flowlogs and neasurenments collected at
di fferent observation points commonly reference different TCP
connections that correspond to the sanme |ogical comunication, and
the originating endpoint cannot be reliably identified fromtransport
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2

2

identifiers al one.

In this use case, the originating endpoint includes the ProviD in the
TCP header options. (bservation points record the Provl D al ongsi de

| ocal |y observed connection identifiers. Wen a |ogica

comuni cation is realized as a series of distinct TCP connections
within the domain, the ProvlD provides a stable correlation handle
for aggregating these disparate records. This enables end-to-end
reconstruction of conmunication paths across m ddl eboxes, supports
cross-| ayer observability (for exanple, linking network telenetry
with application or process context), and naintains provenance
continuity.

Process-level Oigin Attribution for Renediation

An operator may detect anonmal ous TCP behavi or at an observati on point
and need to renediate the issue by acting on the specific originator
responsible. At that point, the original source nmay be obscured by
address translation or connection rewiting, and even host-Ileve
attribution may be insufficient because nultiple i ndependent
processes can share a host.

In this use case, the originating endpoint generates a ProvlD using
the pair (host |P address, process identifier) of the process that
created the socket. An operator that observes abnormal traffic
associated with a ProviD can map the ProviD to the initiating (host
I P, process identifier) and take inmedi ate action on that process
(for exanple, suspend or restart the process, isolate the workload
i nstance, or apply a narrowy scoped network policy).

Opti on For mat

The Provenance ldentifier (ProviD) option uses a fixed-length
experinmental TCP option format. The option is identified by the
experinental option kind and is distinguished by a fixed option
| engt h.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ki nd | Length | ExI D |
T S T T S i Rk U A S
| Provl D |
i T s i o S i i S R I S I S S S M

Figure 2: ProvliD TCP Option Format
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Ki nd
The TCP option kind. The value of this field is 253.

Length
The total length of the TCP option in bytes. For the ProviD
option defined in this docunent, the value of this field is 12

ExI D
The Experiment ldentifier (ExID). This 2-byte field identifies
the Provl D experiment when used with experinmental TCP option
kinds. The value of this field is OxDEE9.

Provl D
The Provenance ldentifier. This fieldis 8 bytes in |length and
carries a provenance identifier defined by the sender

4. M ddl ebox Consi derations

To mai ntain provenance continuity within an adninistrative donain,
m ddl eboxes (as defined in [ RFC3234]) MUST handl e the Provl D option
according to their function.

4.1. Non-termnating M ddl eboxes

A non-term nating niddl ebox is a device that resides on the
communi cati on path but does not term nate the end-to-end TCP
connection. These m ddl eboxes MJUST forward the Provl D option
unnodi fied in any segnent where it appears. |f the m ddl ebox
nodi fi es transport-layer identifiers (e.g., perform ng Network
Address Translation), it MJST NOT strip or alter the ProvlD option

4.2. Term nating M ddl eboxes

A terminating mddl ebox is a device that acts as the endpoint for a
TCP connection (e.g., a service proxy). To nmintain provenance
continuity, these mniddl eboxes MIST relay the ProvliD fromthe incom ng
connection to the outgoing connection. Specifically, whenever a
ProviD is observed in an incom ng TCP segnent, the m ddl ebox MJST
include the identical ProvliD value in the correspondi ng segnent of

t he out goi ng connection

4.3. Domain Boundary Handling

To prevent the | eakage of internal network netadata, m ddl eboxes at
the boundary of the adm nistrative domain MJST strip the ProvlD
option fromany TCP segnents exiting the domain. Sinmlarly, any
Provli D options present in traffic entering the domain fromthe open
I nternet MJUST be stripped.
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5. | ANA Consi derati ons

Thi s docunent’s | ANA considerations are to be determned and w ||
provided in a subsequent revision of this draft. [TODQ

6. Security Considerations

Thi s docunent’s security considerations are to be determned and wl|l

be provided in a subsequent revision of this draft. [TODQ
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