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Abst ract

Net work security has traditionally relied on a perinmeter-centric
nodel , assunming that traffic originating within the network can be
inmplicitly trusted. This nodel is fundanmentally challenged by
nmodern, highly distributed, and software-driven network environnments
where internal conpromise is a realistic and high-inpact threat
scenario. This docunent examines the critical limtations of edge-
only network protection and the system c risks that arise from
insufficient internal validation. Once the network perineter is
bypassed, the absence of internal protection nmechanisns facilitates
rapid | ateral novenent, inpersonation of network entities, and
interference with critical control and managenent functions.

The docunent argues that Zero Trust (ZT) principles, which nmandate
conti nuous, dynamic verification of all entities and comuni cations
regardl ess of network |location, are necessary to address contenporary
threat nodels. Deploying ZT-aligned network protection mechani sms
beyond the network edge is essential to build resilient,

control | abl e, and trustworthy networks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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I nt roduction

Traditional network security architectures in operator and enterprise
envi ronnments have long been built around a perineter-centric
protection nodel. In this nodel, security nechanisns are primarily
depl oyed at network edges—such as access networks [ RFC2827], inter-
domai n boundaries, or gateway nodes—under the core assunption that
traffic originating inside the network can be inherently trusted once
it passes the perimeter. This assunption of Inplicit Trust reflected
earlier network environnments in which infrastructures were relatively
static, tightly controlled, and operational roles were clearly
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separated. In such contexts, perinmeter-based protection provided a
reasonabl e bal ance between security and operational conplexity.

Modern networ ks, however, have evolved into highly distributed,
virtualized, and software-driven systens. Automated orchestration,
programabl e control planes [ RFC7426], open nanagenent interfaces,
and cl osed-1o0op control systens significantly expand the interna
attack surface and increase the potential inpact of internal failures
or conpromse. As a result, threats originating fromwthin the
network can no |onger be treated as exceptional or out of scope. The
reliance on Inplicit Trust within the network creates a structura

nm smat ch between the threat environnent and depl oyed protection
mechani sns.

Thi s docunent examines the limtations of the perinmeter-centric node
and the necessity of applying Zero Trust principles to network
protection itself. Zero Trust rejects trust based on network

| ocati on and enphasi zes continuous verification of entities and
communi cations. Applying these principles within the network enabl es
nmor e robust contai nment of conprom se and i nproved resilience of

net wor k operati ons.

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119]

3. Term nol ogy

The following terns are defined in this docunent:

* ZTA: Zero Trust Architecture. An evolving set of cybersecurity
par adi gns that nove defenses fromstatic, network-based perineters
to focus on users, assets, and resources.

* Implicit Trust: The assunption that an entity (user, device,
traffic flow is trustworthy solely because of its network
| ocation (e.g., being inside the network perineter).

* Lateral Mvenent: The technique used by attackers to progressively

move deeper into a network froman initial point of conpronm se,
often by exploiting Inplicit Trust.
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Current State of Network Protection

In today’ s operational networks, the dom nant security paradi gm
remains perineter-centric. Mst protection nechanisns are
concentrated at the network boundary, reflecting the historica
assunption of Inmplicit Trust for internal traffic. Common practices
i ncl ude:

* Traffic filtering, access control, and anomaly detection primarily
enforced at ingress or egress points.[RFC2827]

* Security inspection and policy enforcenment focused on custoner-
facing interfaces and inter-domain |inks.

* Limted or coarse-grained security controls within the interna
net work, where routers, switches, virtualized network functions,
and control systens are often treated as mutual ly trusted.

This architectural approach originated in an era when networks were
relatively static and infrastructure conponents were physically

i solated. Under such conditions, deploying strong security controls
only at the boundary was often sufficient and operationally
efficient. However, the shift to virtualized, cloud-native, and

sof tware-driven networks has rendered this nodel increasingly
fragile.

Ri sks of the Perineter-Centric Mde

A security architecture that relies primarily on edge-based
protection exhibits a critical weakness: once the perineter is
breached, the internal network is left largely unprotected. This
creates a "hard shell, soft interior" structure, leading to systemic
ri sks across the network planes.

Data Pl ane Risks: Unrestricted Lateral Myvenent

The core risk is the unrestricted |ateral novenent of an attacker who
gains an initial foothold inside the network. Because interna
traffic is subject to mniml verification, a conprom sed node can
nmove across internal segnents with linmted resistance, accessing

addi tional systens and services. Furthernore, the lack of interna
val i dation mechani sns nmeans that conproni sed nodes can easily

i nper sonate other network elenments or services, undermnining trust
relati onships within the network. \While edge-based nechani sns
address external spoofing, they do not prevent a conprom sed interna
entity from spoofing other internal entities.
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Control Plane Risks: Integrity Exposure

Internal control protocols (e.g., routing, signaling) and managenent
interfaces are often designed with the assunption of Inplicit Trust.
Thi s exposure is critical because:

* Control protocols may accept unauthenticated or insufficiently
verified traffic, enabling disruption or manipul ati on of network
operations (e.g., malicious routing updates).

* |In automated and intelligent networks, incorrect or nalicious
internal signals can trigger |arge-scale msconfigurations or
service disruptions, as autononous control |oops anplify the
ori gi nal conprom se

Managenent Pl ane Ri sks: APl and Orchestration Vulnerability

Modern networks rely heavily on open APls, software-defined

networ king (SDN) controllers [RFC7426], and automated orchestration
systens. These systenms manage the entire network state, making them
hi gh-val ue targets for attackers. |f an attacker gains access to the
managenent pl ane through a conprom sed internal entity, they can

| everage the Inplicit Trust to execute high-inpact actions, such as
reconfiguring security policies, redirecting traffic, or disabling
critical network functions.

A critical and often overl ooked risk in this context is the |ack of
robust user profile nodeling for nanagenent plane access. User
profil e nodeling establishes a baseline of |egitinate behaviors,
perm ssions, and operational contexts specific to individual accounts
(e.g., network administrators, automation service accounts). This
basel i ne includes factors such as typical access tines, frequently
interacted APl endpoints, allowed action scopes, data access
patterns, and even contextual attributes |ike device fingerprints or
network | ocations. Wen such profiling is absent or insufficient,
attackers who successfully bypass initial Zero Trust authentication
(e.g., through stolen credentials, token hijacking, or session
spoofing) can operate under the "legitimte" token of a conproni sed
account while perform ng actions that deviate drastically fromthe
account’ s intended use.

For exanple, a network operations account with a baseline profile
limted to routine configuration checks and m nor adjustnents could
be exploited to deploy malicious orchestration workfl ows, delete
critical network policies, or exfiltrate sensitive managenent
data—all without triggering alerts, as the systemlacks the ability
to distinguish between authorized users acting within their role and
attackers msusing the account. This risk is amplified by the
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aut omati on-centric nature of nodern managenent planes: a single
comprom sed token with unrestricted or poorly validated access can
initiate cascading, automated attacks across the network
infrastructure. Unlike external threats, these actions are executed
under the guise of legitimte account activity, evading traditiona
perineter-focused or token-only authentication controls.

The absence of user profile nmodeling creates a gap in the Zero Trust
framework for the managenent plane: while authentication verifies
"who" is accessing the system it fails to validate whether the
"what" (the action being performed) aligns with the account’ s
intended identity and operational baseline. This mismatch allows
attackers to abuse legitimate credentials to undermne the integrity
and availability of core network managenent functions, even in

envi ronments where perinmeter and authentication controls are

ot herwi se robust.

6. Necessity of Zero Trust Deploynment Wthin the Network

Zero Trust (ZT) principles address these challenges by elimnating
Implicit Trust and requiring continuous, dynam c verification across
the entire network. Trust is never inplicit and nust be continuously
reassessed based on identity, context, and behavior. This approach
is necessary for network protection for several reasons:

* Elimnation of Trust-by-Location: Network nodes and traffic are no
| onger trusted solely because they originate frominterna
segnents, forcing explicit authentication and authorization for
all interactions.

* Contai nment of Conprom se: Security enforcement at multiple
internal points limts the "blast radius" of a conproni sed
component and restricts lateral novement, transform ng the network
froma soft interior to a segnented, hardened structure

* Inproved Integrity of Control and Management Functions: Continuous
verification hel ps ensure that routing, orchestration, and
moni toring systems operate on trustworthy inputs, which is vita
for the stability of automated network operations.

* Resilience and Conpliance: ZT provides a framework for buil ding

networks that are inherently nore resilient to internal threats
and better aligned with nodern security conpliance nmandat es
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Applying Zero Trust to network protection inplies that interna
communi cati ons, forwardi ng behaviors, and control interactions nust
be subject to security enforcenent simlar to that applied at the
perinmeter. This requires the devel opnent of network mechani sns that
can enforce policy based on identity and context, rather than just
net work address and | ocation

Concl usi on

The evol ution of network architectures and threat nodel s has rendered
tradi tional edge-only security approaches insufficient. Wile
perineter defenses remmi n necessary, they are no | onger adequate on
their owmn. A breach at the boundary can expose the internal network
to rapid and wi de-rangi ng conproni se. Adopting Zero Trust principles
within the network is therefore not optional, but essential. By
shifting fromstatic, perinmeter-based trust to dynam c, continuous
verification across all network segments, operators can build nore
resilient, controllable, and trustworthy networks. Zero Trust-

al i gned network protection transforns security froma boundary
function into an intrinsic property of the network itself, better
suited to the demands of nodern and future network environnents.

Security Considerations

Thi s docunent is a Problem Statenent and does not propose a solution
However, the depl oyment of Zero Trust principles within the network
introduces its own set of security and operational considerations
that nust be addressed by any future solution. These include:

* Performance Overhead: Continuous verification and policy
enforcement at multiple internal points may introduce |atency and
performance overhead to the data pl ane.

* Reliability and Availability: The Policy Decision Point (PDP) and
Pol i cy Enforcenent Point (PEP) conponents of a ZT architecture
represent critical infrastructure. Their failure could lead to
networ k di sruption or denial of service.

* Policy Conplexity: Managi ng fine-grained, dynam c policies across
a large, distributed network is conplex and requires robust
aut omati on and orchestration to avoid nisconfiguration and policy
conflicts.
I ANA Consi derati ons
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