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Abst r act

Thi s docunent specifies the basic requirements for nulti-domain

| Pv6-only Provider Edge (PE) routers. The requirenents cover severa
key aspects: support for fundanental |Pv6 protocols, such as, MP-BGP
and | CvPv6, inplenentation of 4map6 based MP-BGP ext ensions,

statel ess encapsul ati on and transl ation functions using | Pv6 napping
prefixes as well as support for SRv6 and NAT64 functionalities. By
defining these requirenents, this docunent aims to facilitate the
devel opnment, depl oynent and interoperability of such PE routers,
thereby pronoting the snmooth establishment and operation of nulti-
domai n |1 Pv6-only Networks

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1. |1Pv6-only Evolution Trend

[1-D.ietf-v6ops-framework-nd-ipvéonly-underlay] describes a franmework
for deploying IPv6-only underlay in multi-domain networks, |Pv4d
packets are statelessly translated or encapsulated into | Pv6 packets
for transm ssion. This framework requires |Pv4/|Pv6 address nmapping
rule to support statel ess packet conversion at Provider Edge (PE)
routers. In recent years, the deployment of |Pv6 has been

accel erating globally. Mny regions and service providers have
started to pronote the use of IPv6 in their networks. As |Pv6
traffic gradually increases in sonme networks, showing a trend of
exceeding IPv4 traffic, there is a growing need to consider
systematically the transition froml|Pv4/|IPv6 dual -stack networks to
| Pv6-only networks.

The evol ution towards | Pv6-only networks ains to sinplify the network
architecture, elinnate the conplexity caused by the co-existence of

I Pv4 and | Pv6 protocols, and fully | everage the advantages of | Pv6.
By removing the redundant functions related to |Pv4, network
operators can optim ze resource utilization, reduce operationa

costs, and inprove the overall efficiency and performance of the

net wor k.

The framework of nulti-domain |IPv6-only underlay network is defined
in [l-D.ietf-v6ops-framework-nd-ipv6éonly-underlay]. A nulti-donmain
I Pv6-only Network refers to a network environment where multiple

aut ononous systens (ASs) or adm nistrative domains operate with | Pv6
as the sole network protocol. In such a network, all interna
networ k devices, e.g. core routers, are configured to support only

I Pv6 for addressing, routing, and packet forwarding. This type of
network i s designed to provide seam ess end-to-end | Pv6 connectivity
across different domains, enabling nore efficient use of |1Pv6
resources and better support for emerging | Pv6-based applications.

In a nmulti-domain | Pv6-only Network, the cooperation and
interoperability between different domains are crucial. To achieve
this, standardi zed protocols and nmechani snms are required to ensure
the correct exchange of routing information, the seanm ess transfer of
packets across domai n boundaries, and the proper handling of various
networ k services

Provi der Edge (PE) devices are the edge routers |located at the
boundary between a service provider’s network and its custoner
networ ks or other service provider networks in a nulti-domain

I Pv6-only network. These devices play a vital role in connecting
different networks and facilitating the exchange of traffic. 1In an
| Pv6-only environnment, PE devices are responsible for performng a
series of functions, such as routing | Pv6 packets between different
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domai ns, providing connectivity for customer networks, and handling
the transl ati on and encapsul ati on of packets when necessary to
support | egacy |Pv4 services.

PE devi ces need to support a wi de range of |Pv6-related features and
protocols to ensure snooth operation in the multi-domain |Pv6-only
network. They nust be able to interact with other network devices,
both within the same domain and across different domains, in a
compliant and efficient manner.

2. Scope of this Docunent

Thi s docunent focuses on defining the basic requirements for PE
Routers located at the edge of nulti-domain | Pv6-only networks. It
outlines the necessary functions and capabilities that PE devices
shoul d possess to operate effectively in a nulti-donmain |Pv6-only
Net wor k environnent. The requirenents include the support for
fundanental |Pv6 protocols, the inplenentation of extensions related
to MP-BGP for 4map6, the ability to perform encapsul ati on and

transl ati on based on | Pv6 mapping prefix, as well as the support for
SRv6 and NAT64 functi ons.

It should be noted that this document does not cover all the

requi renents for PE devices, it only introduces the parts directly
related to | Pv6-only. By specifying these requirenments, this
docunent ains to provide a compn reconmendation for equi pnent
vendors and network operators, facilitating the devel opnent,

depl oynent, and interoperability of multi-domain |IPv6-only PE
Routers. This will ultimately contribute to the successfu
establ i shment and operation of multi-domain | Pv6-only network.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]
Ter m nol ogy
The following terns are defined in this draft:
* multi-domain | Pv6-only underlay network: |Pv6-only underl ay
net wor k whi ch consists of nmultiple ASes operated by single or

mul ti pl e operators.

* AS: Autononpus System
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* | CWPv6: I nternet Control Message Protocol for the Version 6

| nt ernet Protocol

* ©MP-BGP: Multiprotocol Border Gateway Protoco

*  SRv6: Segnent Routing over |Pv6

* PE: Provider Edge, defined in [ RFC4026]

4.

4. 1.

4. 2.

4. 2.

4.2

Li

| Pv6 Base Protocols Requirenents
| Pv6 Addressing

PE devi ces must support [RFC8200] and correctly handle different |Pv6
address formats, including unicast, nulticast, and anycast addresses.
They should be able to identify and process these address types in
routing and packet forwardi ng operations. The representation of |Pv6
addresses should follow the standard notation defined in [ RFC5952].

For instance, when a PE router receives a packet destined for a

mul ticast |1 Pv6 address, it should be able to forward the packet to
the appropriate nulticast group nenbers based on its multicast
routing table, which is built using protocols |ike Milticast Listener
Di scovery for |Pv6.

I Pv6 Routing Protocols
1. Interior Gateway Protocols

PE devi ces must support at |east one |IGP protocols such as IS-IS

[ RFC5308], OSPFv3[ RFC5340],, etc., though the specific protoco

enpl oyed is at the operator’s discretion. This document provides no
specific recomendations in this regard.

.2. Exterior Gateway Protoco

PE devi ces shall support Milti-Protocol Border Gateway Protocol (M-
BGP), MP-BGP is essential for inter - domain routing in a nulti-
domai n I Pv6-only Network. PE routers shall use MP-BGP to exchange
routing informati on with other autononous systens. They should be
able to establish MP-BGP sessions with peer routers in other donains,
advertise and receive | Pv6 routes, and apply appropriate routing
policies. For exanple, when a service provider’s network needs to
connect to another service provider’s nmulti-domain |IPv6-only network,
the PE routers at the inter-domain boundaries use MP-BGP to exchange
routing information, enabling the transfer of traffic between the two
net wor ks.
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4.3. Internet Control Message Protocol version 6 (I CWMPv6)

PE devices must fully support |ICMPv6 as defined in [ RFC4443]. | CWVPv6
is used for various control and diagnostic functions in |Pv6
networks. PE routers should be able to generate, process, and
forward | CMPv6 nessages such as echo requests and replies, router
solicitations and adverti senents, and nei ghbor solicitations and
adverti senents.

For exanpl e, when receiving a Neighbor Solicitation (NS) nessage sent
by a host in the user-side network, the PE router can respond with a
Nei ghbor Advertisenent (NA) nessage. The PE router can advertise the
routing informati on of the user network to the service provider,
enabling routing intercomuni cati on between the enterprise network
and the external network, so that devices within the enterprise can
communi cate with the external network

Additionally, 1CMPv6 error nessages, such as destination unreachabl e
messages, are crucial for network troubl eshooting. PE routers nust be
able to correctly handle and forward these error messages to the
appropriate sources.

5. MP-BGP Extension for |Pv4/1Pv6 Mappi ng Adverti senent
5.1. Overview of |Pv4/1Pv6 Mappi ng Adverti senent

| Pv4/1 Pv6 mappi ng adverti sement mechani sm can be used to support the
transl ati on and encapsul ation of |Pv4 packets in an | Pv6-only network
environment(i.e. |Pvd-as-a-Service). It allows for the co-existence
of 1 Pv4 services within a nulti-domain IPv6-only Network. In this
case, |Pv4 addresses are mapped to | Pv6 addresses, enabling the
transfer of |Pv4-based traffic over an IPv6 infrastructure.

5.2. MP-BGP Extension Requirenents
5.2.1. Route Type

PE routers must support the new route types defined for the MP-BGP
extension related to 4nap6 as specified in
[1-D.ietf-idr-npbgp-extension-4map6]. These route types are used to
carry informati on about the mappi ng between | Pv4 addresses and | Pv6
addresses. For exanple, the PE router should be able to advertise
and receive routes that contain information about which | Pv4 address
ranges are associated with which I Pv6 mappi ng prefixes. This
information is crucial for other routers in the network to correctly
route | Pv4-mapped traffic.
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2.2. Attribute Support

MP-BGP Attributes for |1Pv4/1Pv6 mappi ng adverti senent: PE devices
need to support the specific MP-BGP attributes defined for 4nmap6.
These attributes carry additional information related to the 4map6
transl ati on and encapsul ati on process. The PE router nust be able to
correctly attach and interpret these attributes when advertising and
recei ving routes.

2.3. Route Advertisenment and Wt hdr awal

PE routers should be capabl e of accurately advertising 4nmap6-rel ated
routes to other routers in the network. Wen a new | Pv4-to-1Pv6
mappi ng i s established, the PE router nust advertise the rel evant
route information to its peers in atinely manner. Simlarly, when a
mapping i s renoved or changed, the PE router should wthdraw the old
route and advertise the updated information. This ensures that the
network’s routing tables are always up-to-date and that traffic is
routed correctly.

For exanple, if a new enterprise customer with |IPv4-only applications
is added to the nulti-domain | Pv6-only Network, the PE router serving
that custonmer needs to advertise the appropriate 4nap6 routes to
other routers in the service provider’s network, enabling the
delivery of the customer’s |IPv4 traffic.

Encapsul ati on and Transl ati on Based on | Pv6 Mapping Prefix
1. Stateless |IPv4-in-1Pv6 Encapsul ation

PE devi ces must support the encapsul ation of |Pv4 packets within | Pv6
packets. Wen an | Pv4 packet needs to be transported over an

| Pv6-only network, the PE router should be able to encapsul ate the

| Pv4 packet inside an | Pv6 header. The |IPv6 header will contain the
source and destination | Pv6 addresses, which are used for routing the
encapsul at ed packet through the | Pv6 networKk.

For exanple, consider a scenario where a customer in a nulti-domain
| Pv6-only Network has an application that still uses |IPv4. \Wen the
custoner’s device sends an | Pv4 packet, the PE router at the edge of
the custonmer’s network encapsul ates this | Pv4 packet within an | Pv6
packet. The |IPv6 packet is then routed through the service
provider’s | Pv6-only network until it reaches the appropriate egress
PE router, which will decapsulate the |Pv4 packet and forward it to
the final |Pv4-based destination

2. Translation Function
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2.1. Stateless |Pv4/1Pv6 Transl ation

PE devi ces must support the statel ess translation nechani sm as
defined in [RFC7915]. Stateless translation allows for the

transl ation of |Pv4 packets to | Pv6 packets and vice versa w t hout
mai ntai ning state informati on about the translation. Wen an |Pv4
packet arrives at a PE router in an |IPv6-only network, the router
shoul d be able to translate the | Pv4 packet into an | Pv6 packet.
This involves translating the | Pv4 header fields, such as source and
destination addresses, into their equivalent |IPv6 formats.

For exanple, if an IPv4-only server is accessed froma client in an

| Pv6-only network, the PE router at the network edge can use
Stateless I Pv4/1Pv6 Translation to translate the | Pv4 packets sent by
the server into | Pv6 packets that can be routed through the |IPv6
network to reach the client. Simlarly, when the client sends a
response, the PE router can translate the | Pv6 packet back into an

| Pv4 packet for the server to understand.

2.2. Stateful NAT64

PE routers shall support Stateful NAT64 [RFC6145] to connect with the
custoner network and enable | Pv6-only users to access | Pv4 services
over | Pv6-only network. Stateful NAT64 is a technol ogy used to
enabl e conmuni cati on between | Pv6-only hosts and | Pv4-only hosts as
defined in RFC 6146. It allows |IPv6-only devices to access

| Pv4- based services by translating | Pv6 addresses to | Pv4 addresses.
In a multi-domain | Pv6-only Network, NAT64 is inportant for providing
backward conpatibility and enabling the continued use of |egacy |Pv4
appl i cations.

PE routers must support the translation of |Pv6 addresses to | Pv4
addresses. Wen an I Pv6-only host in a custoner network connected to
a PE router attenpts to access an |Pv4-only server, the PE router
shoul d be able to translate the | Pv6 source and destinati on addresses
in the packet to their equivalent |Pv4 addresses. This translation
process invol ves mapping the | Pv6 addresses to an avail abl e pool of

| Pv4 addresses maintained by the PE router.

For exanple, if an IPv6-only nobile device in a custoner’s network
tries to access an | Pv4 - based website, the PE router serving that
custonmer will performthe |Pv6-to-1Pv4 translation. It will select
an avail able | Pv4 address fromits pool, and create a stateful NAT64
| P address transl ation state.
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SRv6 Support

1. Segnent Routing over |Pv6 (SRv6) Basics

SRv6 [ RFC8402] is a formof segnent routing that uses |IPv6 as the

underlying technology. It allows for the encoding of a sequence of
networ k segments (represented as | Pv6 addresses) in the packet
header, enabling nore flexible and programmable routing. In a nulti-

domai n 1 Pv6-only Network, SRv6 can be used to provide efficient
traffic engineering, sinplify network operations, and support new
servi ces

2. SRv6 Functionality Requirenents in PE Routers

2.1. SRv6 Endpoint Function

PE routers shall support the SRv6 endpoint function. This neans that
when a packet arrives at a PE router with an SRv6 segnent list inits
header, the router should be able to process the segnent |ist and
performthe appropriate actions. The PE router may need to pop the
top - nost segnent fromthe list, forward the packet to the next hop
based on the renaining segnment |list, or performother operations as
defined by the SRv6 architecture.

For exanple, in a service provider network using SRv6 for traffic
engi neering, a PE router may receive a packet with an SRv6 segnent
list that directs the packet to traverse a specific path through the
network. The PE router, acting as an SRv6 endpoint, will process the
segnent list and forward the packet accordingly, ensuring that the
packet follows the intended path.

2.2. SRv6 Policy Support

PE devi ces shoul d support SRv6 policies. These policies can be used
to define howtraffic should be routed based on various criteria such
as source and destination addresses, application type, or QS
requirenents. The PE router nust be able to enforce these policies
by correctly handling SRv6-enabl ed packets. For instance, a service
provi der may define an SRv6 policy that routes high-priority video
traffic along a different path than regular data traffic. The PE
router, upon receiving packets marked as high-priority video traffic,
will apply the SRv6 policy and route the packets along the pre-

defi ned pat h.
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2.3. SRv6-related Routing Information Exchange

PE routers need to participate in the exchange of SRv6-rel ated
routing information. This may involve advertising SRv6 capabilities,
segnent lists, and other relevant information to other routers in the
network. The exchange of this information can be achieved through
exi sting routing protocols such as MP-BGP, where additiona

attributes or extensions can be used to carry SRv6-specific
informati on. For exanple, a PE router may advertise its SRv6
capabilities and the available segnent lists to its MP-BGP peers,
enabling themto nake inforned routing decisions when handling
SRv6-enabl ed traffic.

Configuration and Management Consi derations

As a forwarding node in IPv6-only networks, PE router shall accept
centralized policy scheduling fromthe network controller and

i npl ementi ng aut omated configuration through the NETCONF protocol/
YANG nodel . Meanwhil e, the PE supports syslog and SNVP Trap al arm
mechani sms, enabling rapid fault |ocation and security incident
traci ng through standardi zed | ogs.

Security Considerations
TBD
Acknowl edgenent s
TBD
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