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Abst r act

This draft introduces the Unified Network and C oud O chestration
Framework (UNCO), which is designed to enable real-tinme and joint
orchestrati on of network and computing resources in 5G and future-
generati on networks. UNCO franmework addresses inefficiencies in
current resource scheduling mechani sns, resolves objective conflicts
across donmins, and provides unified policy and security nmanagenent.
It is applicable in energing scenarios such as ultra-reliable | ow

| at ency conmuni cati ons (URLLC), nobile edge conputing (MEC), and
network slicing, where service quality and operational efficiency are
par anmount .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

As next-generation tel ecom networks evol ve to support |atency-
sensitive, conmpute-intensive, and highly dynam c applications across
metro networ ks, backbone networks, nobile networks, and beyond,
traditional siloed orchestration nechanisns are no | onger sufficient.
The integration of network and conputing resources is essential to
enabl e real -tine, adaptive service provisioning across diverse

depl oynent environments. Current industry efforts such as ETSI NFV
[ NFV033], 3GPP MEC, and | ETF service chai ning [ RFC8969] have made
progress in specific domains, but a holistic orchestration franework
that bridges network and conputing domains with unified security and
policy governance renai ns | acking.
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In addition, Telecom C ouds introduce new operational conplexities
that differ significantly frompublic cloud deploynents. Unlike
public clouds, which rely on third-party network providers, Tel ecom
Cl ouds operate under a single admnistrative domai n where both
network and cloud infrastructure are tightly coupled and nmanaged by
the sane operator. This integration opens up opportunities for real-
time coordi nati on between cloud service scaling events and network
policy adjustments. However, nobst existing network managenent
systens can not ajust with dynam c cloud states, which can lead to
inefficient |oad bal anci ng, suboptimal routing, and SLA viol ations
for critical services |ike Al/M pipelines, video stream ng, and 5G
slice traffic.

To address these limtations, the UNCO framework introduces a

tel emetry-driven mechani sm wher eby cl oud-si de resource and service
status can be abstracted and delivered to network controllers in near
real -tine. This nechani sm enabl es the dynam ¢ adjustrment of network
policies such as UCWP and | oad bal anci ng, based on ongoi ng changes in
cloud resource availability or service deploynent state. Unlike
existing | ETF efforts (e.g., TEAS
[draft-ietf-teas-ietf-network-slice-framework], OPSAWS
[draft-ietf-opsawg-service-assurance-architecture], CATS
[draft-ietf-cats-framework]), which offer val uabl e foundations for
traffic engineering and service-aware routing, UNCO buil ds upon and
extends them by incorporating real-tinme cloud-derived nmetrics
directly into the orchestration logic. This approach ensures SLA-
compliant, fine-grained orchestration of both network and conpute
infrastructure in multi-cloud and Tel ecom C oud environnents.

The Unified Network and C oud O chestration framework (UNCO)
addresses these gaps by enabling:

* Unified orchestration of computing and network resources.

* Dynam c, SLA-driven scheduling of heterogeneous resources.

* Cross-donmain policy alignment and enforcenent.

* Real-tinme observability and security management across domai ns.
UNCO i ntroduces a | ayered architectural nodel with well-defined

functional nodules and interfaces to facilitate standardi zati on and
interoperability anmong di verse vendor ecosystens.
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Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] [ RFC8174].
Ter mi nol ogy

The following terns are used in this draft:

* UNCO Unified Network and C oud O chestration FrameworKk.

*  NSOS: Network Service Orchestration and Schedul i ng System

* MEC. Miulti-access Edge Computing, a framework that extends cl oud
capabilities to the edge of the network.

* URLLC. Utra-Reliable Low Latency Comunications, a category of 5G
use cases requiring high reliability and very | ow | atency.

* SLA. Service-Level Agreenent, a formalized agreenment on expected
service perfornmance netrics.

* UCMP: Unequal -Cost Multi-Path routing, a technique that uses paths
with different costs sinultaneously.

* TEAS: Traffic Engineering Architecture and Signaling, an | ETF
wor ki ng group focused on traffic engi neering mechani sns.

* CATS: Conmputing-Aware Traffic Steering, an energing franmework for
steering traffic based on conputing availability.

* NFV: Network Functions Virtualization, an architecture for
virtualizing network functions previously inplenented in hardware.
[ NFV033]

*  YANG Yet Another Next Ceneration, a data nodeling |anguage used
to nodel configuration and state data mani pul ated by t he NETCONF
pr ot ocol . [ RFC3969]

* RBAC. Rol e-Based Access Control, a policy-neutral access control
mechani sm defi ned around rol es and privil eges.

* |AM Identity and Access Managenent, the security discipline that

enables the right individuals to access the right resources at the
right tines.
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* SDN:. Software Defined Networking, an approach to networking that
uses sof tware-based controllers to direct traffic on the network.

* APl: Application Programm ng Interface, a set of definitions and
protocols for building and integrating application software.

* QS: Quality of Service, the description or neasurenment of the
overal |l performance of a service

* AR/'VR/' XR Augrented Reality / Virtual Reality / Extended Reality,

technol ogi es for i mersive digital experiences.
4. Probl em Overvi ew

4.1 Real -Tinme and Dynam ¢ Resource Schedul i ng

Modern applications, such as imersive reality, smart manufacturing,

and vehi cul ar conmuni cation systenms, demand rapid provisioning and

adj ustnent of both conmpute and network resources. Traditiona

orchestrators often pre-allocate resources statically or based on

hi storical nodels, which are ill-suited to handle:

* Burst surges of user demands (e.g., traffic spikes in live
stream ng) .

* FElastic scaling requirenents (e.g., Al inference workload
of f| oadi ng).

* Edge-cl oud resource handoff and failover scenari os.

These limtations lead to under-utilization of expensive
infrastructure and inconsistent quality of experience (QoE).

4.2 Contradictions Anong Different Objectives

Mul tipl e stakehol ders often have conflicting optim zation goals. For
i nst ance:

* ©Maxim zing conpute utilization nmay increase network path
r edundancy.

* Reducing latency by routing over |owlatency paths may overl oad
specific conmpute clusters.

* Mnimzing operational costs may sacrifice redundancy and
resilience.
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A successful orchestration strategy nust bal ance these trade-offs
dynani cal l y, based on service priorities and system state.

4.3 Lack of Joint Effectiveness Eval uation

Schedul ing strategies are often evaluated i ndependently in the
context of either network performance (e.g., throughput, delay) or
computi ng performance (e.g., CPU usage, task conpletion tine).
However, next-gen services require holistic netrics that conbine:
* End-to-end | atency fromuser device to conpute execution node

* Task success rate under constrained bandwi dth and CPU cycl es.

* Adaptive resource reallocation under failure or congestion

Such unified metrics are crucial for validating orchestration
polici es.

4.4 Security and Strategy Fragnentation

Network policy (e.g., firewalls, ACLs, segnentation) and cl oud
security policy (e.g., |AM security groups) are traditionally
managed in isolation. This results in:

* Inconsistent access controls between conpute and data pl anes.
* Increased cross-donmi n attack surface.

* Conplexity in policy auditing, validation, and enforcenent.

UNCO proposes a unified security nodel to enforce coherent policies
across cloud and network domai ns.

Overvi ew of the UNCO franmework
This section provides an overview of the UNCO framework and an
introduction to its key components. The high-level framework
overview of UNCO is shown in Figure 1.
UNCO i s conposed of three prinary nodul es
1. NSCS (Network Service Orchestration and Scheduling Systen): The
central decision-nmaking and coordination entity responsible for

managi ng servi ce depl oynent, orchestrating cross-donmain
resources, and enforcing gl obal policies.
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Cl oud Manager: A cloud-native resource controller that abstracts
het er ogeneous conputing resources (VMs, containers, GPUs, NPUs,
etc.) across edge and central cloud domains. It acts as the
conput e-pl ane orchestrator, reporting availability and enforcing
wor k| oad depl oynent .

Networ k Controller: A domain-specific SDN or |egacy-conpatible
controll er that governs routing, QS, and telenetry. 1t operates
on the data plane and acts as a progranmabl e policy agent for
traffic forwardi ng, service chaining, and SLA-aware path

sel ecti on.

These conponents are deployed in a logically centralized but
physically distributed manner to support scalability and fault
tolerance. They interact via well-defined interfaces and protocols
to deliver seam ess joint orchestration

UNCO i s designed to operate across hybrid infrastructures:

*

Public doud: Milti-cloud environments (e.g., AW5, Azure, Alibaba
Cl oud)

Private Cloud/Enterprise DC. Bare-netal and virtualized conpute
clusters .

Edge Conputing: Regi onal micro-DCs or device-near nodes

Transport and Access Networks: L2/L3 infrastructure supporting
MPLS, SRv6, or P4-based forwarding.
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Figure 1 The overall framework of UNCO

Each nodul e can scal e i ndependently, supporting multi-tenancy, high
avai lability, and flexible deployment topol ogies. NSOS typically

i ncludes a policy engine, resource graph nodel, service catal og, and
intent resolution logic. It may integrate with external OSS/ BSS
systens for comercial service integration

NSCs

The NSOS (Network Service Orchestration and Scheduling System serves
as the brain of the UNCO framework. It is designed to perform
centralized deci sion-maki ng whil e naintaining anar eness of service
requirenents, real-tinme resource availability, and policy enforcenent
across dommins. NSOS is capable of translating high-|evel
application intents into concrete actions such as workl oad pl acenent,
bandwi dth al |l ocation, and route optim zation.
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It plays a vital role in translating service-level requirenents into
programuabl e tasks, ensuring optinmal resource usage whil e maintaining
SLA comm tments. The NSOS al so maintains a overall view of gl oba
topol ogy and performance state of both conputing and networ ki ng
infrastructure, enabling end-to-end orchestration deci sions.

Moreover, it ensures feedback-driven |oop closure, adapting
orchestration actions based on nonitored outcones. Through
coordination with both the C oud Manager and the Network Controller,
the NSOS can adj ust deploynents in response to failures, demand
surges, or SLA violations.

The NSOS is a logically centralized orchestrator with the foll ow ng
ext ended capabilities:

* Service Parsing & Deconposition: Translates high-1level service
intents into fine-grained resource requirenents.

*  Topol ogy Awareness: Maintains a |live nmap of conpute, storage, and
network nodes with performance tel enetry.

* Feedback Loops & SLA Assurance: Continuously collects performance
metrics to adapt placenents and routing in real-tine.

* Security Federation: Validates policy consistency across cl oud-
native RBAC and network access lists.

Cl oud Manager

The C oud Manager is the dedi cated nodul e responsi bl e for nanagi ng
the full lifecycle of cloud-side computing resources, including
virtual machi nes, containers, GPUs, FPGAs, and NPUs, depl oyed across
centralized, regional, and edge datacenters. It plays a passive but
essential role in the UNCO architecture by exposing resource states
and executing scheduling directives issued by the NSCS.

It provides the follow ng capabilities:

* Resource Managenent: Mbnitors and manages conpute, storage, and
accel erator resources (e.g., CPU, GPU FPG&).

* Telemetry Exposure to Network Provides fine-grained netrics such
as CPU GPU usage, nmenory availability, disk I10OPS, and thermal /I oad
|l evels. Metrics can be sampled per second, per event, or on
demand, and are tagged with contextual identifiers (e.g., service
instance ID, tenant ID, SLA |evel).
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* Execution of NS-OSS Scheduling Instructions Accepts compute
depl oynent instructions from NSCS, including resource types (e.g.,
CPU, GPU, FPGA), workload type (training, infehy rence, storage,
HPC), nunber of instances, placenent constraints (region/zone/
affinity), inmage and network configuration, and reservati on node.

The C oud Manager operates at the same architectural |evel as the
Network Controller, but with a conmpute-focused scope. It does not
make orchestration decisions but serves as an intelligent agent for
resource reporting and enforcenent. All interactions with the
networ k plane occur indirectly via the NSCS, ensuring separation of
concerns and a clean interface nodel.

3. Net wor k Controll er

The Network Controller in UNCO serves as a progranmabl e interface
bet ween orchestration |l ogic and the physical or virtual network
infrastructure. It is responsible for interpreting policies and
traffic engineering directives fromNSCS and translating theminto
actionabl e configurations on network devices or SDN agents.

As the network-facing conponent, the controller collects real-tine
metrics fromthe underlying transport and access networks, including
traffic utilization, link health, congestion indicators, and routing
anomal i es. These insights feed back into NSOS to enabl e adaptive
reconfiguration in response to network dynam cs. The controller also
supports integration with energing technol ogi es such as P4
programmabl e data pl anes and segnent routing protocols, allow ng
fine-grained per-flow steering based on SLA netadata or service tags.

The Network Controller performs progranmabl e dat a-pl ane nanagenent
and service-aware traffic engi neering:

* Telemetry-Driven Path Optimzation: Continuously nonitors |ink
quality (bandwidth, jitter, RTT, congestion).

* Dynamic QS Enforcement: Applies differentiated service policies
(e.g., priority queues, rate limts, ECN) based on slice and
service | Ds.

* Progranmabl e Fabric Support: Interfaces with SDN controllers, P4
swi tches, or segment routing agents for granular traffic steering.

* Inter-Domain Routing Federation: Coordinates with external network

controllers (e.g., IP/MPLS, BGP peers) for path stitching across
domai ns.
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1.

The Network Controller, |like the Coud Manager, is coordinated by the
NSOS. While the O oud Manager provides visibility into conmpute
supply, the Network Controller ensures that the transport
infrastructure aligns with conpute denmand. Together, they enable
cl osed-1 oop orchestration in real-tinme, nulti-donmain environnents.
Standard I nterfaces and Functional Requirenents

Standard Interfaces
The UNCO framework defines standard interfaces between its conponents
to support unified orchestration and cl osed-1oop control across cloud
and network domains. The interfaces are categorized as foll ows:
1) C oud Manager - NSOS Interface

This interface enables the C oud Manager to provide real-tinme cloud
resource status to NSCS.

* INl.1 Resource Metrics Report (C oud Manager — NSOS)
- Parameters:

0 Resource ldentification: VMID Contai ner Goup/ Storage
Vol urme | D.

0 Indicator type: CPU utilization/menory usage/di sk | OPS/ GPU
| oad.

o Sanpling period: seconds/m nutes/event triggered.
0 Related service tags: Service/ Tenant/SLA |evel .

- Purpose: Enables NSOS to assess cl oud-side resource
availability and support inforned schedul i ng decisions.

* INLl.2 Service Status Report (d oud Manager — NSOS)
- Paranmeters:
o Conputing power requirenents: conputing power types
(CPU GPU FP&®Y), Resource quantity (number of CPU

cores/ menory/ GPU nodel and quantity), Scenarios
(training/inferencel/ storage/ hi gh-performance computi ng)
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Net wor k status: topol ogy, bandw dth, |atency and other

i nformati on Depl oynment configuration: availability data
center, inmage identification (operating system preset inmage
I D), network configuration (VPC | D/ subnet 1D/ security group
rul e sunmary).

Resource pre-occupation: resource pool type (public cloud/
private cloud/ hybrid cloud), pre-occupation node (on-demand/
reserved instance), storage configuration (type/capacity/

| OPS) .

- Purpose: Supports service lifecycle managenent, nonitoring, and
fault recovery.

3) IN2: NSCS - Network Controller Interface

This interface allows the NSOS to dynanically programthe network
according to real-tinme cloud and service state and requirenents.

* IN2.1 Issuing of Network Control Policy (NSOS — Network
Controller)

- Paraneters:

(]

Link identifier: source/destination node ID, logical Iink
nane.

Cloud Serivce instance ID, a globally unique identifier
assigned to each cl oud-based service instance (such as a
virtual nmachine, container, or function) deployed within the
Telecom Coud. This IDis used for tracki ng, nmanagemnent,
and associ ating network policies to specific service

i nst ances.

Target bandwi dth required (Mps/ Gops)

Ef fective nethod: imrediate effect/snmooth transition (rate
gradient tine w ndow).

- Purpose: Issuing of Network Control Policy.

* |N2.2 Report of Network Status (Network Controller— NSOS)

-  Paraneters:

(o]

Li & Li

Link ID: Logical link globally unique identifier.
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0 Real-time bandwidth utilization: current traffic percentage

(%

o0 Delay and packet |oss: Avg/ Max delay (ns) and packet |oss
rate (% in the nost recent sanpling period.

o Tinmestanp: Data collection tine.

- Purpose: Provides telenetry for closed-1oop network control and
orchestration optim zation

6.2. Functional Requiremnents

To ensure UNCO support a w de range of networked applications across
edge, cloud, and transport environnments, it defines a set of
functional requirenents that guide its architectural design and

i nterface behaviors. These requirenents enphasi ze responsi veness,
reliability, and conpatibility across nmulti-vendor, nulti-domain
infrastructures. The follow ng functions are essential to enable
joint orchestration of computing and networking resources while
preserving service quality, optimzing resource utilization, and

mai nt ai ni ng policy consistency.

Here are sone functional requirenents:

* FR1: SLA-conpliant orchestration for conputing, network, and
st orage resources.

* FR2: Elastic demand-driven scheduling based on real-tinme data and
service intent.

* FR3: Inter-domain policy normalization and conflict mtigation
across conpute and network pl anes.

* FR4: Observability and feedback mechani sms for orchestration
deci si ons.

* FR5: Unified access control, audit trails, and policy enforcenent
across domai n.
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Concl usi on

Cl oud computing has becone a foundational conponent in the
infrastructure of nodern tel ecomoperators. Wth the increasing
depl oynent of cl oud-based Al services and edge-native applications,
it is essential to support integrated orchestration of cloud and
network resources as well as end-to-end security nanagement. UNCO
addresses these requirements by providing mechani snms to incorporate
cloud-related information into network control and policy decision-
maki ng, enabling dynam c, SLA-driven service nmanagenent.

However, the | ack of standardi zed interfaces and nodels for
exchangi ng cloud telemetry across the network domain remains a key
obstacle. Cross-domain collaboration is often hindered by
proprietary APls, inconsistent abstractions, and limted
interoperability. These limtations result in delayed network

adj ustnents and fragmented service delivery.

UNCO addr esses these chall enges by proposing a unified framework and
standardi zed interfaces that bring real-time cloud awareness into
network orchestration. |Its ability to coordinate conpute and network
resources holistically enables nore resilient, efficient, and SLA-
conpliant service delivery across public clouds, private datacenters,
and edge pl atforns.

As UNCO continues to evolve, its ability to bridge these gaps through
telemetry integration, policy abstraction, and nulti-domain
orchestration will be critical. Potential application scenarios

i ncl ude:

* Elastic Al/M service hosting at the edge and core, requiring
wor k|l oad- awar e bandwi dt h and pat h adj ust nents.

* | nmersive applications (AR VR XR, cloud gam ng, real-tine
col laboration) that rely on strict latency and jitter guarantees.

* Dynamic nulti-cloud interconnection for enterprise-grade network
slicing and hybrid connectivity, etc.

These energi ng services demand orchestration frameworks |i ke UNCO
that go beyond sil oed resource managenent and of fer unifi ed,
programabl e, and standards-aligned operational control

UNCO presents a conprehensive framework for integrating conputing and
net wor ki ng orchestration in nodern networks. By addressing dynam c
scheduling, nulti-objective trade-offs, cross-domain policy

har noni zati on, and end-to-end security, UNCO provides a strong
foundation for enabling future-ready services.
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