Net wor k Wor ki ng G oup X. Li
I nternet-Draft Xo Wi
Updates: draft-1li- Beijing University of Posts and Tel ecomuni cati ons
trustwort 24 February 2025
hy-
routing-d
i scovery-
00 (if
appr oved)
I ntended status: Standards Track
Expi res: 28 August 2025

Trustworthy Routing Discovery
draft-li-trustworthy-routing-discovery-00

Abst ract

End users with high security and privacy requirements expect their
data to be transmitted only through trusted devices to mitigate the
risk of data | eakage. Therefore, the devel opnment of trustworthy
routing nmechanisns is anticipated to be a key trend in the future
evol ution of the internet. This specification describes a network
architecture that supports trustworthy routing and a schene for
carrying trustworthy routing information (TRI') using the BGP and
BGPsec protocols.
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I nt roducti on

In the existing network system data transnission security is al nost
entirely achi eved through end-to-end encryption. However, users with
hi gh security and privacy requirenents are no longer satisfied with
this mechanism They now dermand that traffic be forwarded only by
networ k devices that meet their expected security properties. For
exanple, sone clients may require their data to traverse through
trusted devices and links only, to avoid data being exposed to

i nsecure devices, causing | eakage. By utilizing renpte attestation
technol ogy [ RFC9334], networ k Aut ononmous Systens (AS) can provide
evi dence of the level of security they support. This evidence can be
exchanged between ASes through existing network protocols, such as
BGP [ RFC4271] or BGPsec [ RFC8205], and parsed by ASes that support
trustworthy routing. Through distributed nanagenent, ASes can
perceive the trustworthiness of other ASes and pl an appropriate
transm ssi on paths according to the security requirenments of
endpoints’ traffic. Note that despite the extensive body of work on
trust assessment for devices, there is still no standardized
framework for trustworthiness eval uation anong researchers.
Therefore, in this draft, a nore flexible solution-the Trust
Assessnent Profile (TAP) is proposed, which contains a set of

eval uation rul es designed to assess whether a device neets specific
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trust requirenents. Any network domain can maintain a set of TAPs,
provi ded they are recogni zed by other domains. Wthin a donmain, the
orchestrator eval uates network devices based on specific TAPs and
classifies themas either "trusted" or "untrusted" according to the
rules of the current TAP. Additionally, we recommend advanci ng
towards a multi-level trust classification in future research to
enabl e nmore granul ar control over trust managenent. This docunent
presents a network architecture that supports trustworthy routing and
a schene for carrying trustworthy routing information (TRI) using the
BGP and BGPsec protocols.

Ter mi nol ogy

1. Ter ns

The following terns are inported from|[RFC9334]: Attester, Evidence,
Verifier.

Newl y defined ternms for this docunent:

Trust Assessnment Profile --- a set of rules that specify how the
verifier evaluates the trustworthiness of the attester based on
the evidence provided during the renpte attestation process.

Trustworthy Routing Information --- a series of messages that are
exchanged between Aut onompus Systens (AS) to propagate information
regardi ng the trustworthiness of forwardi ng devices within the
domai n.

Trust Assessnent Result --- whether a network device neets a
specific trust assessment profile, with the result being either
"trusted" or "untrusted".

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Architecture
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Figure 1. Exanple architecture of trustworthy-routing supported
net wor k
Figure 1 illustrates an exanmple architecture of a trustworthy-routing

supported network in a scenario involving nmultiple ASes. Please note
that the proposed architecture is based on the "nulti client-nulti
operator" framework from|[nasr-arch]. Wth this architecture, each
orchestrator is operated by the AS s operator and is responsible for
managi ng devices (Attesters) within its domain, providing TRl to
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ot her ASes, and comunicating with other ASes’ orchestrators via the
Inter-AS APl to negotiate trustworthy routing policy flexibly. Each
attester holds a renpte attestation report issued by the verifier of
its respective domain, indicating its trustworthiness assessnent
results (TAR). The TAR of an attester is determ ned by a set of
renote attestation rules, which are described in a trust assessnent
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profile (TAP) and identified by a globally unique identifier, i.e.,
the trust assessnent profile ID. Al verifiers maintain consensus on
the TAP. Note that within this framework, the TAR of a device is
relative, determ ned by whether it is considered trusted under the
specific rules of a given TAP.

TRl is propagated anong ASes through BGP UPDATE or BGPsec UPDATE
messages. How the BGP and BGPsec protocol stacks are extended to
carry TRI will be explained later. Wth the assistance of BGP or
BGPsec, each AS can perceive the TAR of other ASes and sel ect
appropriate paths for transm ssion according to the service

requirenents of the client. It is inportant to note that the design
of this architecture also all ows non-adjacent ASes to establish an L3
I ogical link through orchestrator negotiation, thereby shielding the

trustworthiness of internediate domains fromaffecting the entire
transm ssion chain. For exanple, in Fig 1, supposing AS A and AS C
are considered trusted under a specific TAP T, while AS B is not.

Wt hout additional neasures, the transmission path fromA to C cannot
support the TAP T due to the trust bottleneck at B. In this case,
orchestrators in AS A and AS C can negotiate and establish a | ogica
link between the edge routers (A3 - Cl) of the two domains using L3
security technol ogi es (such as |Psec), thereby satisfying the
requirenent of TAP T in the data transmission fromA to C

Prot ocol Design

This draft presents the inplenmentation of inter-domain propagation of
TRI using the BGP or BGPsec protocols. Specifically, these protocols
are extended to carry TRl segnents. Each segnent contains the TRl of
an AS that supports trustworthy routing al ong the path.

The format of the TRl segnent is shown in Figure 2. The first three
fields represent the AS identifier that publishes the TR, the
identifier of the verifier that conducts the renpte attestation for
the AS, and the renpte attestation report identifier, respectively.
The attestation report I D can be provided as a URL, allow ng the
adm nistrators of the BGP router’s domain to directly access the
report and verify its authenticity. The trust assessnment profile ID
indicates the TAP identifier adopted by the AS. The TAR denotes
whet her this AS can be considered trusted under the given TAP. The
ti mestanp denotes the publication tinme of the renpte attestation
result, serving to ensure the freshness of this information so that
it consistently reflects the attester’s |atest state. Additionally,
each TRl segnent contains a signature field, where the AS sign the
entire segment using its private key to ensure the authenticity of
the TRl issuer’s identity and prevents tanpering of the TR field
during transm ssion. The selection of algorithms and key fornmats in
the signing process can be guided by [ RFC8205].
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T T +
| AS Number |
o e e e e e e e e e e e e e o m o +
| Verifier Name/1D |
O +
| Attestation Report ID |
T T e +
| Trust Assessnment Profile 1D |
o e e e e e e e e e e e e e o m o +
| TAR |
O +
| Ti mest anp |
T T e +
| Si gnature |
o e e e e e e e e e e e e e o m o +

Figure 2: TRl segnent fornmat

This draft follows the passport nodel outlined in [ RFC9334] to
construct the data fl ow di agram bet ween network entities. As shown
in Figure 3, when BCGP router 1 seeks to prove the TAR of its ASto a
router in another AS, such as BGP router 2, it first conveys its
state information, known as "evidence", to a verifier that conpares
this evidence against a specific TAP. The verifier then returns the
attestation result to BGP router 1. BGP router 1 does not consune
the attestation result, but caches it and further encapsul ates it
into the TRI following the format outlined in Fig. 2. BGP router 1
then presents this TRI to BGP router 2 via BGP or BGPsec protocol,
and BGP router 2 checks this information to determ ne whether to
accept it. Specifically, BGP router 2 first conpares the TAP ID
contained in this nmessage to determ ne whether the TAP is supported
within BGP router 2's AS. It then verifies the signature field to
ensure the authenticity of the TRI and subsequently updates the TAR
associ ated with the AS of BGP router 1.
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Figure 4. TRl path attribute format in BGP

When using the BGP protocol, an extended field called the trustworthy
routing path attribute is introduced to carry TRI. This extended
field follows the TLV format and [ RFC4271], as shown in Figure 4.

The path attribute type is a 2 octets field that consists of the
attribute flags and attribute type code, as shown in Figure 5.

e +
| Attribute Flags (1 octet) |
o e m e e e e e e e e e e e e e e me e +
| Attribute type code (1 octet) |
ot o o e +
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Figure 5: Path attribute type format

Since the trustworthy routing path attribute is an optiona

transitive BGP path attribute, the first two bits of its attribute
flags are set to 11. The rermaining 6 bits of the path flags are
configured according to [ RFC4271]. The attribute type code indicates
that this path attribute carries TRI. The path attribute length is a
1l-octet or 2-octet field that indicates the total Iength of the value
field. The value field of the trustworthy routing path attribute
contains a series of consecutively arranged TRl segnents that
represent the TRl al ong the path.

BGPsec
o e e e o o e e e o +
| pCount (1 octet) | Flags (1 octet) |
o e e o s o e e o s +
| AS Number (4 octets) |
o m e e e e e e e e e e e e e e e ao oo +
| TRl segnent |
o e m e e e e e e e e e e e e e e me e +

Figure 6: The secure path segnent format of trustworthy-routing
supported BGPsec

When using the BGPsec protocol, the TRI segment for each ASis
separately placed within the correspondi ng secure_path segnent, as
shown in Figure 6. One of the seven unassigned bits in the Flags
field is used to indicate whether the AS supports trustworthy
routing, referred to as the ET_R Flag in Figure 7. |If E TR Flag =
0, the AS does not support trustworthy routing, and the routing
update nessage will be parsed according to the original BGPsec
protocol. If ET RFlag =1, the AS supports trustworthy routing,
and its TRI will be included in the correspondi ng secure_path
segnent .

Figure 7: Flags format

It is inportant to note that the AS nunber is already included in the
secure_path segment of BGPsec, so this information is omtted from
the TRI. Additionally, since BGPsec already applies a signature
mechanismto ensure the authenticity of the secure_path, the
signature field in the TRl segnent is also onmtted.
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5. Security Considerations

Thi s docunent has no further security considerations.
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