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Abst r act

Thi s docunent proposes a nechanismto programthe processing rul es of
Segnment Routig Header (SRH) optional TLVs explicitly on the ingress
node. In this nechanism there is no need to configure |ocal
configuration at the node to support SRH TLV processing. A network
operator can programto process specific TLVs on specific segnent
endpoi nt nodes for specific packets on the ingress node, which is
nmore efficient for SRH TLV processing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 June 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

Segnent routing (SR} [RFC8402] is a source routing paradi gmthat
explicitly indicates the forwarding path for packets at the ingress
node by inserting an ordered list of instructions, called segnents.

When segnent routing is deployed on the IPv6 data plane, it is called
SRv6 [ RFC8754]. For support of SR a new routing header called
Segnment Routing Header (SRH), containing a list of segnents, optiona
TLVs and other information, has been defined in [ RFC8754].

Currently, when TLVs are carried in an SRH, they are ignored by the
nodes by default, unless there are sone |ocal policies on nodes to
enabl e the SRH TLV processing [ RFC8754].

When a node is configured to process a TLV, it needs to exam ne all

the SRH TLVs for processing a single TLV (TLVs except HVAC in SRH MAY
appear in any order), which is inefficient.
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Furthernmore, in order to deploy a new service, network operators need
to configure nultiple nodes along the path to support SRH TLVs
processing, which is conplicated. Also, it is not easy to
dynami cal |y adjustnent the |ocal policy for neeting dynam c service
requi renents. However, SRv6 does not have the conpability to program
the rules of SRH TLVs processing on the ingress node currently.

In summary, network operator are not able to programthe SRH TLV
processing rules on the ingress node to process specific TLVs on
speci fic segnment endpoi nt nodes for some packets dynam cally.

Thi s docunent proposes a nechanismto programthe SRH TLVs processing

rules explicitly and dynami cally on the ingress node. 1In this
mechani sm there is no need to configure nodal |ocal policy to
support SRH TLV processing. It can be used for the foll ow ng use
cases:

* Service Function Chaining (SFC: In SFC, SRH TLVs like Firewal
related TLVs [I-D. guichard-spring-srve-sinplified-firewall] may
only be processed on some specific nodes instead of all the nodes
al ong the path.

* Smart In-situ OAM (1IOAM: In IOAM the | OAM netadata will be
collected by all the nodes along the path. However, in the nost
cases, only the metadatda on some nodes are inportant for QAM
while the others are redundant or irrelevant. For exanple,
congestion may occur only on some nodes, not all nodes. In
addi tion, congestion may occur on link A at the |ast nonment and
may occur on link B at the next nonment. To inplenent smarter and
more efficient 10AM the scope of | OAM netadata col | ecti on needs
to be dynamically adjusted (w thout nodifying the segnent [ist)
based on the result of | QAM neasurenment to reduce unnecessary | QAM
i nformati on col | ecti on.

2. Term nol ogy
Thi s docunent nakes use of the ternms defined in [ RFC8754], and the
reader is assumed to be famliar with that term nology. This

docunent introduces the follow ng terns:

TPI: TLV Processing |ndicator
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2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3.  SRH TLV Processi ng Progranm ng

Thi s docunent defines a new flavor in SRv6 to indicate the SRv6
endpoi nt node to process SRH TLVs. Also, this docunent defines an
SRH TLV processing rule TLV in SRH to descri be how to process the TLV
on SRv6 endpoi nt nodes.

3.1. TLV Processing Indicator Flavor

Currently, SRv6 endpoint nodes will ignore the SRH TLV if there is no
| ocal policy to enable processing.

VWhen receives an SRv6 packet, in order to explicitly indicate to
process SRH TLVs, a TLV Processing Indicator (TPl) Flavor is defined
in this docunent. By default, the node should ignore the SRH TLV.
Wth TPl flavor, SRH TLV processing can be triggered by TPl flavor
SID wi thout |ocal configuration

VWen a TPl flavor SID is processed at an SRv6 node, the node MJST
process the SRH TLVs. O herw se, the SRH TLVs SHOULD be ignored by
default or processed based on the |local policies as per [ RFC8754].

3.2. TLV Processing Indicator TLV

VWhen an SRv6 endpoi nt node receives an SRv6 packet with SRH TLVs, it
will process all the TLVs within the SRH, but actually only sonme TLVs
shoul d be processed at this node while nost of the TLVs SHOULD be

ski pped.

For exanple, SRH "S-class" and "D-class" TLVs

[1-D. guichard-spring-srv6e-sinplified-firewall] are processed at
Firewal | node only and they SHOULD NOT be processed at other nodes
al ong the path.
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In order to enhance the performance of SRH TLV processing, this
section defines TLV processing Indicator (TPI) TLV to describe how to
process the SRH TLVs. If the TPl TLV appears in SRH, it MJST be the
first TLV for better processing efficiency. Only one TPl TLV is
allowed in SRH  If nmultiple TPl TLVs are included, only the first
TLV wi Il be processed and the rest will be ignored. |If Its format is
shown bel ow.

[Editor’s notes] This part may be noved to 6man draft in the future
since this is an | Pv6 datapl ane extension.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Type | Length | Bitmap Length | TPl Left

B T S i T s i i e e SEI S
| TLV Processing Indicator 0 (Variable Length)..

i e R e e i i i i i i T sk S N N S
| TLV Processing Indicator 1 (Variable Length)...

B i aT T e e o S o S S S I T et sl o ST S S S S S S

e i S T S S T T S i S S S S

Figure 1. SRH TLV Processing |ndicator TLV(Variable Length)

0 1
0123456789012345
R T i i e R e e e s i i
| Segnment Left | Bitmap ...
s T i T s sl T S i R S R T

Figure 2. TLV Processing Indicator(TPl) Entry

* Type: type of TPl TLV, TBA. The TLV MJUST be ignored if the node
does not have the capability to process the TPl TLV.

* Length: Length of the TPl TLV.

* Bitmap Length: The length of Bitmap in a TLV Processing |ndicator
(TPI) entry, in byte. For instance, if there are 6 TLVs (exclude
TPl TLV) within the SRH, the length of Bitmap is 1 bytes. |If
there are 12 TLVs within the SRH (exclude TPl TLV), the length of
Bitmap is 2 Bytes.

* TPl Left: Index of the active TPl entry in the TPl TLV.
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* TLV Processing Indicator: A TLV Processing |Indicator indicates how

to process the SRH TLVs at a specific node associated with the SID
in SRHTPI.SL]. An TPl TLV can include multiple TPl entries to
specify the processing rules on nultiple nodes. The length of a
TPl entry is variable depends on the length of the bitnmap.

- Segnent Left: Segnent Left (SL) is the key of a TPl entry,
whi ch indicates the node associated with SID in SRH TPI. SL]
needs to process the SRH TLVs according to the TPl entry. When
a node processes the TPl TLV, it examnes the TPl entry |ocated
at TPI-List[TPlI Left]. |If the value of SRH SL is equival ent
with TPI-List[ TPl Left].SL, the node MJST process the SRH TLVs
based on the TPl entry, and decrement TPl Left by 1 if TPl Left
is greater than 0. |If the value of SRH SL is not equival ent,
the processing of the SRH TLVs is skipped.

- Bitmap: The bitmap indicates which SRH TLVs are needed to be
processed on the node associated with SRH TPI.SL]. Setting the
nth bit means the (n+2)th SRH TLV is required to be processed,
since the first TLV in SRH MUST be the TPl TLV and the index of
the bitmap begins with 0. For instance, If the second TLV (the
First TLV after the TPl TLV) in the SRH is needed to be
processed on the node, the first bit (bit 0) inthe bitmap is
set. |If the second TLV and the sixth TLV are needed to be
processed, the bit 0 and bit 4 are set in the bitmap.

Multiple TPl Entries are encoded after the first 32 bits in TPl TLV
foll owi ng the descending order of SL in TPl entries.

[Editor’s notes: The TPl TLV MJST be the first TLV in SRH, therefore,
the HVAC TLV shoul d be the second one, this may require to update
[ RFC8754]].

Illustration

In order to easy understanding, this section describes a sinple
exanple. The topology is shown in Figure 3.

For instance, an SRv6 packet is forwarded fromnode 1 to node 6
Therefore, <SID2, SID3, SID4, SID5 SID6> is encoded in the SRH
According to the sevice requirenents, the SID3 and SID6 are TP

flavor SID, which indicate the nodes to process SRH TLVs. 4 TLVs are
encoded in the SRH, TLV 1 and TLV2 will be processed at node 3, while
the TLV3 and TLV 4 will be processed at node 6. O her nodes are not
required to process any SRH TLVs of this packet.
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In the SRH TLV fields, a TPl TLV and the other 4 TLVs are encoded,
and the TPl TLV is the first TLV. The value of bitmap length field
is 1 since there are only 4 TLVs (TPl TLV is excluded) in the SRH

Two TPl entries are encoded after the first 32 bits in TPl TLV. The
I ength of each TPl entry is 2 bytes, 1 byte for SL and 1 byte for the
bi t map.

The first TPl entry (TPI-List[0]) describes the SRH TLV processing
rules on node 6, and its SL is 0. The bit 2 and bit 3 are set inits
bitmap to indicate to process the TLV3 and TLV 4.

The last TPl entry (TPl List[1]) describes the SRH TLV processing
rules on node 3, and its SL is 3. The bit 0 and bit 1 are set inits
bitmap to indicate to process the TLV1 and TLV 2.

TLV1, TLV2 TLV3, TLV4
1------- 2-------- 3-------- 4-------- Be-ee---- 6
* *
Figure 3. Illustration of ESTP

* means TPl flavor SID is processed on that node.

The TPl Left is initiated as 1 at node 1, and the encoding of TPl TLV
in the case is shown bel ow

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h=8 | Bi t map Lengt h=1]| TPl Left=1
s i S e i i T s S S T ol ST S e e
| SL=0 | | 1] 1] | SL=3 | |11

B T S i T s i i e e SEI S
<- First TPl Entry - ><- Last TPl Entry ->
Figure 4. Instantiation of TPl TLV at node 1

When the packet is received at node 2, the SRH TLVs are skipped by
def aul t.

When the packet is received at node 3, the SRH TLVs are processed
because the SID3 is a TPl floavor SID allocated by node 3. Wen the
node 3 processes SRH TLVs, the first TLV to be processed is the TP
TLV. Node 3 conpares the TPI-List[TPlI Left].SL and SRH. SL, if they
are equi val ent, the node 3 processes the TLV 1 and TLV 2 according to
the bitmap and updates the TPl Left to be O.
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When the packet is received at node 4, the SRH TLVs are skipped by
defaul t.

When the packet is received at node 5, the SRH TLVs are skipped by
def aul t.

When the packet is received at node 6, the SRH TLVs are processed
because the SID6 is a TPl floavor SID allocated by node 6. Wen the
node 6 processes SRH TLVs, the first TLV to be processed is the TP
TLV. Node 6 conpares the TPI-List[TPlI Left].SL and SRH. SL, if they
are equi val ent, the node 6 processes the TLV 3 and TLV 4 according to

the bitmap. The TPl Left will not be updated because it is O
al r eady.

| ANA Consi der ati ons
TBD

Security Considerations

TBD
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TBD
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