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Abstract

Thi s docunent describes a fine-grained Quality of Experience (QE)
enhancenment nmechani sm usi ng senantic tabl es depl oyed at network
forwardi ng nodes. The nmechani sm enabl es application-level SLA
(Service Level Agreenent) guarantees by carrying address indices and
hi gh-f requency- changi ng i nformati on i n packets while maintaining | ow
frequency-changi ng semantic information at network nodes. This
approach overconmes the linmtations of traditional Application-aware
Net wor ki ng (APN) sol utions, including excessive packet header
overhead. The nmechani sm supports col | aborative optim zation across
net wor k, conputing, and energy di nensions, and can be depl oyed over
MPLS, |Pv4/v6, SRv6, and ot her protocol data pl anes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 1 Septenber 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction
To provide better Quality of Experience (QE) for users, networks
need to offer fine-grained or even application-|level Service Leve
Agreenent (SLA) guarant ees.

Current approaches have the following limtations:
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Li,

SDN- based Central i zed Approach
Uses orchestrators to perceive application requirenments and
arrange paths. This approach has | ong decision paths, making it
unsuitable for | atency-sensitive applications, and faces
difficulties in interfacing between multiple systens.

Tradi tional Network Packets:
Traditional network packets cannot carry sufficient information to
i ndicate the diverse applications or services and their SLA
requirenents.

To address these issues, the industry proposed the Application-aware
Net wor ki ng (APN) mechanism [I-D.ietf-apn-franework]. APN supports
inserting APN information (such as ID information and SLA
information) into I Pv6 packet extension headers. Network nodes, such
as headend nodes, can parse this APN information and provi de services
on demand.

Wi | e APN provi des a val uabl e framework, certain depl oynent scenari os
may benefit fromalternative approaches that address the foll ow ng
consi derati ons:

1. Large Packet Header Modifications: Requires defining entirely new
packet header fornmats.

2. High Overhead: Application/service, user, and network
requi renents must be carried per-packet.

3. Lack of Conputing-Network Col |l aboration: Does not consider
conputing-related information and cannot perform computi ng-
networ k col | aborative optim zation

Thi s docunent proposes a solution using semantic tables to enable
fine-grai ned QOE enhancenent while addressing these limtations.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter m nol ogy

Thi s docunent uses the follow ng term nol ogy:
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Semanti c Tabl e:
A data structure deployed at network forwardi ng nodes contai ni ng
user/service/application informati on and their SLA guarantee
requirenents.

Addr ess | ndex (ADDR):
An identifier used to retrieve senantic tables at transit nodes,
i dentifying specific application/user groups.

Hi gh- Fr equency- Changi ng | nfornmati on
Dynam c i nfornmation such as network, conputing, and energy
parameters that change frequently.

Low- Fr equency- Changi ng | nformati on
Static configuration information that changes infrequently, such
as user/application identifiers and bandw dth requirenents.

Q@E (Quality of Experience):
The degree of delight or annoyance of the user of an application
or service, resulting fromthe fulfillnment of expectations wth
respect to the utility and/or enjoynent of the application or
servi ce.

SLA (Service Level Agreement):
A comm tment between a service provider and a client regarding
aspects of the service such as quality, availability, and
responsibilities.

Pr obl em St at enent

Current approaches for providing fine-grained QOE guarantees face the
foll owi ng core issues:

1. Packet Overhead: Each packet carries conplete application/user
informati on and SLA requirenents, |eading to excessive packet
header over head.

2. Security lssues: Sensitive user/application information is
transmtted in plaintext across the network, posing privacy |eak
risks.

3. Lack of Flexibility: Cannot distinguish between high-frequency-
changi ng and | owfrequency-changing i nformation; all information
must be carried per-packet.

4. Conputing-Network Separation: Existing solutions mainly focus on

network resources and | ack awareness and col | aborative
optinization capabilities for conputing resources.
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The design goals of this nechani sminclude

* Reduce packet header overhead by carrying only necessary indices
and hi gh-frequency-changi ng i nformati on in packets

* Inprove security by keeping sensitive information within network
nodes

* Support collaborative optim zation across network, conputing, and
ener gy di nensi ons

* Mintain conpatibility with existing protocol data planes (MLS,
| Pv4/v6, SRv6, etc.)

Sol ution Overvi ew

Thi s mechani sm proposes a fine-grai ned QE enhancenent nethod based
on semantic tabl es:

* Packets carry address indices and hi gh-frequency-changi ng
informati on (or only address indices)

* Specific semantics of | ow frequency-changing information are
mai nt ai ned at forwardi ng nodes

* Packets passing through transit nodes trigger semantic table
| ookups using the address index to execute correspondi ng policies

Informati on C assification

Thi s mechani smcl assifies QoE-related infornmation into two
cat egori es:

Low- Fr equency- Changi ng Information (deployed in semantic tables):
* User/servicel/application identification infornmation

*  Bandwi dth requirements

* Delay tol erance

* Jitter tolerance

* Conputing capacity requirenents

* Oher relatively stable SLA paraneters

Hi gh- Frequency- Changing Information (carried in packets):
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*  DSCP val ue adjustnments

*  Queue priority

*  Queue buffer depth

*  Process priority

* Other dynami cally changi ng paraneters
Semantic Table Distribution Methods

Thi s mechani sm supports the followi ng semantic table distribution
met hods:

Centralized
Semantic actions for fine-grained SLA guarantees at transit nodes
are distributed via the southbound interface of a centralized
controller (such as an SDN controller).

Di stri but ed:
Semantic actions for fine-grained SLA guarantees at transit nodes
are advertised via distributed routing protocols (such as OSPF,
BGP, etc.).

Hybri d:
Centralized distribution within domai ns and di stri buted
adverti senent between domai ns.

Manual Confi gurati on:
Admini strators directly configure semantic tables on each node
(not recomended for |arge-scal e depl oynments).

Semantic Tabl e Content Acquisition

Thi s nechani sm does not restrict how semantic table content is
acqui red. Methods incl ude:

* Active notification by users/applications/services through the
nort hbound interface of controllers/orchestrators

* Active advertisement to network nodes via distributed routing
protocol s

* Passive detection by network edge nodes through DPlI (Deep Packet
I nspection) and subsequent advertisenent to network nodes
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5. Protocol Specification
5.1. Semantic Table Structure
Each node’'s semantic table MJST contain the followi ng mandatory
fields:
| Field Nane | Length | Description |
[ sty s sy oo
| ADDR | 32 bits | Address index carried in packets for |
| | | identifying application/user groups |
oo S o +
| APP-Group-ID | Variable | Application group identification |
T TS o e e e e e e e e e e e e e e me oo +
| USER-Goup-1D | Variable | User group identification |
oo S T +
Table 1: Mandatory Fields in Semantic Tabl e
The semantic table MAY contain the foll owi ng optional fields:
. s e e e e oo e e e e e e e e s s s s s e s
| Field Nane | Length | Description |
| Bandwi dth | 32 bits | Required bandw dth guarantee |
| | | (in Kbps) |
o e e e e oo R T +
| Del ay | 32 bits | Maxi numtol erabl e delay for |
| | | user/service (in mcroseconds) |
Fom e e e e e oo o S o m e e e e e e e e e e aa oo +
| Jitter | 32 bits | Maximumtolerable jitter for |
| | | user/service (in mcroseconds) |
o e e e e oo R T +
| Computing-Capacity | 32 bits | M ninmum conputing resources |
| | | required by user/service |
Fom e e e e e oo o S o m e e e e e e e e e e aa oo +
| Priority | 8 bits | Service priority level (0-255, |
| | | higher is nore inportant) |
o e e e e oo R T +

5. 2.

Packet For mat

Tabl e 2: Optional

Fields in Semantic Tabl e

The packet format defined in this mechani smuses a TLV (Type-Lengt h-
Val ue) structure for flexible extension:

Li, et
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0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| ADDR |
T T T S S T i A S
| Type | Length |
T T S S T S S T S S it i S S
| Val ue |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
I : I

i i i T i I S i e s o o i i
Figure 1: TLV Packet Format
Field Definitions:

ADDR (4 bytes):
Used to retrieve the semantic table at transit nodes, finding the
application/user information that the TLV should act upon. A
val ue of 0x00000000 is reserved and MJUST NOT be used.

Type (2 bytes):
I ndi cates the type of high-frequency-changi ng servicel/resource
that needs to be guaranteed for the application/user corresponding
to ADDR, such as DSCP, queue priority, queue buffer depth, process
priority, etc.

Length (2 bytes):
I ndicates the length of the Value field in bytes.

Val ue (Length bytes):
Contai ns the specific value of the service/resource indicated by
the Type field. The length is determ ned by the Length field.
5.3. TLV Type Definitions
This section defines the TLV Type field values. The Value field is

dynani cal ly specified based on the specific requirenments of the user,
service, or application.
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| Type (16bit) | Length | Description |
| | (16bit) | |
[ sty ey ooy o}
| 0x0000 | - | Reserved |
o S o m e e e e e e e e e ee e +
| 0x0001 | 0x0001 | DSCP adjustnent: Value specifies |
| | | the target DSCP val ue (0-63) for

| | | the transm ssion path
S TS o e m e e e e e e e e e e e m—— oo oo +
| 0x0002 | 0x0001 | Queue priority adjustnent: Val ue |
| | | specifies the target queue priority |
| | | level at network node ports

o m e e e oo - Fomm oo - o e e e e e e e e e e e e e e mmemamao o +
| 0x0003 | Ox0004 | Queue buffer depth: Value specifies

| | | the buffer depth in bytes |
oo S o m e e e e e e e e e eee e +
| 0x0004 | 0x0001 | Process priority: Value specifies |
| | | the conputing process priority |
| | | level

T TS oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 0x0005-0xFFFE | Variable | Reserved for future use |
oo S o m e e e e e e e e e eee e +
| OXFFFF | 0x0000 | TLV terminator, payload follows |
oo S o m e e e e e e e e e e e +

Table 3: TLV Type Definitions

The above Type val ues (0x0001-0x0004) are exanples. Additional Type
val ues can be defined based on depl oynent requirenments and regi stered
t hrough | ANA

SRv6 Protocol Extension

The packet format can be carried over MPLS, |Pv4/v6, SRv6, and ot her
protocol data planes. This section describes the SRv6 protoco

ext ensi on as an exanpl e.

SRv6 [ RFC8754] is a source routing technol ogy. The SRH extension
header supports nultiple SIDs, with each SID being 128 bits and
containing Locator, Function, and Argunment parts. The bit width of
each part can be flexibly defined, providing good progranmmability.
In this nmechani sm

* The ADDR in the packet occupies the Function and Argunent parts of
one SID, totaling 32 bits
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* The remaining 96 bits are used for the Locator

* The TLV in the packet is carried via the Optional TLV variable
field in the SRH extensi on header

0 127
T e L o o o e i i s it NN R SR S B S
| Locator (96 bits) |
B i s T T i i o S o T Ji I

| Function (16 bits) | Argunment (16 bits) |
i i i T i I S i e s o o i i
I ADDR (32 bits) ---------mmmmmiaa >|

Figure 2: SRv6 SID Format with ADDR
6. Protocol Operations
6.1. Centralized Control Flow

Using a client-server pair with two intermedi ate network nodes and a
centralized controller as an exanpl e:

client nodel node2 server controller

| (1) Request fine-grained SLA semantic actions |

N

(3) Service packet with ADDR + TLV

I I

I I

>| I I

I | (4) Lookup | I I
| | semantic | | |
| | table | | |
| | Execute TLV | | |
| | actions | | |
I [-----mmmm-- >| I I
I I | (4) Lookup | I
| | | semantic | |
| | | table | |
| | | Execute TLV| |
| | | actions | |
I I [----------- >| I
I I I I
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6. 2.

6. 3.
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Figure 3: Centralized Control Flow
Det ai | ed Operation Steps
1. dient Request Phase:
The client sends a request to the controller, with the request
type being "semantic action request for fine-grained or
application-level SLA guarantee at transit nodes."
2. Semantic Table Distribution Phase:
The controller sends semantic tables to each node.
3. Service Packet Transm ssion Phase:
The client sends service packets carrying the nechani sm header

4. Node Processing Phase:

Each node receives the packet, |ooks up the semantic table, and
executes the actions indicated by the packet TLV.

Error Handling
I mpl enent ati ons MJUST handl e the follow ng error conditions:

* Unknown ADDR: If a packet contains an ADDR that is not present in
the |l ocal semantic table, the node SHOULD forward the packet using
default QoS settings and MAY | og the event.

* Invalid TLV: If a TLV with an unknown Type is encountered, the
node SHOULD skip to the next TLV using the Length field and
conti nue processing.

*  Mal formed Packet: |f the packet structure is invalid (e.g.,
truncated TLV), the node SHOULD drop the packet and MAY i ncrenent
an error counter.

Security Considerations

The senmantic table nechani smintroduces the follow ng security
consi derati ons:

Semantic tables contain user and application identification
informati on that may be sensitive. Unauthorized access to semantic
tabl e contents could reveal service topology and user behavi or
patterns. |nplenmentations MJST enforce access control for semantic
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table read and wite operations. Semantic table distribution
channel s SHOULD be protected using authentication and encryption
mechani sns.

The ADDR field carried in packets serves as an index into semantic
tables. An attacker who can observe ADDR val ues may infer
application or user group nenbership. When operating across trust
domai n boundaries, inplenentations SHOULD consi der encrypting or
obfuscati ng ADDR val ues.

Mal i ci ous injection of packets with crafted ADDR and TLV val ues coul d
cause nodes to apply incorrect QS policies. |nplenentations SHOULD
val i date that incom ng packets originate from authorized sources

bef ore applying semantic table actions. BCP 38 ingress filtering
SHOULD be applied at network boundari es.

| ANA Consi der ati ons

Thi s docunent requests IANA to create a new registry titled "Fine-
grai ned QoE TLV Types" under an appropriate registry group.

The initial contents of the registry are defined in Section 5.3. The
registration policy for new entries is Specification Required
[ RFC8126] .

If the SRv6 extension defined in Section 5.4 is used, the SRv6 SID
Function val ue used for semantic table |ookup is allocated fromthe
SRv6 Endpoi nt Behaviors registry defined in RFC 8986. This docunent
does not request a specific allocation at this tinme; allocation wll
be requested when the nmechanismis further specified.
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