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Abstract

Thi s docunent describes how i nconpl ete adopti on of Route Oigin

Val idation (ROV) nakes certain forms of BGP hijacking | ess visible on
the control plane while still capable of diverting traffic. W

expl ain the underlying mechani sm define the formof the threat,

anal yze an real -world incident that exenplifies the issue, and

di scuss potential counterneasures to mitigate its inpact.
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I nt roducti on

BGP hij acki ng occurs when an Aut ononous System (AS), accidentally or
mal i ci ously, m s-announces an address prefix it is not authorized to
originate. ASes that accept such announcenent may divert traffic
destined for the prefix to an incorrect AS instead of the actual
prefix holder. To mitigate this risk, Route Oigin Validation (ROV)
[ RFC6811] was introduced as part of the Resource Public Key
Infrastructure (RPKI) [RFC6480]. ROV-enabled ASes validate route
announcenents using Route Origin Authorizations (ROAs) [RFC9582],

whi ch specify which ASes are pernitted to originate specfic prefixes.
The best current practice [RFC7115] suggests configuring routing
policies to drop or give a very |low preference to routes deened
invalid by ROV.

However, ROV adoption across the Internet is inconplete and expected
to remain so for the foreseeable future. |In such a state, invalid
announcenents may still propagate through non-ROV ASes to a certain
extent, before being dropped by ROV-enabled ASes. This limted
propagati on creates a situation where some ASes never receive the
invalid routes and are therefore unware of the ongoi ng incident
(e.g., potential BGP hijacking). Yet they are not fully protected
either, as the traffic they originate, along the data forwarding
path, may traverse a non-ROV AS that has accepted the invalid route.
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This non-ROV AS will forward traffic towards the incorrect origin AS
As a result, the traffic originating ASes unknowi ngly fall victimto
BGP hij acking, unless they conduct active neasurenents (e.g.,
traceroute) or receive alerts fromother network operators who spot
the incident. |In effect, BGP hijacking becones stealthier in this
case, due to inconplete adoption of ROV across gl obal ASes

The objective of this docunment is to highlight the side effect of

i nconpl ete ROV adoption on BGP hijacking, which results in highly

stealthy BGP hijacking that is invisible to victins on the contro

pl ane. This docunent defines this formof BGP hijacking, explains
its underlying nechani sns, anal yzes a real-world incident, and

di scusses possi bl e detection and mitigation approaches.

The rest of this docunment is structured as follows: Section 2 details
the side effect of ROV in inconplete adoption. Section 3 defines the
resulting stealthy BGP hijacking. Section 4 analyzes a
representative real-world incident. Section 5 discusses potenti al
detection and mitigation strategies. Finally, Section 6 concludes

t he docunent.

2. Side Effect of Inconplete ROV Adoption

Thi s section explains how BGP hijacking can still succeed and even
become stealthier under inconplete ROV adoption. Figure 1
illustrates the control -pl ane behavi or when a nmalicious AS initiates
a BGP hijacking attenpt. In this scenario, AS G (the hijacker)
announces a (sub-)prefix legitimately owed by AS E (the target).

ROV- enabl ed ASes B and D filter out the invalid announcenent, so only
AS C and F nay accept the hijacker’s route into their routing tables,
depending on their routing policies.

<== <== <== <==
[ + [ + [ + [ + [ +
| ASA|------ | ASB|------ | ASC|------ | ASD|------ | AS E |
to----- + +----ROV to----- + +----ROV +- Tar get
<~~ | ~~>
I
|
I
| <~~ <~~
==> FE s announcenent | +o-o--- + +o-o--- +
~~> (G s announcenent e | ASF [------ | AS G |
SRR + +-Hij ker
==> ==>

Figure 1: BGP hijacking under inconplete ROV adoption
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Consider AS A as an exanple. AS Aonly receives a route to the
legitimate origin (AS E), since its upstream provider AS B rejects
the invalid route. As a result, fromAS A's control-pl ane
perspective, the only available route is valid, and one can expect
traffic destined for the target to be correctly delivered. However,
as shown in Figure 2, froma global perspective, AS A's traffic is
forwarded through AS C, which accpets the hijacker’'s route. 1In this
case, the traffic is silently redirected to the hijacker.

(Route in A's table)

__________________________________________________________ >
oo + oo + oo + oo + oo +
| ASA|------ | ASB |------ | ASC|------ | ASD|------ | AS E |
oo + +---- ROV oo + +---- ROV +- Tar get
I
-------------------------- + |
(Actual forwarding path) | |
I I
I I
| | Fo-m - - - + Fo-m - - - +
| Fommm - | ASF [------ | AS G |
| e + +- Hi j ker
I
e >

Figure 2: Discrepancy between control plane and data pl ane

Because AS A lacks a route to the hijacker, it remains unaware of the
attack unless it conducts active neasurenents (e.g., traceroute) or
receives external notifications. |Its local control-plane protections
are ineffective in detecting or responding to the hijack in this
case. This highlights an unexpected side effect of inconplete ROV
adoption: it prevents certain ASes from observing invalid routes,
maki ng ongoing hijacking nore difficult to detect. W refer to such
BGP hijacking, which conpronises traffic forwardi ng while renaining
invisible to affected ASes on the control plane, as stealthy BGP
hijacking. An AS is susceptible to stealthy BGP hijacking if:

* |t has no route to the hijacker due to ROV filtering, and

* At |east one non-ROV AS along the legitinate path accepts the
hi j acker’s route.

This vulnerability applies to both BGP hijacking that targets a
prefix and a sub-prefix and reflects a di screpancy between control -
pl ane visibility and data-plane forwarding. The term "stealthy BGP
hi jacking" is formalized in Section 3.
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3. Definition of Stealthy BGP Hijacking

From a control - pl ane-only standpoint, this section defines stealthy
BGP hij acking under inconplete ROV adoption.

3.1. Notation and Term nol ogy

In this docurment, we use the follow ng notation to describe BGP
rout es:

p: V... (M ... O

This notation represents a BGP route to prefix p as observed froma
vant age point V. The sequence of ASes fromV to the origin O may
i nclude one or nore internediate ASes M

The synbol s used are defined as:
p: The IP prefix being routed.

V. The vantage point, i.e., the AS fromwhich the route is observed
(typically via a BG route collector)

M An internediate AS, representing any AS that appears on the path
fromV to the origin O There may be multiple such ASes, or may
be none.

O The origin AS, which originates the route and clains to originate
the prefix p.

We al so define the following ternminology for clarity in later
di scussi ons:

Conflict: Two routes are said to be in conflict if they refer to the
same prefix or to overlapping prefixes (e.g., one is a nore
specific sub-prefix of the other), but their origin ASes differ
This indicates a potential inconsistency in prefix ownership or
announcenent .

RPKI-invalid: A route is considered RPKI-invalid if its prefix
mat ches an ROA, but the origin AS does not match the AS specified,
or the prefix exceeds the max | ength specified all owable for
origination. This typically signals an unauthorized or
m sconfi gured route announcenent, which may | ead to BGP hij acki ng.

RPKI-valid: A route is considered RPKI-valid if its origin AS

mat ches an ROA for the prefix under RPKI, and the route is not
RPKI - i nval i d.
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Ri sk-critical: An ASis said to be risk-critical if it chooses to
forward traffic towards an invalid route to the hijacker, while it
al so has route to the legitimate origin in its routing table.

Stealthy BGP Hijacking: A stealthy BGP hijacking is a formof BGP
hi jacking in which a victimAS does not observe any conflicting or
RPKI -invalid routes inits control plane due to ROV filtering,
while its traffic is still diverted at the data plane via ASes
that accept the invalid route. The defining characteristic is the
di screpancy between control-plane visibility and dat a-pl ane
forwardi ng, rather than additional danage beyond traffic
di versi on.

Stealthy BGP Hijacking Definition

Based on the intuitive description in Section 3.1, we define stealthy
BGP hijacking froma control -plane perspective as foll ows:

G ven a pair of observed routes:
pl: vi ... (M) ... OL p2: V2 ... (M) ... @

A stealthy BGP hijacking is said to occur when the foll ow ng
condi tions hol d:

1. The two routes conflict, i.e., p2 is equal to or a nore specific
sub-prefix of pl, and 2 does not equal to OL.

2. Their authorization states disagree, i.e., the prefix-origin
p2-2 is RPKI-invalid, while p1-0Ol is RPKI-valid.

3. The invalid route is invisible to the victim i.e., vantage point
V1 has no observable route to prefix p2 that is originated by 2.

4. Avrisk-critical ASredirects traffic to the hijacker, i.e., there
exi sts ML such that ML equals V2.

Under these conditions, Q2 is a potential hijacker that announces the
prefix p2, which is owed by OL. The invalid route does not
propagate to vantage point V1. As a result, V1 observes only the
legitimate route to pl and renmi ns unaware of the conflicting route
to p2 originated by OL. However, due to the presence of a risk-
critical AS ML, which appears in the legitimate path and al so has a
route to p2, traffic destined for p2 is silently diverted to the

hi j acker .
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Real -Worl d | nci dent Exanple

This section presents an real -world incident consistent with the
definition of stealthy BGP hijacking in Section 3.2. The incident
was | ast observed on April 24, 2025. As illustrated in Figure 3,
bot h AS37100 (SEACOV) and AS6762 (Tl Sparkle) observe the prefix
203.127.0.0/ 16 announced by its legitimate origin, AS3758 (SingNet).
Meanwhi | e, the sub-prefix 203.127.225.0/24 is announced by an

unaut hori zed origin, AS17894 (Innove Communications). The two
origins are located in different countries and have no |ink between
them ever observed during the nost recent nonth. According to the
APNIC s ROV filtering nmeasurenent [APNI C], AS37100 adopts ROV with a
100% filtering rate. Therefore, it discards the RPKI-invalid /24
route. However, traffic from AS37100 (or its downstream custoners)
to the /24 prefix is still hijacked when it transits through non- ROV
AS6762, which accepts the /24 route.

Route to 203.127.0.0/ 16

@-----ermeemm @ - >
S R + S R + S R + S R +
| AS37100 |-------- | AS6762 |-------- | AS7473 |-------- | AS3758
| SEACOM | | TI Spar ki e| | SingTel | | Si ngNet
S + S + S + S +
ROV- enabl ed @ |
I I
| | +---------- + TS + S +
| +-| AS15412 |---| AS4775 |---| AS17894
@ vantage point | | FLAG Tel | | A obe Tel | |  nnove Conmi
| - + S - + . +
I
o m e e e e e e e e e e e e e e e e e e e e e e e e e o >

Route to 203.127.225.0/ 24
Figure 3: Areal-world stealthy BGP hijacking incident

An exani nation using AS37100' s | ooking glass "lg-01-ans.nl" [ SEACOM
corroborates the hijack. The command "show i p bgp 203.127.0.0/ 16"
shows a valid route via the path 37100 6762 6461 7473 3758.
Meanwhi | e, "show ip bgp 203.127.225.0/24" returns no matchi ng routes,
confirmng that AS37100 does not have visibility of the route from
the unaut horized origin AS17894. However, a traceroute from AS37100
to an address within 203.127.225.0/24 shows that the final hops
traverse AS17894, indicating that traffic is indeed diverted to the
illegitimate origin, denponstrating a successful hijack at the data

pl ane, even though control-plane filtering is in place.
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W enphasi ze that the incident, while in the formof stealthy BGP
hijacking, is likely caused by benign m sconfigurations, given that
AS17894 and AS3758 have busi ness connections through their parent
conpani es [SingTel] [d obeTel], W reported the incident to AS4775
(d obe Tel econs) on February 10, 2025, and received confirmati ona
that it would investigate. The original |ooking glass output is
provided in Appendi x A

Detection and Mtigation

The definition of stealthy BGP hijacking naturally enables a
practical detection method based on inconsistencies across routing
tables. By conparing routing data fromnultiple vantage points, one
can identify route pairs that satisfy the conditions outlined in
Section 3.2, and thereby enable tinmely alert of ongoing incidents.
The routing data can be collected fromself-operated ASes or public
pl atforns, such as RouteViews [RouteViews] and RIPE RIS [RIPE Rl §].
The incident discussed in Figure 3 was discovered using this
approach. In fact, an existing public nonitoring service already
applies this method to track stealthy BGP hijacking events in rea
time [Chen].

We enphasi ze that increasi ng ROV adopti on across gl obal ASes renains
essential for inproving BGP security. As the adoption rate
increases, the feasibility and inmpact of stealthy BGP hijacking are
expected to dimnish significantly.

Meanwhi | e, immedi ate counterneasures are available. One such
approach is ROV++ [Mrillo], which extends the standard ROV with
proactive rerouting and bl ackholing capabilities. 1In this proposal,
when an AS enforcing ROV++ detects an RPKI-invalid route, it not only
drops the invalid route but also initiates a route sel ection process
that tries to find an alternative route that does not contain any
ASes appearing on the invalid path, thus avoiding any risk-critica
ASes. |If no such alternative route exists, the AS bl ackhol es the
correspondi ng prefix, as operators arguably prefer controlled

bl ackhol i ng over potential hijacking by malicious actors.

Simlarly, Cisco' s patent [Ci sco] describes a poison-path routing
policy that can mitigate stealth BG hijacking. In this proposal,
when a BGP router detects a route to a hijacked prefix, it searches
for alternative routes that cover the hijacked prefix but share no
ASes with the hijacked route. The router then selects such an
alternative route, avoiding ASes that nmight divert traffic. Wile
conceptually simlar to ROV++ s rerouting mechanism this poison-path
policy is applicable to any AS, not Iimted to ROV adopters
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9

Wil e the af orenmentioned proactive nmitigations are avail able, they
tend to be overly aggressive as they nondeternministically overwite
normal routing policies at runtinme. Considering the cause of
stealthy BGP hijacking, the | ack of transparency into dropped routes
i s what nmakes such hijacking subtle and less visible. As such, it is
important to note that dropped routes often carry val uabl e signals of
abnormal events in the global routing system yet these signals are
simply dropped along with the routes. Therefore, inproving
transparency of dropped routes presents another viable approach to
mtigate not only stealthy BGP hijacking but also nore genera
routing anonalies. For exanple, an infornmation-sharing platform
such as a dedicated nmailing |list where ROV adopters can publish

di gests of dropped routes, could help potential victins identify
risk-critical ASes and deternine response actions on their own. W
anticipate drafts on such a schene in the future

Concl usi on

Thi s docunent formalizes stealthy BGP hijacking, a threat enabl ed by
i nconpl ete ROV adoption that evades control -plane detection while
still diverting traffic. W define its conditions, present a real -
worl d case, and denpnstrate how it can be detected via routing table
conpari sons across vantage points. Wile broader ROV adoption
remai ns essential, nechanisns |ike ROV++ offer practical nitigation
by enabling coordinati on anmong ROV-enabl ed ASes. Addressing this
risk is critical for inproving the security of interdomain routing.

I ANA Consi derations
Thi s docunent includes no request to | ANA
Security Considerations

The stealthy BGP hijacki ng behavi or described in this docunent can be
actively exploited by nalicious ASes to divert traffic with |ess
I'ikelihood of being detected. While the success of such attacks
depends on factors |ike accurate know edge of ROV depl oynent, their

i npact can be significant, particularly in scenarios involving non-
ROV transit. Detection and mitigation strategies are discussed in
Section 5. Network operators are advised to adopt ROV where
possi bl e, explore coll aborative defenses such as ROv++, and nonitor
both control - and dat a-pl ane behavior to identify and respond to
suspi cious routing activity.
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Appendi x A.  Looki ng d ass Qut put

Al'l conmands were executed on "l g-0l-ams.nl" [ SEACOM on February 10,
2025.

Figure 4 shows the output for executing "showip bgp 203.127.0.0/16"

Figure 5 shows the output for executing "show ip bgp
203. 127. 225. 0/ 24"

Figure 6 shows the output for executing "traceroute ip
203.127.225.1".

HUBHHHHHH R R R R
BGP routing table entry for 203.127.0.0/16, version 3804070796
Paths: (2 available, best #2, table default)
Not advertised to any peer
Refresh Epoch 1
37100 6762 6461 7473 3758
105. 26. 64. 17 from 105. 26. 64. 17 (105. 16. 0. 131)
Oigin IGP, netric 0, local pref 100, valid, externa
Commui ty: 37100:1 37100: 13
pat h 108E73DC RPKI State valid
rx pathid: 0, tx pathid: O
Refresh Epoch 1
37100 6762 6461 7473 3758
105. 26.64.1 from 105. 26.64.1 (105.16.0.131)
Oigin IG, metric 0, |ocal pref 100, valid, external, best
Conmmui ty: 37100:1 37100: 13
pat h 0AB3654C RPKI State valid
rx pathid: 0, tx pathid: 0x0
HUBHHHHHH T R R R R

Figure 4: Qutput for "show ip bgp 203.127.0.0/16"
HERHH I R R R R R R R R R R
% Network not in table
HUBHHHHHH T R R R R

Figure 5: Qutput for "show ip bgp 203.127.225. 0/ 24"
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HHHHH IR R HHH R HTH R HH R R R R R R R R R R R R R R
Tracing the route to 203.127.225.1
VRF info: (vrf in name/id, vrf out nane/id)
1 ae-2-21.er-01-ans.nl.seacomet.com (105.26.64.1) [AS 37100]
0 nmsec 200 nsec 0 nsec
2 ce-0-0-11.er-02-nrs.fr.seacomet.com (105. 16. 8. 209) [ AS 37100]
[ MPLS: Label 2242 Exp 0] 200 nsec
ce-0-0-11.cr-01-ms.fr.seacomet.com (105. 16. 8. 201) [ AS 37100]
[ MPLS: Label 4474 Exp 0] 204 nsec
ce-0-0-11.cr-02-nmrs.fr.seacomet.com (105. 16. 8. 209) [ AS 37100]
[ MPLS: Label 2242 Exp 0] 20 nsec
3 ce-0-0-1.br-02-nrs.fr.seacomet.com (105. 16. 33. 253) [AS 37100]
20 nsec
ce-0-0-2.br-02-nrs.fr.seacomet. com (105. 16. 32. 253) [ AS 37100]
24 nsec
ce-0-0-1.br-02-nrs.fr.seacomet.com (105. 16. 33. 253) [ AS 37100]
20 nsec
213.144.184.130 [AS 6762] 24 nsec 20 nsec 24 nsec
213.144.170. 125 [AS 6762] 40 nsec 44 nsec 40 nsec
ael0.0.cjr01. nrs005. fl agtel.com (62.216. 131. 154) [AS 15412]
[ MPLS: Label 7391 Exp 0] 172 msec 172 nsec 168 nsec
7 ael.0.cjr02.sin001.flagtel.com (62.216.129.181) [AS 15412]
[ MPLS: Label 3621 Exp 0] 168 nsec 156 nmsec 156 nsec
8 ael8.0.cjr01.sin001.flagtel.com (62.216.137.165) [AS 15412]
160 nsec 160 nsec 172 nsec
9 80.81.75.186 [AS 15412] 164 nsec 164 nsec 160 nsec
10 112.198.1.185 [AS 4775] 204 nmsec 216 nsec 204 nsec
11 * * *
12 120.28.4.38 [AS 4775] 220 nsec 220 nmsec 216 nsec
13 202.126.45.138 [AS 17894] 224 nsec
202.126.45.134 [ AS 17894] 220 nsec 232 nsec
14 202.126.45.180 [AS 17894] 208 nsec 216 nmsec 224 nsec
* * *
ig * * *
HAHH PR HH PR H PR H PR R R R R R R R R R R

(o2 RN IE N

Figure 6: Qutput for "traceroute ip 203.127.225.1"
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