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Abstract

Wth the w despread depl oynent of Route Origin Authorization (ROA)
and Route Oigin Validation (ROV), Resource Public Key Infrastructure
(RPKI) is vital for securing inter-domain routing. RPKI uses
cryptographic certificates to verify the authenticity and

aut hori zation of | P address and AS number all ocations and the
certificates are stored in the RPKI Repository. This docunent
conducts the data-driven analysis of the RPKI Repository, including a
survey of worldw de AS adninistrators and a neasurenent and anal ysis
of the existing RPKI Repository. This document finds that the
current RPKI Repository architecture is sensitive to failures and

| acks of scalability. An attack or downtime of any repository
Publication Point (PP) will prevent RPs from obtaining conplete RPKI
object views. Furthernore, since the current RPKI Repository is not
tanmper-resistant, RPKI authorities can easily nani pul ate RPKI objects
wi t hout consent from subordinate I NR hol ders. This docunent also
defines the key requirements for a reliable, scalable, and secure
RPKI Repository.

Status of This Meno

Li,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I nt roducti on

To establish a trustworthy mappi ng between AS nunbers and IP
prefixes, RPKI arranges the Certificate Authorities (CAs) in a

hi erarchy that mrrors | P address allocation, and five RIRs are trust
anchors. Each CA in RPKI holds a Resource Certificate (RC) issued by
its parent authority, which attests to a binding of the entity’'s
public key to a set of allocated Internet Nunmber Resources (INRs,
such as | P address bl ocks and AS nunbers). CAs can issue subordinate
RCs to reallocate their resources or issue ROAs (leaf nodes) to

aut horize ASes to originate specific IP prefixes.

As shown in Figure 1, each CAin RPKI will upload the objects it
signs, such as manifests, CRLs, RCs, and ROAs, to the repository
Publication Point (PP) it specifies. These PPs naturally forma tree
structure that mrrors the RPKI certificate tree and collectively
formthe global RPKI Repository. Relying Parties (RPs), as entities
that help ASes request RPKI data, periodically traverse RCs fromfive
root RCs (held by RIRs) and access the PPs specified in their Subject
Informati on Access (SIA) fields to fetch all RPKI objects, and then
validate them Finally, the ASes served by the RPs can use the
verified ROAs to guide routers to perform ROV.
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Figure 1: The RPKI certificate tree and RPKI Repository structure.

Wth the increasing deployment of RPKI, in June 2024, ROAs cover
42.40% of active | Pv4 addresses and 57.97% of active |Pv6 addresses.
The nunber of independent repository instances has grown to 63. This
docunent provi des neasurenents and analysis of the reliability,
scalability, and security of the RPKI Repository architecture. The
measur enent includes a survey with the AS adninistrators of 2,500
random y sel ected ROA-depl oyed ASes and a neasurenent of the RPK
Repository depl oynent status. The survey mainly focuses on the
future consideration of adopting del egated RPKI and consi derations
regardi ng nalicious behavior from RPKI authorities. W have observed
that the current RPKI Repository lacks the ability to provide
reliable services to RPs. RPKI allows certificates issued by a CAto
be stored only at the PP operated by that CA, which means that any
failure of a PP can hinder RPs from obtaining conplete RPKI data.
Then, as del egated RPKI becomes nore popul ar, an increasing nunber of
CAs choose to maintain their own repository instances. However, sone
of these repositories |ack robust, secure, and reliable
infrastructure. Furthernore, the proliferation of repositories wll
affect the scalability of RPKI, as RPs need to traverse all PPs to
refresh their local caches. Additionally, with the rising depl oynent
rates of ROA and ROV, RPKI plays an increasingly inmportant role in
the inter-domain routing. Consequently, AS adnministrators are nore
concerned about RPKI security, especially the potential malicious
behavi or of RPKI authorities.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

It is assuned that the reader is famliar with the terns and concepts
described in "A Profile for Resource Certificate Repository
Structure" [RFC6481], "The RPKI Repository Delta Protocol (RRDP)"

[ RFC8182], and "An Infrastructure to Support Secure Internet Routing"
[ RFC6480] .
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Reliability Analysis

Al t hough the current RPKI Repository is globally distributed, each CA
only stores the RPKI objects it issues in the unique PP it runs. |If
any PP fails (malfunctions or is attacked), RPs will not be able to
fetch the RPKI objects issued by its CA, and the integrity of the

gl obal RPKI object view cannot be guarant eed.

As of August, 2024, there are 42,950 RCs and 303,918 ROAs in RPK
Repository. For each RC, we extracts the SIA field that records the
URI of its HITPS-based RRDP file (Since all PPs now support RRDP and
serve RPs through RRDP files, the analysis of the RPKI Repository
focuses primarily on RRDP Repository). The result shows that there
are currently 63 independent repository instances (SIA fields of RCs
held by the same entity may share the same PP, therefore, the nunber
of repositories is much |ower than that of RCs).

Next, the neasurenent focuses on the ASes where the repositories are
| ocated, their |IP addresses, and whether they utilize CDNs. W uses
2,000 globally distributed DNS resolvers to resol ve repositories
domai n nanes, with the aimof finding the CNAME and all |P address
records for each repository. Then, we use the |IP-to0-AS mappi ng

i nformati on mai ntained by RIPE NCC [routing-history] to obtain the AS
where each PP is | ocated.

Typically, CDN service providers will display their information in
the domai n nane and CNAME record, such as including

"cdn. cloudflare.net" or specify the CONin the X-Via-CDN field, cache
status field, or Server field in the HTTPS headers. In addition, if
CDN accel eration is used, the |atency of requesting HITPS services
fromdifferent geographic |locations around the world will be
relatively low. Therefore, it can determ ne whether the PP services
are hosted on CDNs fromthe follow ng aspects: (1) Wether the domain
name and CNAME record contain information about CDN service
providers; (2) The nunber of | P addresses returned by DNS resol vers
and t he geographical distribution of these | P addresses; (3) Wether
the HTTPS request headers contain information about mainstream CDN
providers; (4) The latency of accessing RRDP files fromdifferent
geographi c | ocations around the worl d.

Measurenment results show that although RRDP enabl es the use of
Content Distribution Networks (CDNs) infrastructure for resilient
service, only 9 out of 63 repositories are hosted in CDNs, with 8
bei ng hosted on O oudfl are AS13335 and 1 on Amazon AS16509. It also
shows that out of 63 repositories, 60 of themare hosted in a single
AS. It neans that the accessibility of these repositories is highly
dependent on the reachability of a single AS. W rse still, anong the
reposi tori es whose correspondi ng ASes have depl oyed ROAs, there are
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14 of themcarry the ROA of the ASes in which they are |ocated. It
means that once the repository goes down and the RPs cannot fetch its
ROAs, the route of the AS that the repository locates in may be
downgraded by ROV adopters. Then, even if the repository is
restored, those ROV adopters still cannot access the repository, in
whi ch case the access of the repository depends on the reachability
of the AS it locates in, while the reachability of the AS al so
depends on the access of the repository.

Real -worl d incidents of repository breakdowns do occur at tines. n
6 April 2020, the repository nmintained by RIPE NCC suffered a sudden
increase in connection to service [RIPE-downtine], resulting in it
appearing as down to many RPs for 7 hours (RIPE s services are

al ready hosted on CDNs). On 15 May 2020, the Japan operated
repository was out of service for 10 hours due to hardware failure

[ service-outage], and between 26 Jan 2022 and 2 Feb 2022, due to ful
di sk space, all ROAs in its repository again becanme invalid

[di sk-outage]. During 10 July 2024 to 12 July 2024, we also found
that RPKI data synchroni zed through Routinator [routinator] once
again had mssing parts from R PE NCC

Scal ability Analysis

In current RPKI infrastructure, refreshing the | ocal cache of each RP
i nvol ves traversing all repositories to fetch the updated RPK
objects. However, RPKI Repository has grown from5 repositories run
by five RIRs to nore than 60 repositories and is expected to increase
dramatically with the further depl oynent of ROA

On the one hand, with a deeper understanding of RPKI, ROA depl oyers
prefer to adopt delegated RPKI to flexibly control their RPK
objects. In the survey, 45.3%of the AS adninistrators using hosted
RPKI say they have plans to run their own repositories for flexible
certificate signing and control. The result shows that del egated
RPKI will emerge as a trend, and the nunber of independent
repositories will inevitably increase. The work [beyond-limts]
predicts that when ROA is fully deployed, the nunmber of repositories
will reach 10K and there will be 140K active RPs, the RPKI snapshot
downl oad woul d easily exceed 1 hour (on the prem se that each
repository is well accessible). Since RPs are required to check the
updates of all repositories when refreshing their |ocal caches, the
i ncreasing nunber of repositories will result in higher refresh
costs. It may prevent RPs fromobtaining routing information in a
timely manner, and al so prohibits the rel ease of use cases such as
tenmporary ROAs to enable ISPs to performtactical traffic engineering
to ease congestion.
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On the other hand, RPKI Repository is designed without a strict

adm ssion mechanism allowing entities to apply for RC fromR Rs or
other RPKI CA entities, register as del egated CAs, and then operate
repositories with a small fee and identity verification. Therefore,
sonme repositories for unwanted purposes (neasurenent, attack
experinents, etc.) are gradually energing. Furthernore, the | ow
barriers to running repositories and joining RPKI Repository will

i ntroduce unforeseen risks to RPs. For exanple, a malicious CA can
create a | arge nunber of descendant RCs and operate numerous
repositories to nake RPs endl essly retrieve repositories, thus
exhausting and paral yzing RPs. Al though the nost popular RP
software, Routinator [routinator], has set the default value for the
maxi mum searchabl e RPKI-tree depth to 32 in its latest version
0.14.1, and the RPKI-client has set the default value to 12, neither
has provided a value for RPKI-tree width (as it is difficult to set a
reasonabl e threshold). Simlarly, it is also challenging for RP
softwares to clearly limt the maxi mum nunber of accessible
repositories. In addition, a series of recent acadenic works have
energed that exploit repository vulnerabilities to cause repository
downtine, thereby preventing it from providing normal services to RPs
[ behi nd-t he-scenes]. There are also works [beyond-limts][stalloris]
that mani pul ate malicious repositories to attack RPs, thus
obstructing the synchroni zati on of RPKI data.

In addition, with the increasing rate of ROV depl oyment, nore and
more RPs will connect to RPKI Repository. It will undoubtedly
increase the burden on the repositories. |In summary, as RPK

depl oynent progresses further, RPs will need to access nore
repositories, and repositories will need to serve nore RPs. This
increase in the nunmber of bidirectional connections will threaten the
scalability of the RPKI system

Security Anal ysis

In current RPKI infrastructure, RPKI authority (CA and its
correspondi ng repository nmanager) uploads the RCs and ROAs it signs
for subordinate INR holders to the repository it specified. It means
that RPKI authorities control the signing and managenment of RPK
objects in their repositories and have significant unilateral power.
The di sproportionate division of power between RPKI authorities and
INR hol ders will poses three issues:

(1) Since the current RPKI Repository is not tamper resistant,
authorities can unilaterally underm ne any RPKI objects w thout
consent from subordinate I NR holders. Malicious or breached
authorities can performarbitrary operation on INR hol ders’
certificates, such as deletion, corruption, nodification, or
revocation (see [RFC8211] for nore details). These operations often
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i nvol ve di minishing the set of INRs associated with the affected I NR
hol ders. A malicious RPKI authority can also conmprom se RPs, for
exanpl e, show ng inconplete or inaccurate RPKI object views to RPs.

(2) INR holders and RPs can only rely on RPKI authorities w thout the
ability to verify that their security requirenents are being net.
Specifically, INR holders cannot know if their RPKI objects are
securely stored in the authorities’ repositories and can be publicly
seen and fetched by all RPs; RPs cannot verify the integrity and
accuracy of the RPKI objects they synchronize from RPKI Repository.

(3) The history of RPKI objects is not easily auditable. A conplete
| ongi tudi nal view of RPKI objects is necessary to defend agai nst
mal i ci ous mani pul ati on of the RPKI Repository and to resolve
conflicts between authorities and INR hol ders. Al though RPs can
periodically fetch RPKI objects to keep track of their historica
versions, it is costly, w thout any guarantee of conpleteness. Since
RPKI | acks a trustworthy historical RPKI object record, it is also
challenging, if not inpossible, to hold authorities accountable even
if attacks are detected after the fact.

In the survey, 44.1%of the AS administrators explicitly expressed
concerns about malicious RPKI authorities (11.5% of them chose "not
sure"). Two administrators provided additional feedback, indicating
that they consider the threat fromthe RPKI authorities to be the
nmost serious problem One of themsaid they had lost all their ROAs
due to adm nistrative/ human reasons. It can be seen that threats
fromRPKI authorities are also widely recognized in the industry.

Sunmary: Probl ens of the current RPKI Repository

Based on the neasurenent and anal ysis described in the previous
section, this section summarizes the main problens of the current
RPKI Repository and the key reason behind these issues: the binding
of the repository PP with the CA

P1l: Every RPKI object is a singleton in RPKI Repository.

Al t hough the current RPKI Repository is globally distributed, RPKI
does not provide distributed storage for RPKI objects. The binding
of PP and CA causes each RPKI objects to be stored only in the PP run
by the CA that issued the object, instead of being stored in nmultiple
repository nodes. Therefore, the current RPKI Repository cannot
guarantee that RP can obtain conplete RPKI data when sonme repository
nodes fail. Even worse, the singleton nature of RPKI objects also

i ntroduces unwant ed i nterdependence between the accessibility of a
CA s PP and the reachability of the AS that the PP locates. Since
RPKI ensures the routing security and reachability of ASes, it is
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fair to expect PPs to remain accessible during any incident when
correspondi ng ASes become unreachabl e.

5.2. P2: RPKI Repository is costly in RP refreshing.

Refreshing the | ocal cache of each RP involves traversing al
repositories to fetch the updated RPKI objects. However, the binding
of the repository PP to the CA causes the nunber of repository
instances to increase dramatically with the further depl oyment of ROA
(as the nunber of CAs that hold RCs increase). Furthernore, as AS
adm ni strators gain a deeper understandi ng of RPKI technol ogy,

del egated RPKI has enmerged as a trend, CAs are nore willing to

mai ntain the repository PP thensel ves to achieve nore flexible
certificate signing and managenent. The growh in the number of
repository instances increases the cost of RP refreshes, the growth
in the nunber of RPs brings burdens to repositories, and both will
threaten the scalability of RPKI

5.3. P3: Unilateral reliance on authority.

The current RPKI authority (CA) not only operates a certificate
engi ne but also operates a publication repository to store all RPKI
objects it signs. It neans that although the RPKI authority issues
certificates to subordinate INR hol ders, the nanagenent of these
certificates (especially their storage and distribution) is entirely
controlled by the RPKI authority. The current RPKI Repository
architecture exacerbates the power inbal ance between the RPKI CA and
subordinate INR holders and may also |l ead to RPs being deceived by
receiving inaccurate or inconplete RPKI data from nalicious RPK
authorities. However, INR holders and RPs have no choice but to rely
unilaterally on the RPKI authority. This unilateral reliance
prevents RPKI from proactively defendi ng against the threats from
mal i ci ous RPKI authorities. Moreover, it is also challenging to
provide a conplete and trustworthy |ongitudi nal view of RPKI objects
for post-incident audits, as the RPKI data is entirely controlled by
the CA that signed it.

6. New Requirenents for RPKI Repository

The following requirenents are identified for a reliable, scalable
and secure RPKI Repository architecture.

6.1. Requirement 1: Truly Distributed Storage

A truly distributed storage nodel is needed for RPKI Repository to
provide reliable services for tens of thousands of RPs.
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It means that Resource Certificate (RC) and ROAs are no | onger only
stored at the repository operated by the CA that issued them but can
be stored at multiple RPKI Repository nodes (PP or other nanes). The
truly distributed storage architecture breaks the singleton nature of
RPKI objects. It ensures that any single point of failure in the
RPKI Repository nodes will not affect the integrity of RPKI snapshot
retrieval by RPs. Additionally, since RPKI Repository nodes are

|l ocated in different ASes and a single RPKI object can be stored on
mul ti pl e nodes, the unwanted interdependence between the
accessibility of a PP's objects and the reachability of the PPPs AS
will be broken. Since RPKI ensures the routing security and
reachability of ASes, it is fair to expect RPKI objects to remain
accessi bl e during any incident when the Repository node or its
correspondi ng AS becore unreachabl e.

6.2. Requirenment 2: Adm ssion Mechani sm

An admi ssi on nechanismis needed to effectively lint the
unconstrai ned expansion of RPKI repository instances and enhance the
scalability of RPKI infrastructure

As AS adm nistrators gain a deeper understanding of RPKI technol ogy,
del egated RPKI has energed as a trend, the nunber of repository

i nstances has grown nore than 12 tines in the past five years. The
rapid growth in the nunber of repositories increases the cost of RP

refreshes and threatens the scalability of RPKI. Furthernore, since
each repositories connects to all RPs in the world, the low barriers
to running repositories and joining RPKI Repository will introduce

unforeseen risks to RPs because sone repositories may energe with
unexpected intentions. Regardless, RPs should ensure they establish
connections with trusted and reliable nodes. Therefore, a secure and
scal abl e RPKI Repository needs an adm ssion mechanismto raise the
threshold for operating repository nodes. For exanple, the addition
of a new repository node should be reviewed by existing node nenbers
or other trusted entities. The review can include verifying node's
real identity, the reputation of the node operator, and whether it
can provide a robust, secure, and reliable service to RPs, anong

ot her factors.

To i npl emrent an admi ssion nechanism it may be necessary to first
i mpl ement "Decoupl ed from RPKI Authorities", because once repository
nodes are bound to CAs, each CA has the right or need to operate its
own repository.

6.3. Requirement 3: Decoupled from RPKI Authorities

RPKI Repository nodes shoul d be decoupled from RPKI authorities
(CAs).
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It means that the PP is no |longer bound to a specific CA. The CA
only operates a certificate engine, not a publication repository, and
the signing and nanagement (especially storage) of the certificates
will be separated. The operation of the RPKI Repository can be

del egated to third-party entities (independent of CAs or subordinate
I NR hol ders), such as large Internet Service Providers capabl e of
providing stable and reliable certificate storage and synchronization
services to INR holders and RPs. Then, INR holders will no | onger be
required to store their certificates in the PPs operated by the
upper-level CAs but can freely control the storage and nanagenent of
their certificates, for exanple, upload their certificates to the
repository nodes they trust. In this way, RPKI can enpower |NR

hol ders with proactive control over their certificate nmanagenent,

i ncludi ng storage and even revocation, achieving a fair bal ance of
rights between CAs and subordinate INR holders. This proactive
control ensures that INR holders are not solely reliant on RPKI
authorities, preventing potential abuse or unilateral actions that
coul d conpronise the authenticity of their certificates, such as

del etion, corruption, nodification, or unauthorized revocation

Addi tionally, decoupling certificate issuance and certificate
managenent can effectively prevent the repository nodes from grow ng
significantly as the nunber of CAs increases. After all, it is
reasonabl e for the RPKI certificate chain to becone w der and deeper,
but not for the RPKI Repository.

Requi rement 4: Be Conpatible with Current RPKI

Since the current RPKI is mature and wi dely depl oyed, the new RPKI
Repository should not nodify the RPKI hierarchical certificate

i ssuance architecture and should not affect the existing RPKI
certificate validation or the ROV process. It also should be
compatible with current RPKI Repository architecture and supports
i ncrement al depl oynent.

Et hi cal Consi derati ons

This section will outline the ethical considerations regarding the
RPKI Repository neasurenent and the worl dwi de survey. First, we
strictly limted the rate and nunber of DNS resol vi ng packets
(sendi ng 130,000 packets over 24 hours) to avoid causing nuch burden
on the Internet. For |P-to-AS mapping, we used open-source data
provided by RIPE NCC. W conducted access experinents on the RPKI
Repository fromsix globally distributed probes (India, Dubai,
Silicon Valley, Frankfurt, Beijing, and So Paulo), with each RPK
repository being accessed fewer than 10 tines to avoi d DDoS attacks
on the repositories. For the survey, we obtained the contact

i nformati on of AS adm nistrators from open-source WHO S mailing lists
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and provided an option for adm nistrators to opt out of the survey.
We did not disclose any additional information about the
participating admnistrators or their feedback and ensured that their
responses woul d be used solely for research.

Security Considerations
TBD
I ANA Consi derati ons
Thi s docunent has no | ANA requirenents.
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