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Abstract

Thi s docunent defines a "Signed MOAS Group", a Cryptographi c Message
Syntax (CMB) protected content type for use with the Resource Public
Key Infrastructure (RPKI) to authenticate the collective announcenent
of IP prefixes by Miultiple Oigin Autononous System (MOAS). The
Signed MOAS Group mainly includes two parts: an I[P prefix and a |ist
of Autononobus Systens (ASes) authorized to announce the prefix. At
| east one of these ASes SHOULD be aut horized to announce the prefix
by the prefix owner through a Route Origin Authorization (ROA). The
validation of a Signed MOAS Group confirnms that the authorized ASes
and other listed ASes have collectively agreed to announce the
prefix, ensuring that the announcement is legitimte, accurate, and
nmut ual | y aut hori zed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 June 2026.
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I nt roducti on

Thi s docunent defines a "Signed MOAS Group”, a Cryptographi c Message
Syntax (CMB) [ RFC5652] protected content type to carry an | P prefix
and a |ist of Autononmpbus Systens (ASes) authorized to announce this
prefix. The Signed MOAS Group allows nultiple ASes to

col l aboratively and securely announce an I P prefix, supporting
scenari os such as business partnerships, traffic engineering, and
DDoS protection services.

A Signed MOAS Group object mainly consists of two conponents: an |IP
prefix and a |ist of Autononmous Systens (ASes) intended to announce
the prefix collaboratively, which allows other RPKI-validating
routing entities to audit the collection of announcements from
multiple originating AS. At |least one ASin the AS |ist SHOULD be
aut horized to announce the prefix by the prefix owner through an ROA,
whi ch neans the IP prefix in the ROA SHOULD match the IP prefix in
the Signed MOAS Group and the AS nunber in the ROA SHOULD appear in
the AS list. The object is collectively signed by the |listed ASes
using a multi-signature technique, and the aggregated gl oba
signature is attached to the Signed MOAS G oup object, ensuring that
the announcenent could be legitinmately proposed by all participating
ASes and is verifiable by any RPKI-validating renote routing
entities.

When validating a Signhed MasGroup, a relying party (RP) aggregates
the public keys of all ASes in the AS list into a single globa
public key. This global key is then used to verify the nulti-
signature of the Signed MbasG oup. There are three possible
validation outcones. First, if the Signed MbasGoup is verified and
at |l east one corresponding ROA is found, it is considered valid.
Second, if the Signed MbasGoup is verified but no correspondi ng ROA
is found, it is deenmed suspicious. Finally, if the Signed MbasG oup
fails verification, it is considered invalid.

The Signed MOAS Group provides a technical way for securely managi ng
mul ti-origin AS announcenents, offering a robust and flexible
solution to handl e nodern routing requirements. Any prefixes
announced by ASes that are not included in an ROA or a validated

Si gned MOAS Group SHOULD be regarded as invalid, though their
handling is subject to local routing policies. The intent is to

of fer a secure and authenticated nethod for managi ng MOAS scenari os,
enhancing the overall security and integrity of the routing system

Si gned MOAS Group objects follow the Signed Object Tenplate for the
RPKI [ RFC6488] .
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Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Si gned MbasG oup eContent Type

The eContent Type for a MbasG oup is defined as id-ct-

rpki Si gnedMbasGroup, with Object Identifier (O D)
1.2.840.113549.1.9.16.1.TBD. It is encoded using the Cryptographic
Message Syntax (CMS). The ASN. 1 structures and encoding rules foll ow
the updated CM5 nodul es defined in [RFC5911], consistent with other
RPKI signed object profiles.

This O D MJST appear within both the eContent Type in the
encapContent |l nfo object and the Content Type signed attribute in the
signerinfo object (see [ RFC6488]).

Si gned MbasGroup eCont ent

A MasGoup is formally defined as follows:
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Rpki Si gnedMbasGr oup- 2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-r pki Si gnedMbasGr oup-2024(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS
CONTENT-TYPE, DigestAl gorithnmdentifier, D gest
FROM Crypt ogr aphi cMessageSynt ax- 2009 -- in [ RFC5911]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2004-02(41) }

ASl d, | PAddressFam |y

FROM | PAddr AndASCert Extn -- in [ RFC3779]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) nmod(0)
i d- nod-i p- addr - and- as-i dent (30) }

ct -rpki Si gnedMbasG oup CONTENT-TYPE :: =
{ TYPE Rpki Si gnedMbasG oup
| DENTI FI ED BY i d-ct-rpki Si gnedMbasG oup }

i d-ct-rpki Si gnedMbasG oup OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smne(16) id-ct(1) TBD }

Rpki Si gnedMbasGroup :: = SEQUENCE ({
sngo Si gnedMbasG oupObj ect
di gest Al gorithm Di gest Al gorithm dentifier,
obj ect Di gest Di gest

Si gnedMbasG oupOhj ect :: = SEQUENCE {
version [ 0] | NTEGER DEFAULT O,
i pAddr essPrefi x | PAddr essFami | y,
asLi st SEQUENCE (Sl ZE(O..MAX)) OF ASId,
}
END

4.1. version

The version nunber of the Rpki Si gnedMoasG oup MJST be 0.
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4.2. ipAddressPrefix

The i pAddressPrefix field follows the | P address and Autononobus
System I dentifier extension semantics defined in [RFC3779]. This
field contains an | PAddressFam |y which contains one instance of
addressFanily and one instance of prefix.

4.3. aslList

This field contains the AS nunbers that are intended to originate
routes to the given | P address prefixes. The AS nunbers that are

aut hori zed by ROA SHOULD be put in front of other AS nunbers. The AS
nunbers MJST NOT dupli cate.

4.4. digestAl gorithm

The digest algorithmused to create the nessage digest of the
attested digital object. This algorithm MJST be a hashing al gorithm
defined in [ RFC7935].

4.5. nessageD gest

The nessage di gest of the SignedMbasG oupOhject using the algorithm
specified in the digestAl gorithmfield.

4.6. attestation

The attestation is a CVMS detached signature in the SignedData fornmat
as defined in [ RFC5485]. Each AS listed in the asList signs an

i ndividual digital signature of the nmessage digest, and one AS
aggregates all individual signatures into a global signature,
referred to as the attestation.

5. Issuance of Signed MasG oup

It is highly RECOWENDED that the AS initiating the Signed MOAS G oup
obj ect be authorized by the prefix owner via an ROA. This AS,
referred to as the authorized AS, then initiates the creation of the
Si gned MOAS Group object, selects a digest algorithm and cal cul ates
the digest of the Signed MOAS Group object. The authorized AS shares
this Signed MOAS Group object with other ASes listed in the object.
Each listed AS (including the authorized AS) signs the digest using
its private key and returns the signature to the authorized AS. Upon
receiving and verifying all individual signatures, the authorized AS
aggregates theminto a global signature, i.e. the attestation, and
attaches it to the Signed MOAS Group object. After that, the prefix
owner MAY verify the Signed MOAS Group. Finally, the prefix owner or
the aut horized AS uploads the Signed MOAS G oup to the RPKI

Li, et al. Expires 12 June 2026 [ Page 6]



I nternet-Draft r pki - noasgr oup Decenber 2025

6.

Li,

repositories for validation and distribution.
Val i dation of Signed MbasG oup

To validate a Signed MbasG oup, the relying party MJST performall
the validation checks specified in [RFC6488]. |In addition, the RP
MUST performthe follow ng validation steps:

1. The contents of the CM5 eContent field MJUST conformto all of the
constrai nts described in Section 4.

2. The RP MJST verify the attestation of the Signed MOAS G oup.
This process involves two steps: first, aggregating the public
keys of all ASes listed in the ASlist to forma global public
key; second, using this aggregated gl obal public key to verify
the attestation attached to the Signed MOAS G oup object.

3. The RP MUST check for the existence of a correspondi ng ROA for
the IP prefix in the Signed MOAS G oup. The IP prefix in the ROA
MUST match the IP prefix in the Signed MOAS Group, and the AS
nunber in the ROA MJST appear in the AS |ist.

A Signed MOAS Group has three possible validation results. (1) Valid:
If the Signed MOAS Group is verified and at | east one correspondi ng
ROA is found, it is considered valid. (2) Suspicious: If the Signed
MOAS Group is verified but no corresponding ROA is found, the Signed
MOAS Group is considered suspicious. (3) Invalid: If the Signed MOAS
Group cannot be verified, it is considered invalid.

Qper ational Considerations

To aggregate the signatures efficiently, the Signed MOAS G oup SHOULD
use BLS Signatures with BLS12-381 elliptic curve
[I-D.draft-ietf-cose-bls-key-representations-05].

ROA- aut hori zed ASes SHOULD be pl aced at the beginning of the AS |i st
to inprove RP validation efficiency. It is highly RECOMVENDED t hat
the RP only verifies the first AS and the prefix agai nst the ROA

Multiple valid Signed MOAS Group objects may exist for the sane IP
prefix. However, it is highly RECOWENDED that an AS participate in
only one Signed MOAS Group for a given IP prefix. |If changes to the
AS |ist are needed, it is highly RECOWENDED to revoke the existing
Si gned MOAS Group and issue a new one.
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8. Security Considerations

Al though it is highly RECOWENDED that a Signed MOAS G oup SHOULD be
val idated by at | east one ROA, the data contained in a Signed MOAS
Goup is still self-asserted by the group of AS holders. This neans
that the presence of an AS in the Signhed MOAS Group does not

i nherently inmply any authority fromthe I P prefix holder for the AS
to originate a route for any prefixes. Such authority is separately
conveyed in the RPKI through an ROA.

9. | ANA Consi derations
9.1. SM Security for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)

I ANA is requested to allocate the following in the "SM Security for
S/IM ME CMS Content Type (1.2.840.113549.1.9.16.1)" registry:

| Deci mal | Descri ption | Ref erence |

| TBD | 1d-ct-rpki Si gnedMbasG oup| draft-1i-sidrops-rpki-noasgroup|

E o e e e e e oo oo e e e e e e e e oo oo +
Table 1

9.2. RPKI Signed hjects

I ANA is requested to register two ODs in the "RPKI Signed Objects”
registry [ RFC6488] as foll ows:

| Nare | OD | Reference |
[§ oo oo s s oo e e sy o}
| Signed | 1.2.840.113549.1.9.16.1.TBD | draft-1li-sidrops- |
| MoasGroup | | rpki-nmoasgroup |
Fom e oo o mm e e e e e e e i o e e oo s +

Table 2
9.3. RPKI Repository Nane Schenes

I ANA is requested to add the Signed MbasGroup file extension to the
"RPKI Repository Nane Schenmes" registry [ RFC6481] as foll ows:
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| Filenane Extension | RPKI | Reference |

| | Obj ect | |

[ s e sty ooy oo U

| .sng | Signed | draft-Ii-sidrops-rpki-npasgroup |

| | MoasGroup | |

Fom e S o m o e e +
Table 3

9.4. SM Security for SSMME Mdule ldentifier
(1.2.840.113549.1.9.16.0)

I ANA is requested to allocate the following in the "SM Security for
S/M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

S s s e e e e e e e e s e s s e e e s e e e, e e e e
| Decimal | Description | Reference |
| .TBD | id-nod-rpki Si gnedMbasG oup-2024 | draft-Ii-sidrops- |
| | | rpki-nmasgroup |
R oo m e e e e e e e e e e ao - o e e e e oo +
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