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Abst ract

Route Origin Validation (ROV) using the Resource Public Key
Infrastructure (RPKI) enables BGP routers to identify illegitimte
routes that violate Route Origin Authorizations (ROAs). However,

wi despread depl oynent of RPKI requires validation systens to process
hi gh vol unes of route announcenents against increasingly |arge ROA
dat asets, where ROV adoption faces significant barriers due to
concerns about its processing efficiency. This docunent identifies a
performance i ssue inherent in current ROV procedure, which could be
exacerbated as the expandi ng coverage of ROAs.
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Internet-Drafts are draft docunents valid for a maxi mum of six nonths
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material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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docunent authors. Al rights reserved.
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Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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I nt roduction

The rapi d depl oynent of RPKI has significantly expanded Route Oigin
Aut hori zati on (ROA) coverage. However, validating |arge vol unes of
rout e announcenents agai nst increasingly nassive ROA datasets poses a
significant challenge for routers. These efficiency concerns
regarding Route Origin Validation (ROV) create a barrier to its w der
adopt i on.

Current ROV inplenentations, defined in RFCs 6483 and 6811, typically
performan initial coarse-grained match of a BGP route against all
ROAs before verifying an exact match. This approach optim zes for
routes wi thout ROA coverage, allowing their validity state (e.qg.,

Not Found) to be determ ned quickly. However, as ROA coverage
expands, this nethod suffers perfornmance degradati on: validation

| atency increases proportionally with the expandi ng ROA dat asets,
especially the increasing nunber of BGP routes that can pass the
validation. Evaluations of open-source ROV inplenmentations confirm
this scaling issue.
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To mitigate performance degradati on caused by shifting validity
distributions, this document defines a nodified validation nodel
through step reordering. The optim zed workflow first perforns

preci se matching against all ROAs to immediately identify Valid
routes, followed by coverage verification to deternine NotFound
status. Performance evaluations of reference inplenentations confirm
the nodel's superiority.

Requi renment s Language

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119

[ RFC2119] when they appear in all upper case.

Ter mi nol ogy

Besi des, the terns "VRP", "VRP Prefix", "VRP ASN', "Route", "Route
Prefix", "Route Origin ASN', "Covered", "Matched", "NotFound",
"Valid", "lnvalid" are to be interpreted as described in RFC 6811
[ RFC6811] when they appear in all upper case.

If a Route is Covered by a VRP, it is terned a covering VRP of that
Route. Sinmilarly, if a Route is Matched by a VRP, it is terned a
mat chi ng VRP of that Route. For a given Route, a matching VRP is a
special covering VRP such that: 1) its VRP ASN is the sane as the
Route Oigin ASN and 2) its maxLength value is greater than or equal
to the length of Route Prefix.

For a given Route, the process of finding out a covering VRP or
figuring out whether there exists a covering VRP is termed *FC*,
whil e the process of finding out a matching VRP or figuring out
whet her there exists a matching VRP is terned *FM. The process to
exam ne whether a covering VRP is a matching VRP is termed *EM.

Overvi ew of Current ROV Procedure

As a informational, RFC 6483 [ RFC6483] describes a general procedure
to determine the validity state of a given Route against a set of
VRPs, which can be summari zed as follows using the terns FC and EM

* FC step: iteratively performFC to find out all covering VRPs,
out put Not Found if there is no covering VRP, otherwi se go to the
EM st ep.

* EMstep: iteratively performEMto exam ne every covering VRP,

output Invalid if there is no matching VRP, otherw se output Valid
once a matching VRP is found.
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RFC 6811 [ RFC6811] has standardi zed the validation procedure and
provi des the correspondi ng pseudo-code, which illustrates a simlar
procedure as the above one but could be nore efficient regarding
systeminplementation. This validation procedure can be summari zed
as follows using the terns FC and EM

* FC step: performFCto find out the first covering VRP, output
Not Found if this step fails; otherwise go to the EM step.

* EMstep: iteratively performEMto exam ne the current covering
VRP and perform FC to find out the next covering VRP, output
Invalid if there is no matching VRP; otherw se output Valid once a
mat chi ng VRP i s found.

Actual ly, the ROV inplenentations with the RTRLib [ RTRLi b], BIRD
[BIRD] and BGP-SRX [BGP-SRX] all follow the above validation
procedure. They all adopt Trie-like structures for FC and can out put
Not Found fast at the earliest stage. W call this validation
procedure the *non-covering* first validation.

Per f ormance | ssue Anal ysis and Eval uation

Non-covering first validation optinizes for BGP routes in the

Not Found state. However, this approach delays determ ning the
validity state of Valid routes, which was a tol erable tradeoff during
early RPKI depl oynent when sparse ROA coverage resulted in

predom nantly Not Found states. However, today, with nore than half
of global BGP routes are in the Valid state (and grow ng), non-
covering first validation incurs escalating | atency as both ROA

vol ume and Valid routes increase sinmultaneously.

To quantify this scaling Iimtation, we neasured ROV efficiency using
real -worl d ROA datasets and BGP routing tables. W evaluated four

i mpl ementations: RTRLib, BGP-SRX, BIRD s basic ROV (Bl RD-basic), and
BIRD's Trie-optimzed ROV (BIRD-opt). The nean validation |atency
per route during full-table processing served as the efficiency
metric. Related source code, datasets and results can be accessed
via: https://github. com Fl RLab- CNI C/ h- 2ROV

Conparative Validation Latency Inpact by Validity Distribution

Validation of the full RIB (collected fromR PE NCC RIS RRCOO
collector on 1st July, 2025) against ROAs (collected from Rl PE NCC on
1st July, 2025) classifies routes into three subsets: Valid, Invalid,
and Not Found. Using these subsets, we synthesized 55 test RIBs of
fixed size (1,050,986 routes each) with controlled validity
distributions. Each test RIB was constructed by randomy sanpling
specified quantities of routes fromthe Valid, Invalid, and NotFound
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subsets. The four ROV nmechani sns prel oaded with the coll ected ROAs
were eval uated against all 55 synthetic RIBs, with results detail ed
bel ow.

Experinmental results confirman inverse correlati on between the
proportion of Valid routes and validation efficiency in RTRLi b, BGP-
SRX, and BI RD-opt when the sumof routes in Valid or Not Found states
is held constant. |In tests with no Invalid routes, increasing the
Valid ratio fromO to 100%in 10% i ncrenments induced | atency
multipliers of 1.6, 1.9, and 3.5 for the respective inplenentations.
Wth 10% of routes in Invalid state, the latency multipliers becone
1.5, 1.8, and 3.1 under identical conditions. The root inefficiency
stems from how non-covering first validation defers validation of
Valid routes, where the |atency penalty conpounds as the proportion
of Valid routes increases.

Contrasting with other inplenentations, BlIRD basic exhibits an

i nverse performance rel ationship: nmean validation | atency decreases
with higher Valid route proportions. This anomaly stens fromits
structural divergence fromtrue non-covering first validation
Wthout Trie optimzation, BlIRD basic enploys iterative hash probes
to identify covering VRPs and cannot output NotFound until all probes
conplete. This design causes severe inefficiency in NotFound-

dom nant environnments. This is the reason why BI RD-opt was

devel oped. However, as Valid routes becone preval ent, the way using
iterative hash probes show its advantage since many Valid routes
could be confirmed within few probes. Experinmental results show

Bl RD- basi ¢ outperformng BIRD-opt in pure-Valid scenarios. Thus,

Bl RD- basi ¢ acci dental |y approxi mates (though inefficiently) the

val i dati on nodel proposed in Section 4.

*The Validation Latency with RTRLi b (nanosecond):*
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M- ROV July 2025
Rttty ety ety ey Sty ety ety ety Jjepjy jpepy ety
| 0% | 10% | 20% | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
| | | | | | | | | | | |
R el Sttty Sl ety ety ety ety ety el i pepefey et o
I I
I

| 962 | 984 | I I I I I I I I I
e
| 929 | I I I I I I I I I I

T T
Table 1

on Latency with BGP- SRX (nanosecond): *
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L el Sty et Cmpejenty e jemfempet Sempejent e e feje gt S jfenp gy e pje e pe S pjep
| % of | 0% | 10% 20% 30% 40% 50% 60% 70% | 80% | 90% | 100% |
| Vvalid e | | | |
B et el Sty ety Sl St el ity Sl ety el ety el o
| % of [ I I I I
| NotFound | | | | | | | | I I I I
I B I e i I e +------ +------ +------ +
| 0% | 580| 650| 703| 761| 817| 872| 946| 994 | 1022 | 1115 | 1138 |
I B e I e S e s e +------ +------ +------ +
| 10% | 597| 653| 701| 765| 804| 859| 947| 1007 | 1054 | 1115 | |
I i e i i s R +------ +------ +------ +
| 20% | 605| 650| 706| 760| 813| 865| 951| 1002 | 1019 | | |
I B I e i I e +------ +------ +------ +
| 30% | 601| 653| 706| 765| 809| 892| 945| 974 | | | |
I B e I e S e s e +------ +------ +------ +
| 40% | 606| 655| 725| 770| 840| 877| 941| | | | |
I i e i i s R +------ +------ +------ +
| 50% | 609| 664| 719| 767| 835/ 872| | | | | |
I B I e i I e +------ +------ +------ +
| 60% | 614| 659| 715| 775 823| | | | | | |
I B e I e S e s e +------ +------ +------ +
| 70% | 616] 668| 720 771] | | | | | | |
I i e i i s R +------ +------ +------ +
| 80% | 617 667|724 | | | | I I I I
I B I e i I e +------ +------ +------ +
| 90% |621]e69 | | | | | I I I I
I B e I e S e s e +------ +------ +------ +
| 100% |ewl | | 1 I 1 | I I I I
I i e i i s R +------ +------ +------ +
Table 2

*The Validation Latency with Bl RD opt (nanosecond):*
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R i e i R s (LI +-----
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Table 3

July 2025

*The Validation Latency with BI RD-basic (nanosecond): *
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L bl S Sty e pejent et S pejefen e pejent el et bty ey Clemfempent S pejep
| % of | 0% |10% | 20% | 30% | 40% | 50% | 60% | 70% 809% 90% 100% |
| Vvalid | | | | | | | I |
B et el Cm el Sty Sty ety il et ettty ety ety [ty el o
| % of I I I I I I I [ N I
| Not Found | I I I I I I N I
I I I S e I S LI I N LI LIE I +
| 0% | 1457| 1358| 1259| 1169| 1076|995 | 882 |800| 699| 602| 508 |
I R R e i e e R LI i I LI +
| 10% | 1501| 1418| 1314 1215| 1123| 1031| 947 | 859| 757| 685| |
I I e e e i e S I e I (LI +
| 20% | 1542| 1456| 1354 1273| 1171| 1080| 980 | 916|793 | |
I I I S e I S LI I N LI LIE I +
| 30% | 1594| 1502| 1437| 1329| 1219| 1150 1068 |931] | | |
I R R e i e e R LI i I LI +
| 40% | 1646| 1559| 1494| 1423| 1295| 1224] 1101 | | | | |
I I e e e i e S I e I (LI +
| 50% | 1681| 1592| 1513| 1410| 1351| 1226| I |
I I I S e I S LI I N LI LIE I +
| 60% | 1757| 1637| 1553| 1458| 1399| | L |
I R R e i e e R LI i I LI +
| 70% | 1777| 1735| 1634| 1513| | | L |
I I e e e i e S I e I (LI +
| 80% | 1842| 1742| 1647| | | | L |
I I I S e I S LI I N LI LIE I +
| 90% | 1931] 1853| I I I I I I
I R R e i e e R LI i I LI +
| 100% | 1969 I I I I I (R I
I I e e e i e S I e I (LI +
Table 4
Temporal Dynamics in ROV Efficiency

To evaluate ROV efficiency over tinme, quarterly snapshots of RIBs and
ROAs were collected from January 2015 to July 2025 (January 1, April
1, July 1, and Cctober 1 annually). These form 43 paired datasets,
each containing a RIB and ROAs coll ected on the same date. Every

dat aset was evaluated by validating all routes in its Rl B against
correspondi ng ROAs using the four ROV mechani sns respectively, with
results detailed bel ow.

*The Validation Latency with Five ROV | npl ementati ons (nhanosecond):*
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B ool s ety e oo s s el e g
| | h-ROV | RTRLib | BIRD-basic | BIRD-opt | BGP-SRX |
B st ety s e e el sty sl
| 20150101 | 165.098 | 523.560 | 757.002 | 118.413 | 175.254
I L I Fo-m - - - - I L +
| 20150401 | 158.655 | 491.642 | 791.139 | 115.407 | 178.476
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20150701 | 155.087 | 497.265 | 827.130 | 113.161 | 180.930
I I I I I I I +
| 20151001 | 154.083 | 497.265 | 834.028 | 113.122 | 182.548
I L I Fo-m - - - - I L +
| 20160101 | 163.399 | 503.778 | 863.558 | 113.804 | 185.322 |
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20160401 | 149.410 | 504.032 | 689.180 | 113.623 | 184.570
I I I I I I I +
| 20160701 | 165.920 | 514.139 | 738.007 | 114.837 | 188.005
I L I Fo-m - - - - I L +
| 20161001 | 146.649 | 517.331 | 744.602 | 115.580 | 189.179
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20170101 | 147.189 | 519.751 | 755.858 | 116.618 | 192.976
I I I I I I I +
| 20170401 | 151.378 | 528.262 | 791.766 | 117.495 | 195.810
I L I Fo-m - - - - I L +
| 20170701 | 155.063 | 531.632 | 819.672 | 119.775 | 201.450
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20171001 | 158.403 | 542.005 | 884.956 | 121.907 | 204.583
I I I I I I I +
| 20180101 | 161.316 | 541.712 | 924.214 | 123.305 | 212.811
I L I Fo-m - - - - I L +
| 20180401 | 171.438 | 553.403 | 732.601 | 125.109 | 216.967
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20180701 | 154.154 | 634.921 | 823.723 | 143.740 | 264.971
I I I I I I I +
| 20181001 | 159.668 | 648.508 | 838.926 | 145.879 | 273.973
I L I Fo-m - - - - I L +
| 20190101 | 154.967 | 668.003 | 923.361 | 154.727 | 298.063 |
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20190401 | 164.123 | 684.463 | 759.301 | 160.436 | 314.367
I I I I I I I +
| 20190701 | 174.307 | 699.790 | 759.301 | 164.177 | 328.192
I L I Fo-m - - - - I L +
| 20191001 | 158.957 | 722.543 | 872.600 | 174.917 | 353.982
I F--- - - - - I Fo-mm e e - - I F--- - - - - +
| 20200101 | 178.987 | 742.390 | 985.222 | 185.632 | 371.609
I I I I I I I +
| 20200401 | 173.370 | 771.010 | 1025.641 | 195.313 | 405.186
I L I Fo-m - - - - I L +
| 20200701 | 179.340 | 800.000 | 827.815 | 210.793 | 448.029 |
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S S S T S S +
| 20201001 | 188.076 | 835.422 | 912.409 | 228.102 | 490.677
TS S R TS R TS S R +
| 20210101 | 205.719 | 865.801 | 989.120 | 244.141 | 529.661
S S S Fom ek S S +
| 20210401 | 194.970 | 882.613 | 1109.878 | 254.582 | 559.284 |
S S S T S S +
| 20210701 | 205.592 | 906.618 | 1273.885 | 265.816 | 575.705
TS S R TS R TS S R +
| 20211001 | 198.570 | 883.392 | 1140.251 | 242.307 | 544.959
S S S Fom ek S S +
| 20220101 | 206.313 | 930.233 | 1406.470 | 271.370 | 592.417 |
S S S T S S +
| 20220401 | 210.881 | 962.464 | 1034.126 | 285.225 | 651.466
TS S R TS R TS S R +
| 20220701 | 211.685 | 982.318 | 1046.025 | 298.954 | 678.887
S S S Fom ek S S +
| 20221001 | 212.811 | 1005.025 | 1101.322 | 314.169 | 707.714
S S S T S S +
| 20230101 | 216.263 | 1000.000 | 1187.648 | 303.767 | 679.348
TS S R TS R TS S R +
| 20230401 | 223.115 | 1034.126 | 1254.705 | 328.947 | 695.894
S S S Fom ek S S +
| 20230701 | 225.785 | 1039.501 | 1245.330 | 329.056 | 767.460 |
S S S T S S +
| 20231001 | 255.754 | 1062.699 | 1333.333 | 355.999 | 775.795
TS S R TS R TS S R +
| 20240101 | 257.533 | 1079.914 | 1362.398 | 370.096 | 795.545
S S S Fom ek S S +
| 20240401 | 239.292 | 1062.699 | 1443.001 | 350.140 | 747.384
S S S T S S +
| 20240701 | 244.618 | 1104.972 | 1631.321 | 383.877 | 823.045
TS S R TS R TS S R +
| 20241001 | 246.488 | 1097.695 | 1510.574 | 376.506 | 794.913
S S S Fom ek S S +
| 20250101 | 246.488 | 1106.195 | 1555.210 | 385.654 | 859.845
S S S T S S +
| 20250401 | 255.493 | 1156.069 | 1049.318 | 397.298 | 884.173
TS S R TS R TS S R +
| 20250701 | 254.001 | 1173.709 | 1089.325 | 409.668 | 892.857
S S S Fom ek S S +
Table 5

Over tine, Valid route preval ence increases significantly, with
particularly rapid growh after 2019. This correlates with a
proportional decline in NotFound states. Meanwhile, Invalid routes
remai n stable bel ow 3. 0% exhibiting nminor fluctuations.
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Consequently, ROV efficiency becones predom nantly governed by the
| at ency performance for either Valid or NotFound route processing.
Concurrently, expanding ROA datasets can al so conpound ROV

conput ati onal denands.

Expandi ng ROA datasets and rising Valid route preval ence collectively
drive significant latency growh in RTRLi b, BGP-SRX, and BI RD- opt,

whi ch have increased by factors of 1.6, 2.4, and 2.2, respectively
since 2020. However, BIRD basic, while consistently outperformed by
its Trie-optimzed variant (BlIRD opt) throughout the observation

peri od, exhibits margi nal throughput gains since April 2025. This
confirnms that validity distribution has becone the dom nant factor to
ROV efficiency of BIRD basic.

A Brief Summary

* \While non-covering first validation provided efficiency advant ages
during RPKI's initial deploynment phase, it has becone unsuitable
for present-day validity distributions and will exhibit
progressively worse scalability as RPKI adoption continues to
gr ow.

* As RPKI adoption increases, tw distinct factors, expandi ng ROA
datasets and rising Valid route preval ence, independently yet
collectively inpact ROV efficiency. These separable influences
warrant distinct optimzation strategies.

Mat ching First Route Origin Validation

Non-covering first validation, though pivotal during initial RPKI

depl oynent, fails to scale in nodern environments where Valid routes
have exceed 50% and continue growi ng, rendering it fundamentally

m smat ched to current validity distributions and those in future.
Revisiting the validation nodel is now inperative to gui de ROV

i npl ementations toward capitalizing on rising Valid route preval ence
while mitigating scaling challenges fromexpandi ng ROA datasets. The
critical optimzation involves prioritizing matching VRP di scovery
over covering VRP searches. Such a matching first validation
procedure can be defined as foll ows.

* FMstep: find out a matching VRP or figuring out whether there
exists a matching VRP, output Valid if there is one; otherw se go
to the FC step.

* FC step: find out a covering VRP or figuring out whether there

exi sts a covering VRP, output Invalid if there is one; otherw se
out put Not Found.
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Anot her Reference | npl enmentation

Bl RD- basi c constitutes an inplenentation of this nodel, thus
benefiting significantly fromrising Valid route proportions.
However, its efficiency renmains suboptinal due to requiring nultiple
hash probes, each involving sequential FM exam nations, to confirm
Valid state. 1In contrast, h-ROV [h-ROV] provides a nore efficient
ref erence inpl enentation through bitmap-encoded VRPs. This approach
guarantees nost Valid routes are identified via a single hash probe
followed with a bitw se operation.

Experimental results (detailed below) for h-ROV, evaluated per the
met hodol ogy described in Section 3.1, denmonstrate 66.3%-85. 7% | ower
validation |atency than Bl RD-basic under identical validity
distributions. When Valid routes exceed 30% h-ROV achieves the

| owest | atency anong all eval uated ROV nmechani sns.

*The Validation Latency with h-ROV (nanosecond): *
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L e et ety bt Sempejenty ety el el ety e pepety oo pejep oo pajepeny o
| % of | 0% | 1094 20% 30% 409 509 60% | 70% | 80% | 90% | 100% |
| Vvalid N | | | | |
R Rty el ity Sl St ety ity Lttty ety el ey e
| % of [ I I I I I
| NotFound | | | | | | | I I I I I
Fo-mm e e - - I i I I i e e LTI +----- +----- +----- +------ +
| 0% | 209| 207| 204| 199| 195| 192| 187 | 186 | 192 | 174 | 171 |
I I I L DI I I (LI +----- +----- +----- +------ +
| 10% | 218| 217| 213| 211| 205| 202 200 | 197 | 192 | 189 | |
Fo-m - - - - R i e i R s (LI +----- +----- +----- +------ +
| 20% | 228| 225| 222| 220| 215| 211| 206 | 206 | 199 | | |
Fo-mm e e - - I i I I i e e LTI +----- +----- +----- +------ +
| 30% | 236| 236| 235| 229| 222| 223| 218 | 199 | | | |
I I I L DI I I (LI +----- +----- +----- +------ +
| 40% | 246| 245| 242| 220| 234| 232| 227 | | | | |
Fo-m - - - - R i e i R s (LI +----- +----- +----- +------ +
| 50% | 255| 251| 251| 247| 245| 239| | | | | |
Fo-mm e e - - I i I I i e e LTI +----- +----- +----- +------ +
| 60% | 265| 263| 257| 257| 253| | | | | | |
I I I L DI I I (LI +----- +----- +----- +------ +
| 70% | 276| 271| 266|266 | | | | | | |
Fo-m - - - - R i e i R s (LI +----- +----- +----- +------ +
| 80% | 283| 281| 276] | | | I I I I I
Fo-mm e e - - I i I I i e e LTI +----- +----- +----- +------ +
| 90% 294|293 | | | | I I I I I
I I I L DI I I (LI +----- +----- +----- +------ +
| 100% l298 | | | | | I I I I I
Fo-m - - - - R i e i R s (LI +----- +----- +----- +------ +

Experi ment al

Table 6

results for h-ROV (nmethod

ol ogy per Section 3.2) show

| at ency escal ation consistent with other inplenentations due to
expandi ng ROA datasets. However, h-ROV exhibits nore noderate

| atency growth, offset by efficiency gains fromrising Valid route
preval ence. Wile BIRD-opt denpnstrated the | owest |atency before
July 2019, h-ROV becane the nost efficient inplenentation after

Cct ober 2019, with its performance advantage w deni ng over timne.

4.2. Lessons Lenard from Reference |npl enentations
* Wiile the matching-first validation nodel enables scal able
performance am d expandi ng ROA coverage, realized ROV efficiency
remai ns contingent on inplenmentation-specific optimzations.
* Prefix-1evel VRP managenent enables highly efficient
i mpl ementations of the matching first validation nodel.
Li, et al. Expi res 8 January 2026 [ Page 14]
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5. Security Considerations

The security considerations in Section 6 of RFC6811 [ RFC6811] are
al so applied to this docunent.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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