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Abst r act

Forwar di ng Conmitment BGP (FC-BGP) enabl es the establishnment of a
secure inter-domain routing systemby providing security for the path
of Autononpus Systens (ASs) through which a BGP UPDATE nessage
passes. In an effort to enhance the validation of FCBGP, a
prototype inpl enentati on of the FC-BGP was devel oped and an

eval uati on was conducted on the FITI high-perfornmance | Pv6 backbone
network. This docunent reports on the prototype inplenentation and
the results of the eval uation.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// FCBGP. gi t hub. i o/ FCBGP- experi nent/draft-1i-fcbgp-
experinment.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-1i-sidrops-fchgp-
experinent/.

Source for this draft and an issue tracker can be found at
https://github. com FCBGP/ FCBGP- experi nent .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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I nt roducti on

The current inter-domain routing system|acks a nechanismin BGP to
ensure the authenticity of path attributes announced by an Autononous
System (AS). This deficiency exposes a broad attack surface and
enabl es risks such as traffic interception, denial-of-service, and
man-in-the-m ddl e attacks[ RFC4272] . Forwar di ng Commi t ment BGP ( FC- BGP)
is a novel forwarding-path verification framework designed to address
these security challenges inherent in today’'s inter-domain routing
system By introducing a Forwarding Commtnent (FC), FC-BGP offers a
solution that integrates seam essly with the existing routing
infrastructure. Through the use of FCs to provide a verifiable view
of routing intent, FC-BGP ensures that the actual forwarding path
conforns to declared routing policies.

As part of the devel opment of the Forwardi ng Comm t nent BGP ( FC- BGP)
framework, we inplenented a FC-BGP prototype and depl oyed the
prototype in the operational networks of 40 Autononous Systens (ASes)
within the Future Internet Technol ogy Infrastructure (FITI). The
eval uati on denonstrates that FC BGP achi eves significant performance
i mprovenents in |arge-scal e network deployments and that even limted
depl oynent vyields substantial security benefits. This document first
describes a FC-BGP prototype solution, then outlines the experinental
environment, and finally presents the experinmental results. It is
anticipated that this docunment will provide useful insights for those
interested in this subject and serve as prelimnary input for future
| ETF work in this area.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
A Prototype FC- BGP | npl enentation
AS(65536) --> AS(65537) --> AS(65538)
\
\--> AS(65539)
Figure 1: An FC- BGP UPDATE propagati on exanpl e.
This section describes a prototype inplenentation of FC-BGP, using a
sinplified topology as illustrated in Figure 1. Only the essenti al

operations are highlighted here; readers are referred to
[ FCG-BGP-Protocol] for the conplete protocol specification
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In this exanple, all Autonomous Systens (ASes) are standard ASes;
Rout e Servers (RSes) and AS Confederations are not considered.
Additionally, no AS Path Protection (ASPP) mechani sms are appli ed.
For the purposes of discussion, it is assunmed that:

1. AS 65536 owns the prefix 192.0. 2.0/ 24.

2. AS 65537 receives an FC-BGP UPDATE message for the prefix
192.0.2.0/24 from AS 65536.

3. AS 65537 then propagates the route to AS 65538 and AS 65539.
An FC-BGP speaker SHOULD propagate an FC-BGP UPDATE message to
downstream ASs only after completing the validation and best route
pat h sel ecti on.

3.1. FC Generation at the Originating AS

When preparing to propagate a route, the FC BGP speaker in AS 65536
perfornms the foll ow ng steps:

1. Constructs the FC segnent:
Sets the Previous AS Nunber (PASN) to O (NULL).
Sets the Current AS Number (CASN) to 65536.
Sets the Next AS Number (NASN) to 65537.

2. Computes the signature as follows: Signature=ECDSA( SHA256( PASN,
CASN, NASN, Prefix, Prefix Length)).

3. Constructs the FC Path attribute by enbeddi ng the newly generated
FC segnent .

4. Encapsul ates the route announcement in a BGP UPDATE nessage and
transmts it to AS 65537.

3.2. FC Verification at the Receiving AS
Upon receiving the UPDATE nessage, the FC-BGP speaker in AS 65537:
1. Extracts the FC Path attribute.
2. Retrieves the list of FC segnents.

3. ldentifies the FC segnent where CASN == 65536.
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4. \Verifies that:
PASN ==
NASN == 65537.

5. Retrieves the corresponding public key using the Subject Key
Identifier (SKI) field.

6. Verifies the signature using the algorithmindicated by the
AlgorithmID field.

If the signature matches, the AS hop from 65536 to 65537 is
considered verified. This process repeats for each FC segnent
corresponding to the AS PATH entries if applicable.

If AS 65537 does not support FC-BGP, its BGP speaker MJST propagate
t he UPDATE nessage wi thout validating the FC Path attribute.

FC Generation at Intermedi ate ASes

An FC-BGP speaker MJST generate a distinct UPDATE nessage for each
downstream nei ghbor. Each UPDATE nmessage MJUST announce only a single
I P prefix and MJST NOT aggregate nultiple prefixes.

This restriction is necessary because different prefixes may foll ow
different routing policies, resulting in different Forwarding
Conmitrents. Aggregating prefixes could cause errors in FC
generation and vali dati on.

Thus, AS 65537 generat es:

An UPDATE nessage for AS 65538 with NASN set to 65538.

A separate UPDATE nessage for AS 65539 with NASN set to 65539.

For each UPDATE to a downstream nei ghbor (e.g., AS 65538), the FC BGP
speaker in AS 65537:

1. Encapsulates the route prefix into a single UPDATE nessage.
2. Constructs a new FC segnent:

Sets the Previous AS Nunber (PASN) to 65536.

Sets the Current AS Nunmber (CASN) to 65537.

Sets the Next AS Number (NASN) to 65538.
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Conput es the SHA-256 di gest over (PASN, CASN, NASN, |IP Prefix
Address, I P Prefix Length).

Si gns the digest using ECDSA.
Fills in the Signature and other required FC fiel ds.
3. Prepends the newly created FC segnment to the existing FC List.
4. Conpletes the FC Path attribute.
5. Continues with standard BGP UPDATE processing and transmni ssion
FC- BGP Test bed
FI Tl

The prototypes of our solutions for FC-BGP are inplenented and tested
on Future Internet Technology Infrastructure(FITI). FITI is a major
scientific and technol ogi cal infrastructure project in China,
constructed and operated by the National Devel opnent and Reform

Conmi ssion, the Mnistry of Education, Tsinghua University, and other
participating universities. The FITI high-perfornance backbone

net wor k connects 40 universities across 35 cities in 31 provinces,

aut ononous regions, and nunicipalities, with backbone |inks
supporting bandwi dths of up to 1.2 Thps. FITI has been assi gned 4096
Aut ononobus System Nunbers (ASNs) by APNIC, along with a

240a: a000: : /20 1 Pv6 address block. Wth geographically distributed
sites across China, FITlI provides a genuine internet environnent
suitable for |arge-scale network experimentation

FC-BG° Testbed on FITI Infrastructure

The FC-BGP testbed was depl oyed on the FITI backbone network, as
illustrated in Figure 2. FITlI provides a network environnent
conprising 40 interconnected ASes located in cities such as Beijing,
Shanghai, Nanjing, and Shenzhen. These ASes are capabl e of running
the BGP protocol, support custom zable routing policies, and reflect
realistic physical and geographi cal topol ogies. Each AS can host
multiple routers. The FC BGP nechanismwas inplenented in 31 of the
ASes, including depl oyment on conmercial H3C CR16000 or CR19000
routers in a subset of them After software updates, these 31 ASes
were fully FC BGP-enabl ed, supporting route exchange as well as FC
attribute transm ssion and reception. The remaining 9 ASes did not
depl oy FCG-BGP and were used to construct a partial depl oynent
scenario. The testbed is fully capabl e of supporting the eval uation
requirenents for the FC-BGP sol ution
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G tHub repository: https://github.conifcbgp/fcbgp-inplementation
5. Test Experience and Results

The prototype inplenentation of FC-BGP, as described in Section 2,
was depl oyed on the testbed outlined in Section 3. The functionality
of the FG-BGP prototype and its conpatibility under parti al

depl oynent scenarios were evaluated. Al features were successfully
tested, as detailed in the experimental results presented in this
section.

5.1. Test Experience

1. Functional testing of FC-BGP is conducted to verify the
protocol’s compliance with its specification in terns of nessage
construction and operational behavior. The evaluation focuses on
verifying that a BGP speaker is able to correctly construct BGP
UPDATE nessages containing the FC path attribute and that the
message format conforns to the FC-BGP specification. |In
addition, the tests validate that the FC BGP i npl ementati on
correctly performs AS path validation procedures.

oo s +
| Ur unyi |
[ + | I
| | FC-BGP | [----+ I +
| A---mm-ee- + | I I Shenyang |
R + | I R + |
I I +-1 | FCGBGP | |
| - S R + | +-----e--- + |
/ | Bei jing I I e +
TS | | +---------- + | --+
| | +---------- + | FC-BGP | +--- ---+
I || [ + | I
I | | to--o--- +o----- + I
I | | I I
I |1 I
| +----- B S + B S, F-- - - - + |
| | Xi " an | | Zhengzhou | |
| | e I + | |
| .--] | FGBGP | | || FGBGP | | +------ Foonannn +
| | e S +] |  shanghai |
| +o-o - - - + - +o-o - - N B e + |
| | | | |Legacy-BGP| |--
| | ! | e + |
| | AR, +o-m - - +  ------ AR, +
oo e + | | Wihan | |
Lhasa | | | 4o + | |
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| +---------- + | Fomm - +--m - - - + |
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I I
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Changsha |
I
|

e R + |
I I
I I
o e e e e o - + H------- F-- - - - + |
| Nanni ng | Guangzhou | |
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| | FCGBE& | |--] | FCGBE& | |--------- +
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e I e T SR
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Figure 2: FC-BGP Testbed on FITI Infrastructure.

1. To assess the effectiveness and conpatibility of FCGBGP in
partial depl oyment scenarios, a testbed is constructed consisting
of routers that support the FC BGP nechani sm and i nternedi ate
routers that do not support it. The goal of the testing is to
confirmthat routers w thout FC BGP mechani sm support can
transparently forward BGP UPDATE nessages containing FC path
attributes without discarding or altering them This ensures
that FC path attributes are preserved even when traversi ng BGP
routers that do not support the FC BGP mechani sm

2. Evaluate the conpatibility of the FC-BGP prototype device in a
variety of network scenarios. Verify the routing processing
capabilities of the FC-BGP device under different address
famlies, including | Pv4 and I Pv6. Test the conpatibility of the
FC- BGP prototype device, when functioning as a BGP route
reflector (RR) and RR client, in networks composed of comrerci al
routers fromdifferent vendors.
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Test Results

The test results indicated that the FC-BGP prototype correctly

i mpl emented the functionalities as defined in the protoco
specification [ FGBGP-Protocol]. Al FC BGP-enabl ed BGP speakers
were able to successfully generate FC BGP UPDATE nessages t hat
conforned to the protocol specification, and the receiving AS was
able to correctly performthe path validation procedure. The FC
pat h val i dati on mechani sm functioned as intended, verifying each
hop in the AS PATH sequentially. 1In scenarios where the
receiving AS did not support FC-BGP, the systemwas still able to
forward FC-BGP UPDATE messages w t hout disruption

Under partial deployment conditions, FC BGP denonstrated good
compatibility with | egacy BGP routers. Commercial routers from
different vendors that do not support FC-BGP (such as Huawei and
Ruijie) were able to transparently forward UPDATE nessages
containing FC path attributes, and the integrity of these
messages was preserved throughout the forwardi ng process. These
results suggest that FC BGP supports incremental deployment and
remai ns conpatible with existing BGP inplenentations. Wth
respect to partial deploynent, Section 5.1.1 of [FC ARX V]
denonstrates that an adversary cannot forge a valid AS path when
FC-BGP is fully deployed. Furthernore, Section 5.1.2 of

[ FCG-ARXI V] anal yzes the advantages of FC-BGP in parti al

depl oynent scenarios. The analysis shows that FC-BGP offers
greater security benefits than BGPsec under partial depl oynent
condi tions.

The test results indicated that the FC BGP prototype device was
capabl e of correctly receiving and processing routing information
for all supported address famlies. Wen operating as a BGP RR
the FC-BGP prototype device correctly reflected both I Pv4 and
IPv6 routes to its clients. Additionally, when acting as a BGP
RR client, the FC-BGP prototype device was able to properly
receive routes fromthe RR  These results denonstrate that the
FC-BGP prototype device exhibits strong conpatibility across a
variety of network scenari os.

Concl usi on

I n concl usion, experinental results denonstrate that:

1.

FC-BGP offers efficient and scal able AS path verification while
preserving compatibility and stability with existing routing
protocols. These advantages are achi eved w thout the need for
nmodi fications to the current Internet architecture.
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2. Increnental deploynment is a key design principle that was used in
the experiment. The results indicate that, even with parti al
depl oynent, FC-BGP provides significant security benefits in
protecting routing information, encouraging early adoption of the
solution by service providers.

Security Considerations

The purpose of this docunment is to report FC BGP testbed and
experinmental results. Security considerations related to the

sol ution nechani sns are discussed in [ FCGBGP-Protocol] and [ FC ARXI V]
for details.

I ANA Consi derations
Thi s document has no | ANA acti ons.
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