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Abst ract

The Resource Public Key Infrastructure (RPKI) plays a crucial role in
securing inter-domain routing. However, the current RPKI Repository
system suffers fromfundanental limtations in reliability,
scalability, and consistency. |n particular, single-point failures
at repository publication points (PPs), the grow ng nunber of

bi directi onal connections between PPs and relying parties (RPs), and
the lack of a globally consistent historical RPKI data view pose
significant risks to the resilience, integrity, and authority of the
gl obal RPKI ecosystem

Thi s docunent proposes the Decentralized RPKI Repository (dRR), a
novel repository architecture that decoupl es RPKI object signing
authority from RPKI object nmanagenent authority (e.g., storage and
distribution). dRR introduces a distributed group of certificate
servers (CSs) and a layer of Monitors to achi eve robust, scal able,
and auditabl e RPKI data managenent. The architecture maintains ful
conmpatibility with the existing RPKI trust nodel rooted in the five
RIR trust anchors, enabling incremental deployment w thout disrupting
current relying parties (RPs) validation semantics. By doing so, dRR
addresses | ongstandi ng repository chall enges and enhances the overal
efficiency and trustworthiness of RPKI-based routing security.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 19
I nt roduction

The Resource Public Key Infrastructure has becone a cornerstone for
securing inter-donmain routing, providing nmechanisns to validate the
associ ati on between Internet nunber resources (INR) and the entities
authorized to originate them \Wile RPKI has proven effective in
mtigating certain types of BGP hijacks, the current repository
system exhibits critical architectural shortconings.

In particular, the coupling between repository PPs and certification
authorities (CAs) results in three fundanental challenges. First,
the systemis prone to reliability issues: a failure or attack on any
PP may prevent RPs from obtaining a conplete or timely RPKI data
view. Second, the existing nodel |acks scalability, as the
anticipated growh in the nunber of PPs and RPs—driven by broader
depl oynent of ROAs and ROV—exacerbates synchronization | oad and
connection overhead. Third, the current architecture cannot
guarantee the consistency and integrity of the RPKI data retrieved by
RPs. Maintaining a consistent and conmplete RPKI data view hel ps

i nprove the accuracy of ROV, facilitates m sconfiguration diagnosis,
and enhances RPKI systenis transparency. These issues are di scussed
in detail in [rpki-repo-ps].

To address these concerns, this document introduces the Decentralized
RPKI Repository (dRR), which extends and enhances the existing RPKI
repository architecture. dRR is founded on the principle of
decoupl i ng RPKI object signing fromdata nmanagenent. It replaces
tradi tional PP-based storage with a distributed and decentralized
group of certificate servers (CSs), each CS operating as an equa

peer that collaboratively hosts RPKI data. |NR holders can
proactively upload their RPKI objects to any trusted CSs within this
group, thereby retaining greater operational control

Additionally, dRR incorporates Mnitors as mi ddl eware conponents that
aggregate updates fromthe CS group and proactively distribute RPKI
data to RPs. This design reduces the nunber of direct connections
between RPs and repository nodes and inproves both the scalability
and tineliness of RPKI data distribution.

Through this architecture, dRR ainms to enhance the robustness,
scalability, and consistency of the global RPKI system while
preserving compatibility with existing hierarchical trust anchors and
RPKI data validation processes.

et al. Expires 10 July 2026 [ Page 3]



Internet-Draft Decentralized RPKI Repository Architectu January 2026

1.1

Li,

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Term nol ogy and Definitions

Thi s docunent assunes familiarity with the concepts described in "A
Profile for Resource Certificate Repository Structure" [RFC6481],
"The RPKI Repository Delta Protocol (RRDP)" [RFC8182], and "An
Infrastructure to Support Secure Internet Routing" [RFC6480].

Thi s docunent defines the follow ng term nol ogy:

*Decentralized RPKI Repository (dRR):* The new RPKI repository
architecture proposed in this docunment. dRR consists of nultiple
Certificate Servers (CSs) that collaboratively store and distribute
RPKI data, along with Mnitors that act as m ddl eware between the CS
group and RPs.

*Certificate Server (CS):* A core conmponent of the dRR system A CS
is a node responsible for hosting RPKI objects. Al CS nodes within
dRR col I ectively form a group.

*Monitor:* Represents a key m ddl eware conponent in dRR that sits
bet ween CS nodes and RPs. A Mnitor retrieves RPKI data from CS
nodes and proactively pushes updates to its connected RPs.

*Obj ect Issuance Information (O1):* Metadata associated with a newy
i ssued RPKI object. An Ol is signed by the CA that issued the

obj ect and includes the fingerprint of the object along with its

i ntended storage |locations within the CS nodes. The A1l allows the
CS nmenbers to verify the authenticity of the newy issued RPKI

obj ect .

*(bj ect Revocation Information (ORl):* Metadata associated with an
RPKI object that is to be revoked. An ORI is signed by the INR

hol der of the object. It includes the fingerprint of the object to
be revoked and serves to prove that the inpacted party has authorized
the revocation. The ORl enables the CS nenmbers to verify the

| egitimacy of the revocation.
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*Verifiable Update Information (VU ):* Cryptographic netadata
generated by a Monitor when proactively distributing updates to an
RP. A VU enables the RP to verify both the authenticity and the
conpl et eness of the received RPKI update data.

These terns are used throughout this docunent.
3. Design Principles and bjectives
The design of dRR is guided by two primary principles:

* Preserve the existing hierarchical trust nodel: dRR does not
modi fy the hierarchical certificate issuance framework rooted in
the five RIR trust anchors, which MJST remai n the foundationa
basis of the global RPKI trust nmodel. The roles and trust
rel ati onshi ps of CAs and I NR hol ders remai n unchanged.

* Separate data nanagenent fromdata signing: Wile certificate
i ssuance continues to be handl ed by existing RPKI authorities, the
storage and distribution of RPKI objects are explicitly del egated
to INR holders and a decentralized set of infrastructure
conmponents. |INR holders SHALL nmintain direct control over where
and how their RPKI data is hosted. RPs MJST continue to perform
cryptographic validation of all received data, preserving end-to-
end trust guarantees.

Bui I di ng on these principles, the dRR architecture serves exclusively
as an alternative repository layer. It provides nmechanisns for the
upl oad, hosting, and storage of resource certificates (RCs), ROAs,
and potentially newer signed objects such as autononpus system

provi der authorization (ASPA) and signed prefix list (SPLs). The
desi gn paradi gm establi shes a decentralized RPKI data managenent
platform effectively redefining the boundaries of responsibility

between RPKI authorities and INR holders. It also supports both
incremental and full data synchronization for RPs, thereby fulfilling
all core repository functions without altering existing validation
semanti cs.

The architecture of dRRis explicitly designed to neet the foll ow ng
obj ecti ves:

* Conpatibility: dRR MUST NOT alter the hierarchical RPKI
certificate issuance architecture. It SHALL remain fully
compatible with the current RPKI Repository system and SHALL
support increnmental depl oynment al ongside existing PPs w thout
di srupting established validation or synchronizati on workfl ows.
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Reliability: dRR SHALL ensure high availability of RPKI data
through distributed storage. A single RPKI object MAY be
redundantly stored across nmultiple physically isolated repository
nodes. Consequently, the integrity and accessibility of RPKlI data
as consunmed by RPs SHALL NOT be conpronised even if individua
nodes experience failures.

Scal ability: The dRR architecture SHALL prevent uncontroll ed
grow h in the number of repository nodes required to host data.

It SHOULD enabl e efficient synchronizati on nechani sns that ensure
RPs receive tinely updates of RPKI data, regardl ess of the scale
of ROA and ROV depl oynent.

Consi stency and Auditability: dRR SHALL rmai ntain a conpl ete and
consi stent historical record of RPKI data and operations, ensuring
that RPs obtain accurate and consistent RPKI data, thereby
enhanci ng system transparency, enabling robust auditing, and
facilitating m sconfiguration diagnosis.

By adhering to these principles and objectives, dRR ains to enhance
the reliability, scalability, consistency, and Auditability of the
RPKI repository layer while ensuring full interoperability with the
exi sting RPKI infrastructure.

4. 1.

Architecture Overvi ew

Key Components

The dRR architecture replaces the conventional RPKI Repository system
with two principal conponents: a *distributed Certificate Server
group* (CS group) and a |l ayer of *mi ddl eware Mbnitors*.

4. 1.

Li,

1.

Certificate Server Goup

The CS group consists of multiple independent certificate server
nodes that collectively host and store RPKI data. Each CS node
participates equally in this group and operates under a data sharing
protocol to maintain a consistent view of hosted RPKI objects and

obj ect operations. |INR holders MAY upload their RC, ROAs, or other
signed objects issued by RPKI authorities to any subset of trusted CS
nodes they choose.

Thi s decentralized nodel decouples data storage and managenent
responsibilities fromcertificate signing authorities. As a result:

*

I NR hol ders mmai ntain operational control and nmanagenent over their
RPKI dat a.
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* RPKI objects MAY be simultaneously stored across multiple CS
nodes, inproving redundancy and availability.

4.1.2. Mddl eware Mnitors

Monitors act as intermediaries between the CS group and RPs. Each
Moni t or SHALL:

* Receive A1 and ORI fromthe CS group
* Retrieve newy published fromthe specified CS nodes based on O I.

* CGenerate VU according Ol and ORI, and proactively push both VU
and the associated new y added RPKI objects to the RPs it serves.

* Miintain a full dRR-protected RPKI data snapshot.

This two-tier proactive data distribution architecture contrasts with
the traditional nodel in which each RP MJUST periodically pol

multiple PPs to obtain updates. By aggregating and pushi ng updates,
Moni tors reduce synchroni zati on del ays and alleviate | oad on both the
repository infrastructure and RPs.

4.1.3. Key Differences fromthe Current System

Conpared to the existing RPKI repository architecture, the key
di fferences introduced by dRR incl ude:

* Flexible Data Storage: Under dRR, INR holders actively upload
their RPKI objects to selected CS nodes. They SHALL have the
freedomto choose multiple trusted nodes for storing their data.
By decoupling RPKI object signing authority from data nmanagenent
responsibilities, dRR transfers operational control of RPKI data
directly to the legitimate INR holders. 1In contrast, the current
nmodel requires that data signed by a CA MIST be stored exclusively
at the PP operated or designated by that CA, which is a single
poi nt storage nodel .
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*  Two-tier Push Model: dRR introduces a | ayered proactive
di stribution mechanism CS nodes SHALL push Q1 and ORI and

cryptographic proofs to a designated set of Mitors. Each Monitor

SHALL then retrieve newy added RPKI data fromthe specific CS

nodes according to the O, and SHALL generate VU and proactively

distribute both the VU and the newy added RPKI objects to its

desi gnated set of RPs. In dRR each CS typically serves a defined

group of Mnitors, and each Mnitor, in turn, serves a defined
group of RPs. For today’ s RPKI Repository, the full set of PPs
and RPs nmust establish a | arge nunber of bidirectional
connections, which increases the |oad and pressure of data
synchroni zati on.

* Consistency of RPKI Data View In dRR, newy upl oaded objects and

obj ect revocation statements SHALL be publicly dissem nated across

the CS group through Ol and ORI. This process ensures the
consistency and integrity of the RPKI data view seen by the CS
node, thereby ensuring the integrity of data view seen by RPs and
the ROV accuracy. It also helps to enhance the transparency of
the system and provide audit functions. By conparison, existing
PPs operate in isolation, each nmaintaining and nanaging its own
data view w thout inter-node validation or transparency.

The distributed CS group is the core conmponent enabling
decentralization in dRR  Each server node participates in a protoco

to build a cross-domain trust network, thereby formng a data hosting

pl atform t hat operates independently of any single RPKI authority.
Al'l server nodes function as equal participants, collectively
providing certificate hosting services to INR holders within the RPKI

system The middl eware | ayer of Mnitors acts as the central hub for

data propagation. It receives consensus-validated RPKI data and
associ ated operations fromCS group and, based on a proactive push
nmodel , delivers new RPKI objects to RPs.

4.2. CS Group Construction

The CS group is conprised of multiple CS nodes. The follow ng
principles govern the operation and structure of these nodes:

a) Each CS operates independently of any RPKI authority. Al CS
nodes SHALL be equal peers and SHALL collectively forma group to
provi de secure and reliable hosting services for |INR hol ders.

b) Any entity seeking to join the CS group MJST undergo security
val idation performed by the existing CS group menbers.
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c) Al operations within the group—including the registration of new
CS nodes, registration of INR holders, publication of RPKI objects,
and obj ect revocati on—MJST achi eve consensus anong all participating
CS group nenbers

The initialization of the CS group, along with the registration
mechani sms for CS nodes and I NR hol ders, are descri bed bel ow.

* Initialization of the CS group: The initial CS group SHALL be
established jointly by the five RIRs: RIPE NCC, APNI C, AFRI N C
LACNIC, and ARIN. During initialization, each RIR SHALL register
its CS node within the group. The registration information for
each CS node MJST include: (1) A unique identifier for the CS
node; (2) The node’s unique public key; (3) A digital signature
generated using the private key corresponding to that public key.

* Registration of CS Nodes: Entities that neet the eligibility
requi renents MAY apply to operate RPKI object hosting servers and
join the CS group. This process proceeds as follows: (1) The
applying entity submts its registration information to one of the
five RIRs; (2) Upon successful conpletion of identity, security,
and reliability verification (for exanple, evaluation of the
applicant’s reputation or its capability to operate on robust
platforns such as CDNs), the RIR SHALL publish the entity’s
registration information to the CS group; (3) The existing group
menbers SHALL validate the identity of the new CS node and verify
the provided signatures; (4) If a majority of group nmembers
approve, consensus SHALL be reached and the entity’'s registration
i nformati on SHALL be permanently recorded in the group’s gl oba
| edger. The entity SHALL then formally become a nmenber of the CS
group and MAY provide hosting services to INR holders. |If
consensus is not achieved, the entity SHALL NOT be admtted into
the CS group.

* Registration of INR Holders. Any INR holder deploying dRR MJST
first conplete identity registration within the CS group. The
process is as follows: (1) The INR holder submits its registration
information to one trusted CS node; (2) The receiving CS node
SHALL publish the registration information to the group,
triggering a validation process by the group nenbers. (3) If a
majority of nenbers validate the registration successfully, the
I NR hol der’s information SHALL be recorded in the group’s gl oba
| edger. |If consensus is not achieved, registration SHALL fail.
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It is inportant to note that any RPKI authority inherently holds an
RC certificate issued by its parent authority (or, in the case of
RIRs, a self-issued RC root certificate). Therefore, for the
purposes of dRR, an RPKI authority is also treated as an | NR hol der
and MUST undergo the same | NR hol der registration process within the
CS group.

4.3. CS Group Qperation

Wthin dRR, I NR holders actively nmanage the distribution of their
RPKI obj ects by uploading themto one or nore trusted CS nodes. The
CS group ensures the integrity and transparency of these operations
by requiring that both the publication of new objects and the
revocation of existing objects be represented as Ol and ORI records
These records MJST be di ssem nated across the group and permanently
recorded in the group’s global |edger. This immutable, tinme-ordered
| edger provides a conprehensive audit trail of all RPKI object
operati ons.

4.3.1. Publication of New (bjects

To publish a new RPKI object, the INR holder submits the newy issued
obj ect —signed by its parent RPKI authority—to nultiple trusted CS
nodes for secure storage. The INR holder also subnits the
corresponding Ol to a designated CS node, which SHALL publish this
Ol to the CS group

* |f consensus on the A1 is achieved anbng group nmenbers, the Ol
SHALL be permanently recorded in the group’s global |edger. The
object is then officially protected by the group and becones
avai l abl e for retrieval and synchronization by RPs.

* |f consensus is not reached, the publication process SHALL fail
and the object SHALL NOT be incorporated into the group’s
authoritative dataset.

An O, as defined by this docunent, MJST include at a mininmm (1)
The identifiers of the issuer and recipient as recorded in the
group’s registration system (2) The parent certificate of the newy
i ssued object; (3) A unique hash fingerprint of the object; (4) A
list of CS nodes that store the object; (5) A signature generated by
the RPKI authority.
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2. Revocation of Existing Objects

VWhen an RPKI authority intends to revoke an RPKI object previously
issued to a subordinate INR holder, it MJST first request an ORI from
that INR holder. The RPKI authority then subnits the ORI to one or
nmore trusted CS nodes, which SHALL propagate the ORI to the renaining
group nenbers.

* |f consensus on the ORI is achieved anbng group nmenbers, the ORI
SHALL be witten to the global |edger. The correspondi ng object
SHALL then be revoked and renoved fromthe storage of all
participating CS nodes.

* |f consensus is not achieved, the revocation SHALL fail, and the
object SHALL remain valid in the group.

An ORI, as defined by this docurment, MJST include at a mnimum (1)
The uni que hash fingerprint of the object to be revoked; (2) An

aut hori zation signature generated by the INR hol ders; (3) (Optional)
Addi tional endorsenments from affected subordi nate I NR hol ders when
appl i cabl e.

By ensuring that all publication and revocation operations undergo
group-wi de consensus and are pernmanently | ogged, dRR provides |INR
hol ders and RPs with a verifiable and tanper-evident history of RPKI
obj ect managenent. This decentralized nodel significantly
strengthens accountability and mtigates the risks associated with
unilateral control by any single RPKI authority.

Moni t or Operation

A Mnitor in the dRR architecture acts as a mddleware entity
responsible for bridging the CS group and RPs. Its primary function
is to facilitate the efficient dissem nation of updated RPKI data to
RPs.

Whenever the CS group reaches consensus on a new set of Ol and ORI,
the participating CS nodes SHALL proactively push these confirmed
records to their connected Mnitors. Each Mnitor SHALL then:

* Retrieve the newy added or updated RPKI objects fromthe rel evant
CS nodes based on the received O ls.

* Use the Ols and ORIs to generate VU, which cryptographically
binds the | atest updates to a verifiable proof.

* Proactively push the VU, along with the newly retrieved RPKI
objects, to the set of RPs it serves.
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5. 1.
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* Maintain areal-tine full dRR-protected RPKI data snapshot to
serve newl y added RPs.

Thi s process ensures that RPs receive not only the updated data but
al so the cryptographic nmeans to verify both the authenticity and the
conpl et eness of each update.

dRR Operati on Procedures

The primary functions of an RPKI Repository are to store, nmanage, and
synchroni ze certificates and signed objects, including the
publication and revocation of such data. The follow ng subsections
descri be how these processes are handled in the dRR system

Publ i cati on and Synchroni zati on

Figure 1 illustrates the end-to-end process by which a new RPKI
certificate or signed object is published and subsequently
synchroni zed to RPs within the dRR system

The sequence proceeds as foll ows:

Step 1. Request Object: The INR hol der subnmits a request to the
rel evant RPKI authority to obtain resources along with the
correspondi ng RC or signed objects (such as ROAs, ASPAs, or SPLs).

Step 2. Issue bject and OI: The RPKI authority issues the
requested RC or signed object (collectively referred to as objects)
and returns these, along with the associated O, to the I NR hol der.

Step 3. Upload the bject and O I: The INR hol der upl oads the object
to nultiple trusted CS nodes and submits the corresponding O1 to one
of the CS nodes hosting the object.

Step 4. (Object Hosting: The selected CS nodes store the upl oaded
RPKI obj ect on behal f of the INR hol der.

Step 5. Consensus in the group: One of the hosting CS nodes subnmits
the A1 to the CS group. CS nenbers execute a consensus protocol to
collectively validate the Q1. |If consensus is achieved, the A1l is
permanently recorded in the group’s gl obal |edger, conpleting the
obj ect publication.

Step 6. Push Ol to Mnitors: The CS nodes push the consensus-
approved O to their connected Mnitors.
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Step 7. Retrieving the Object by Mnitors: Each Mnitor retrieves
the newly published object fromthe rel evant CS nodes according to
the details in the AOI.

Step 8. Pushing Data to RPs: The Monitor generates a VU record
based on the new O and proactively distributes bboth the VU and
the newy retrieved RPKI data to its designated RPs. This enables
RPs to verify the authenticity and conpl eteness of the received
updat es.

Thi s coordi nated process ensures that newy issued RPKI object is
reliably stored, transparently validated through group consensus,
efficiently delivered to RPs with cryptographic assurances of
integrity and conpl et eness.

e e e e e e e e e e e e e e e e e e e e e e e m e ———— - - -
| CS group
- + | +------ + S R
I CA I | | G | . | CS
I ) BN S — + | Ho-mm - - +  H------ p T +  H------
| | |
equest | | | /\ 5.publicize \/
bj ect | | 2. 0bject & Al | | al |
I I I I I
| | | oo < ---e- +
Fo-em- - N+ -+ 3. upload object & Al +------ + 4.storing
| ITNR holder |-----------"---------------- > CS | obj ect
S + | +o-m - - +
+--mna AN T O U e
6. push ORI | | 7. fetch object
I I
| | ,
R W A + 8. push VU /object +--------
| Moni t or I >|
o e e - + fome e

Figure 1: RPKI object publication and synchronization procedure
in dRR

Revocation and Synchroni zati on
Figure 2 illustrates the process by which an existing RPKI object

revoked within the dRR system and how this revocation information
synchroni zed to RPs:
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Step 1. Revocation request: The RPKI authority initiates a
revocation by requesting the INR holder to revoke a specific RPK
obj ect .

Step 2. Issue ORI: Upon agreeing to the revocation, the I NR hol der
generates and signs an ORI, which serves as verifiable proof that the
I NR hol der (and any affected subordi nate hol ders) consent to the
revocati on.

Step 3. Upload ORI: The RPKI authority submits the signed ORI to one
of the trusted CS nodes.

Step 4. G oup consensus: The receiving CS node publishes the ORI to
the CS group. group nmenbers execute a consensus protocol to validate

and accept the ORI. If consensus is reached, the ORl is recorded in
the group’s global |edger, the object is officially revoked, and it
is renmoved fromall relevant CS storage. |f consensus fails, the

revocati on does not proceed.

Step 5. Push to Mnitors: CS nodes proactively push the consensus-
approved ORI to their connected Mnitors.

Step 6. Push to RPs: Mnitors generate a VU based on the new OR
and proactively push both the revocation data and the VU to the RPs
they serve. This enables RPs to verify the authenticity and
compl et eness of the revocati on update.

Thi s process ensures that object revocations in dRR are
cryptographically proven, transparently recorded across the group,
and rapi dly synchronized to relying parties through proactive

di stribution.
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Figure 2: RPKI object revocation and synchroni zati on procedure in
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dRR

It should be noted that in practice, the CS group may concurrently
process multiple Ols and ORIs. Simlarly, a single CS node MAY
aggregate and push nmultiple Ols and ORIs to connected Monitors
within the sane operation. As a result, the VU generated by a
Moni tor and delivered to RPs MAY encapsul ate nultipl e new object
publications and nultiple object revocations in a single update.

dRR Partici pants and Rol es

The dRR systemis explicitly designed to support a diverse set of
operational participants to ensure technical neutrality, operational
robust ness, and broad stakehol der representation.

*Qperators of Certificate Servers*. Wthin the CS group, nodes MAY be
operated not only by the five RRRS—RIPE NCC, APNIC, AFRI NI C, LACN C,
and ARIN—but also by other qualified entities. These MAY incl ude
|arge Internet Service Providers (ISPs), national |nternet

registries, Content Delivery Network (CDN) service providers, or
other infrastructure organi zati ons capabl e of reliably hosting RPKI
data and serving RPs. By enabling a mx of technical and geographic
participation, the CS group nitigates risks associated with
centralized control and inproves the resilience of the overall
repository system
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*Qperators of Monitors*. In the dRR architecture, the Mmnitor role is
intended to serve multiple RPs that typically exist within the same
trust domain as the Monitor itself. For exanple, these RPs MAY
include nmultiple Autononbus Systens (ASes) under the operationa
control of the sane ISP, or networks within the jurisdiction of a
singl e governnental or national organization. This trust
relationship allows Mnitors to efficiently aggregate updates from
the CS group and securely distribute RPKI data to affiliated RPs,

t hereby reduci ng synchroni zati on overhead and enhanci ng over al
system effi ci ency.

By explicitly supporting a nulti-party operational nodel for both CS
group nodes and Mnitors, the dRR architecture fosters participation
froma range of organizational types and jurisdictions. This
approach hel ps achi eve a bal anced ecosystemthat reflects diverse
operational interests while reducing system c dependenci es on any
single class of stakeholder. The inclusion of varied participants is
fundanmental to ensuring the long-termneutrality, transparency, and
accountability of the RPKI data distribution infrastructure. Whether
and how CS nodes provide services to INR hol ders on a conpensat ed
basis is out of scope for this docunent.

7. Benefits and | nprovenents

By introducing a group of CS nodes and a | ayer of Mnitors, dRR My
address several |ongstanding chall enges of the current RPKI
Repository system and achi eves tangi bl e operational benefits:

* *|nproving Scalability and Mtigating P1:* dRR enhances
scalability through two key mechanisns. First, the group’s
control |l ed admi ssion mechani smensures that only vetted entities
can operate CS nodes, effectively limting the overall number of
repository nodes while still supporting a globally distributed
architecture. Second, dRR s two-tier data distribution node
means that CS nodes only need to establish connections with their
desi gnated Mnitors, and RPs in turn only maintain connections
with their respective Mnitors. This structured push nodel
significantly reduces the volune of direct bidirectiona
connecti ons between RPs and repository nodes, alleviating
synchroni zati on pressure and supporting | arge-scal e depl oynent
wi t hout conpronising tineliness or efficiency.
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* *Enhancing Reliability and Mtigating P2:* In dRR, each RPKI
obj ect can be simultaneously hosted across nultiple CS nodes.
This means that the failure or conprom se of any single node does
not jeopardize the availability or integrity of RPKI data as
retrieved by RPs. Additionally, the federated structure
inherently filters for participants with the capacity to provide
robust, stable hosting, further inproving the systenis resilience
agai nst | ocal i zed out ages.

* *Strengthening Auditability:* Each CS node in dRR maintains
conpl ete and consistent RPKI data, along with a record of all
operations perforned on the data. This enables dRR to provide
reliable auditing capabilities for the RPKI system thereby
enhanci ng the transparency of RPKI data.

Depl oynent Consi derati ons

The increnmental deploynent of dRR is designed to align with the

exi sting hierarchical structure of the RPKI system follow ng a top-
down approach. Specifically, an RPKI object MAY be protected by dRR
only if its parent RC is already under dRR protection. This section
outlines depl oynent behaviors in partial adoption scenari os.

(1) Certificate Managenent Model .

When an RPKI authority adopts dRR, its subordinate I NR hol ders MAY
i ndependent |y deci de whether to deploy dRR As a result:

* An RPKI authority SHALL continue operating its traditiona
repository PP for as long as any of its subordinate INR hol ders
have not depl oyed dRR, to ensure continued hosting of their RPKI
obj ect s.

* Only when all subordinate INR holders have fully transitioned to
dRR MAY the RPKI authority discontinue operation of its PP

* For subordinate |INR holders that have not depl oyed dRR, their RPKI
dat a managenent renai ns unchanged, and their objects SHALL
continue to be stored in the authority’'s PP

* For INR holders that have deployed dRR, their RPKI data SHALL NOT
be stored in the parent RPKI authority’s PP, and the corresponding
PP mani fest SHALL NOT include RCs or signed objects protected by
dRR.

(2) I ncrenental Data Synchronization
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During partial depl oynent phases, RPs SHOULD synchroni ze data from
both dRR and the existing RPKI repository systemto maintain a
complete view of the RPKI state. This involves:

* Updates via dRR The RP applies updates proactively pushed by
Monitors, using the received VU and associated data. The RP
SHALL add newly published objects indicated by Ols and renove
revoked objects as specified by ORls.

* Updates via Traditional Repositories: The RP SHALL continue to
periodically synchroni ze RPKI data not protected by dRR by
querying all relevant repository PPs using protocols such as Rsync
or RRDP.

(3)Full Data Synchroni zati on.

Simlarly, during partial deploynent, RPs MJST acquire full RPKI data

snapshot from both dRR Monitor and the current RPKI repository to

ensure full synchronization of all RPKI objects.

dRR explicitly supports such phased depl oynment nodels. During

i ncremental adoption, dRR continues to provide full security

assurances for certificates under its protection, ensuring a

consi stent trust nodel throughout the transition process.

Security Considerations

TBD
I ANA Consi derations

Thi s docunent has no | ANA requirenents.
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