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Abstract

The primary design goal of source address validation (SAV) is

avoi ding i nproper blocks (i.e., blocking legitimate traffic) while
mai ntaining directionality (see
[1-D.ietf-savnet-inter-domain-problemstatenment] and [ RFC8704]).

Exi sting advanced SAV solutions (e.g., EFP-uRPF [RFC8704]) for an

Aut ononobus System (AS) typically generate ingress SAV all owi st
filters on interfaces facing a custonmer or |ateral peer AS. This
docunent anal yzes the potential inproper block problens when using an
allowist. To avoid inproper blocks, this docunment proposes a new
SAV sol ution by generating an ingress SAV blocklist filter which
contains prefixes exclusively belonging to the provider cone. In
practice, network operators can flexibly decide to use a bl ocklist or
an allowist according to their requirenments and actual conditions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
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1. I nt roduction

Sour ce address spoofing is one of the nbst serious security threats
to today’'s Internet. It serves as a nmain attack vector for |arge-
scale Distributed Denial of Service (DDoS) attacks and is comonly
used in reflective DDoS attacks. To mitigate source address
spoofing, many source address validation (SAV) solutions (e.g., BCP38
[ RFC2827] and BCP84 [ RFC3704] [RFC8704]) have been proposed. The
primary design goal of SAV solutions is avoiding inproper block
(i.e., blocking legitimate traffic) while maintaining directionality
(see [I-D.ietf-savnet-inter-domai n-probl emstatenment] and [ RFC8704]).
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Exi sting advanced SAV solutions (e.g., EFP-uRPF [RFC8704]) typically
generate ingress SAV allowist filters on interfaces facing a
customer or |lateral peer AS by using information related to the
custoner cone of that AS. Wen adopting SAV based on the allowi st,
the interface only allows incom ng data packets using source
addresses that are covered in the allowist. Therefore, the
allowist nust contain all prefixes belonging to the correspondi ng
customer cone. Qherwise, if the allowist is inconplete, it wll
improperly block legitimate traffic fromthe correspondi ng customner
cone.

Thi s docunent anal yzes the potential inproper block problenms when
using an allowist. To avoid inproper blocks, this document proposes
a new SAV solution by generating an ingress SAV bl ocklist filter

whi ch contains prefixes exclusively belonging to the provider cone.
The blocklist is not required to be complete, but it should contain
as many prefixes exclusively belonging to the provider cone as
possi bl e. Wen adopting SAV based on the blocklist, the interface

bl ocks incomi ng data packets using source addresses that are covered
in the blocklist. |In practice, network operators can flexibly decide
to use a blocklist or an allowist according to their requirenents
and actual conditions.

The reader is encouraged to be famliar with
[1-D.ietf-savnet-inter-domain-problemstatenent], [RFC8704],
[I-D.ietf-sidrops-aspa-profile], [RFC6482],
[1-D.ietf-sidrops-aspa-verification], and [I-D.qin-sidrops-toa].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy
I mproper Bl ock: The validation results that the packets with
|l egitimate source addresses are bl ocked inproperly due to inaccurate
SAV filters.

Provi der Cone: The set of ASes an AS can reach by using only
Cust omer -t o- Provi der (C2P) i nks.
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3. Inproper Block Wien the Allowist is Inconplete

The basic idea of existing allowist-based SAV solutions is
generating an allowist by using infornmation related to the custoner
cone of a custonmer or |lateral peer AS. Specifically, they identify
prefixes belonging to the correspondi ng custoner cone and only all ows
data packets using source addresses in these prefixes on the
interface facing that customer or lateral peer AS. This is because
data packets received froma custonmer or |ateral peer AS should use
source addresses belonging to the custoner cone of that AS unless
there is a route | eak [ RFC7908].

Li mited propagation of prefixes or the existence of hidden prefixes
can result in an inconplete allowist, which may in turn lead to

i mproper bl ock problens (see
[I-D.ietf-savnet-inter-domai n-probl emstatenent])

P1[ AS5 AS3 AS1]
P2[ AS5 AS3 AS1]

e + (P2P/ P2C) +--------- +
| AS4  A<---------- + AS5 |
R + R +
I\ I\
P1 and P2 not / I P1[ AS3 AS1]
propagated / [ P2[ AS3 AS1]
(c2p) / / (c2pP)
S R + S R +
| AS2 | | AS3 |
oo + oo +
I\ I\
P1[ AS1] NO_EXPORT \ | P1[ AS1]
P2[ AS1] NO_EXPORT \ I P2[ AS1]
(c2pP) \ / (c2pP)
R +
| ASl |
R +

P1, P2 (prefixes originated)

Figure 1: An exanple of limted propagation of prefixes in the
custoner cone

Figure 1 illustrates an exanple of limted propagation of prefixes in
the custoner cone of AS4. Arrows in the figure indicate propagation
direction of BGP announcenents as well as AS relationship (i.e.,

Provi der-to- Custoner (P2C), Custoner-to-Provider (C2P), or Peer-to-
Peer (P2P)) fromsending AS to receiving AS. AS1 announces the route
for prefixes P1 and P2 to its two provider ASes, i.e., AS2 and AS3.
Since AS1l attaches NO EXPORT in the BGP UPDATE nessage sent to AS2,
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AS2 will not propagate the route to AS4. As a result, AS4 only
receives the route to prefixes P1 and P2 fromits |lateral peer or
provi der AS5. |If AS4 uses EFP-uRPF (including Al gorithmA and
AlgorithmB) to generate an allowlist on AS4-AS2 interface, the
allowist will not contain prefixes P1 and P2, and thus will

i nproperly block data packets using source addresses in prefixes P1
or P2.

P3 (anycast prefix)

R +
| AS6 | - Anycast Server
S +
I
P3[ AS6] |
(P2C) |
\/
e + (P2P/ P2C) +--------- +
| AS4 F<e e e e e o + AS5 |
S + S +
I\ I\
/ /
(c2p) |/ [ (C2P)
S + S +
| AS2 | | AS3 |
B + B +
/\ /\
\ /
(c2p) \ I (C2P)
\
S +
| AS1 | - Edge Server
S R +

(AS1 never announces the route to P3)
Figure 2: An exanple of hidden prefixes in the custoner cone

Figure 2 illustrates an exanple of hidden prefixes in the Content
Delivery Networks (CDN) and Direct Server Return (DSR) scenario. AS6
(where the anycast server is |ocated) announces the route to anycast
prefix P3. Al though AS1 (where the edge server is |located) is not
aut horized to announce the route to prefix P3, it will send
legitimate data packets using source addresses in prefix P3 due to
the DSR technology. |If AS4 applies an allowist on interface
AS4-AS2, the allowist will not contain prefix P3. Therefore, the
allowist filter on interface AS4-AS2 will inproperly block data
packets using source addresses in prefix P3.
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More recent SAV solutions (e.g., BAR-SAV [I-D.ietf-sidrops-bar-sav])
additionally use Autonompus System Provi der Authorization (ASPA)
[I-D.ietf-sidrops-aspa-profile] and Route Oigin Authorization (ROA)
[ RFC6482] related to the customer cone to generate a nore robust
allowist. Traffic Oigin Authorization (TOA) [I-D.qin-sidrops-toa]
can be used to further inprove the conpleteness of the allowist in
the hidden prefixes scenario. Since registering ASPAs, ROAs, and
TOAs is optional for network operators, ASPAs, ROAs, and TOAs woul d
be partially deployed for a long tine. When some ASes in the
custoner cone do not have ASPAs, ROAs, or TOAs, the generated
allowist may still be inconplete.

In summary, considering the conplexity of inter-domain routing,

exi sting SAV solutions which use allowist filters on interfaces
facing a customer or |ateral peer AS may fail to identify al

prefixes belonging to the correspondi ng custonmer cone. In this case,
the inconplete allowist will have inproper bl ocks.

4. Goals of Bicone SAV

Bi cone SAV ains to achieve nore robust ingress SAV filtering on
interfaces facing a custoner or lateral peer AS by flexibly using
allowist or blocklist filters. It has two nmin goals:

1. Avoiding inproper blocks. Bicone SAV ains to avoid bl ocking
legitimate data packets received froma customer or |ateral peer
AS. As described in Section 3, if the allowist is inconplete,
it wll inproperly block legitimte data packets. |In this case,
it is reconmended to use a blocklist to avoid inproper bl ocks.

2. Miintaining directionality. Unlike Loose uRPF [ RFC3704] which
completely loses directionality, Bicone SAV ains to identify nore

sour ce- spoof ed data packets by maintaining directionality. In
general, the allowist filter has stricter directionality than
the blocklist filter, so using an allowist will have |ess

i mproper admnits.
5. Blocklist Generation

This section introduces how to generate a blocklist by using BGP
updat es, ASPAs, and TOAs related to the provider cone.
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5.1. Key ldea

The provider cone of an AS is defined as the set of ASes an AS can
reach by using only Custoner-to-Provider (C2P) links. Considering
prefixes only associated with ASes in the provider cone should not be
used as source addresses in data packets received fromany custoner
or lateral peer AS unless there is a route |eak [RFC7908]. The

bl ockl i st can contain prefixes only belonging to the provider cone.
VWhen using the blocklist on an interface facing a custoner or latera
peer AS, it will block data packets received fromthat interface
usi ng any source address in the blocklist.

To generate such a blocklist, an AS can first identify ASes inits
provi der cone by using ASPAs and AS- PATH in BGP UPDATE messages.
Then, it can discover prefixes belonging to these ASes by using
Traffic Origin Authorizations (TOAs) [I-D.qgin-sidrops-toa].
Subsequently, it nust renove prefixes that also belong to its
customer cone. Gven the uncertainty in determ ning whether a prefix
bel ongs to its custoner cone (as analyzed in Section 3), a
conservative strategy is to retain prefixes exclusively belonging to
the provider cone. This blocklist SAV filter can address the

i mproper bl ock problens of existing allowist SAV filters, while

mai ntaining directionality.

5.2. Ceneration Procedure

A detail ed description of blocklist generation procedure is as
fol | ows:

1. Create the set of all directly connected Provider ASNs. Call it
AS-set Z(1).

2. Create the set of all unique AS PATHs in Adj-RIBs-l1n of al
i nterfaces facing Providers.

3. For each unique AS PATH with N (N>1) ASNs, i.e., [ASN {1},
ASN {2}, ..., ASN {i}, ASN {i+1}, ..., ASN {N}] where ASN {i} is
the ith ASN in AS PATH and the first ASN (i.e., ASN {1}) is a
directly connected Provider ASN. If all unique AS PATHs have
been processed, go to Step 8.

4. Let i =N

5. Decrenent i to i-1.
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6. If ASN {i} authorizes ASN {i+1} as a Provider in ASN {i}'s ASPA
ASNs from ASN {1} to ASN {i+1} (i.e., ASN {1}, ASN {2}, ...,
ASN {i}, and ASN {i+1}) are included in AS-set Z(1) and go to
Step 3.

7. If i == 1, goto Step 3. Else, goto Step 5
8. Let k = 1.
9. Increnent k to k+1.

10. Create AS-set Z(k) of ASNs that are not in AS-set Z(k-1) but are
aut hori zed as Providers in ASPAs of any ASN in AS-set Z(k-1).

11. If AS-set Z(k) is null, then set k_max = k-1 and go to Step 12
El se, formthe union of AS-set Z(k) and AS-set Z(k-1) as AS-set
Z(k) and go to Step 9.

12. Select all TQAs in which the authorized origin ASNis in AS-set
Z(k_max). Formthe union of the sets of prefixes in the
selected TOAs. Call it Prefix-set S

13. For each unique Prefix P in Prefix-set S, check origin ASNs of
Prefix P by using all TOAs. If all unique Prefixes in Prefix-
set S have been processed, go to Step 15.

14. For each prefix of Prefix P and its sub prefixes, if the prefix
has at |east one origin ASN not in AS-set Z(k _max), renove the
prefix fromPrefix-set S. Go to Step 13

15. Apply Prefix-set S as a blocklist on interfaces facing a
customer or |ateral peer AS.

5.3. Increnental and Partial Deploynent of ASPAs

Note that it is difficult for an ASto identify all ASes in its

provi der cone when some ASes in the provider cone do not register
ASPAs. Therefore, the generated bl ocklist may not include al
prefixes in the provider cone under increnental and parti al

depl oynent of ASPAs. The mai n advantage of blocklist over allowist
is that, when the blocklist is inconplete, the blocklist will not

i nproperly block legitinmte data packets and will still block source-
spoof ed data packets using source addresses in the bl ockli st,

provi ding i medi ate i ncrenental benefits to adopters.
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6. Inplenmentation and Operations Considerations

Net wor k operators are advised to flexibly use either allowist or
bl ocklist on interfaces facing different custoner or |ateral peer
ASes according to their requirenments and actual conditions.

6.1. Meeting the Goals

Avoi di ng i nproper blocks is nore inportant because di scarding
legitimate traffic will cause serious traffic interruption. On the
basi s of avoiding inproper blocks, the | ess inproper adnits of SAV
the better.

If the allowist on an interface is conplete, it will have no

i mproper block and no inproper admt. But if the allowist is

i nconpl ete due to hidden prefixes (e.g., prefixes P1 and P2 in

Figure 1) in the custoner cone and | ack of necessary ASPAs, the
allowmist will have inproper blocks, thus failing to neet the goal

For a blocklist, it will not inproperly block legitinmte data packets
whet her the blocklist is conplete or not.

If the allowist on an interface is conplete, network operators are
advised to use the allowist. Oherw se, network operators are

advi sed to use the blocklist. For small ISPs with a smaller custoner
cone size, it is easier to determ ne whether an allowist is conplete
because there are fewer ASes in the custoner cone and the routing
shoul d be relative sinple. For exanple, they can ask a custoner or

| ateral peer AS whether all ASes in its customer cone have depl oyed
ASPAs. But for large I1SPs with a |arger custonmer cone size, it is
nmore challenging. |f network operators cannot deternine the
integrity of the allowist, the blocklist is recormended to avoid
possi bl e i nproper bl ocks.

6.2. Storage Overhead

Addi tional nenory (i.e., ternary content-addressable nenory (TCAM)
is required to store the allowist or blocklist in Iine cards.

Net wor k operators need to take storage overhead into consideration
when deploying allowists or blocklists. Generally, a small 1SP will
generate a smaller allowist and a |arger blocklist, while a | arge
ISP will generate a larger allowist and a snmaller blocklist. A

possible way to save nmenory is to store the original list in the
control plane, with only the aggregated list stored in nmenory. For
exanple, if the original list contains prefixes P1 and P2 and prefix

Pl is a less-specific prefix of prefix P2, then only prefix P1 is
stored in nmenory.
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6. 3.

7

10.

10.

I mpl ement ati on and Operati ons Reconmendati ons
For an interface facing a custoner or |ateral peer AS:

1. If the network operator can determne that the allowist covers
all prefixes of the facing custonmer cone, it is recomended to
use an allowist on the interface because the conplete allowist
woul d have neither inproper blocks nor inproper adnits.

2. |If the network operator cannot determine the integrity of the
allowmist, it is recormended to use a blocklist filter to avoid
i mproper blocks. It is highly recormended to use Loose uRPF and
the bl ocklist together to block nore spoofing data packets than
sol ely using Loose uRPF or the blocklist. Loose uRPF is used to
bl ock data packets using unall ocated or unrouteabl e source
addresses. The blocklist is used to block data packets using
source addresses that only belong to the provider cone. Network
operators are allowed to manually nodify or configure the
bl ocklist according to their |ocal know edge. For exanple, to
i mprove the use of blocklist, they can add special purpose
prefixes that will not be used as source addresses of data
packets, e.g., | ANA | Pv4 Speci al - Purpose Address Registry [ ANA].

Security Considerations
The security considerations described in [RFC8704],
[I-D.ietf-sidrops-bar-sav], [I-D.ietf-sidrops-aspa-profile],
[ RFC6482], and [I-D.ietf-sidrops-aspa-verification] also applies to
t hi s docunent.

I ANA Consi derations
Thi s docunent has no | ANA requirenents.
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