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Abst r act

Thi s docunent introduces an Senmantic Routing (SR) Architecture for
enabling intelligent, semantic-driven comunication anong Al Agents.
Unli ke traditional |P-based routing or service nesh approaches, SRA

| everages application-layer semantics — including service identity,
intent vectors, and trust scores — to guide routing decisions
dynanmically. The architecture supports intent-driven task

col l aboration, trust-aware policy enforcenent, and adaptive routing
for multi-agent environments. SRA enables the network to evolve from
a passive transport layer to an intelligent collaboration substrate
supporting nulti-agent coordination and cognitive networking.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 May 2026.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

The energence of Al-driven ecosystens has transfornmed conmuni cation
par adi gns across conputing and networking infrastructures.
Traditional routing systens, designed for host-to-host comunication,
focus on connectivity, reachability, and link-state optim zation
However, in environments where Al agents [ Al Agent] —aut ononous
entities with reasoning and goal -oriented behavi or —interact
dynanmi cal |l y, such topological routing no | onger neets the operationa
needs. Each agent represents not only a conputational endpoint but
al so a senantic actor that generates intents, expresses capabilities,
and negotiates tasks. The network nust therefore evolve froma
static forwarding fabric into a semantic coordination plane capabl e
of interpreting meaning, context, and trust.

Exi sting frameworks such as Service Mesh [ ServiceMesh] (e.g., Istio
[Istio], Linkerd) and Software-Defined Networking (SDN) have inproved
visibility and control but remain |argely syntactic. They route
requests based on service nanes, APls, or |abels, not on why the
communi cati on occurs or what semantic goal it represents. For
exanple, in an Al nulti-agent system perform ng distributed
reasoni ng, the decision of which node to contact depends on task
semanti cs—such as “nodel adaptation,” “policy refinement,” or “data
summari zation” —and on dynanic factors |ike capability, |atency, and
trustworthi ness. None of these can be expressed using | P addresses
or conventional service identifiers.
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The Semantic Routing (SR) architecture introduced in this draft ains
to bridge this semantic gap. It extends routing intelligence from
the network |layer to the application |ayer, enabling conmmunication
deci sions based on intent vectors, policy interpretation, and trust
eval uation. Through a senmantic control plane, SRA aligns network
behavi or with business and conputati onal objectives, providing
adapti ve, secure, and efficient routing among Al agents. This
enabl es networks to support intent-aware task coll aboration and to
act as intelligent participants in distributed cognition processes.

SRA al so addresses energing chall enges of |arge-scal e agent

communi cation, including semantic interoperability, cross-domain
trust, and self-optimzation. Mdern Al ecosystens consist of

het er ogeneous nodes—cl oud agents, edge assistants, emnbedded inference
units—that coll aborate under uncertain conditions. Routing nust thus
adapt to fluctuating workloads, nobility, and trust contexts. Static
or |l ocation-based approaches cannot efficiently nanage such dynam sm
By integrating semantic interpretation with continuous telenmetry

f eedback, SRA allows networks to self-optimze: routes are
recal cul ated not only based on network states (e.g., congestion or

del ay) but also on semantic rel evance and agent reliability.

The design of SRA is guided by several fundanental objectives:

* Semantic Awareness Networks shoul d understand and act upon high-
| evel intents derived fromAl tasks.

* Trust Integration Routing should consider the reliability and
hi stori cal behavi or of agents.

* Dynanic Adaptation Telenetry-driven feedback | oops nust
continuously refine routing deci sions.

* Backward Conpatibility SAR should coexist with IP, BG, and
servi ce-nesh i nfrastructures

* Distributed Autonony Each semantic router should nmake | oca
deci sions while aligning with gl obal intent policies.

By enbedding intelligence into the control and forwardi ng pl anes, SRA
transforns the Internet froma data transport mediuminto a

col | aborative semantic ecosystemthat supports intelligent

conmuni cation for the next generation of distributed Al systens.
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Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Ter mi nol ogy
The following terns are defined in this draft:

* SRA (Semantic Routing Architecture): The routing framework defined
in this docunent integrating semantic awareness, trust, and policy
control

* Al Agent: An autononmpus software entity capable of maki ng context-
based deci sions, perfornm ng actions, and comuni cating with other
agents.

* Intent Vector: A structured representation of the comruni cation
goal , expressed semantically (e.g., task type, priority, resource
needs) .

* Semantic Router (SR): Entity interpreting intent netadata and
enforcing semantic forwardi ng policies.

* Semantic Forwarding Table (SFT): Forwardi ng table nmapping intent
categories to next hops and constraints.

Architecture Overvi ew

The Semantic Router (SR) architecture introduces a | ayered design
that bridges application semantics and network operation. |t defines
a semantic control franmework capabl e of understandi ng agent-generat ed
intents, evaluating contextual trust, and translating these into
actionable routing policies. At its core, SRA consists of four
interacting planes—Application, Control, Data, and Feedback—each
responsi ble for distinct yet interdependent functions.

& Wang Expires 8 May 2026 [ Page 4]



Internet-Draft SR Architecture Novenber 2025

The Application Plane hosts Al agents that issue Intent Vectors (IVs)
representing goals such as “request nodel inference” or “synchronize
state.” The Semantic Control Plane collects these intents,
authenticates identities, and naps themto routing policies via the
Policy Engine (PE). These policies are then propagated to Semantic
Routers (SRs) in the Data Pl ane, which execute the forwarding |ogic
usi ng Semantic Forwardi ng Tables (SFTs) that link intent types to
pat hs and constraints. Finally, the Feedback Pl ane, driven by

Tel enetry Agents (TAs), nonitors | atency, trust, and service quality,
feeding the results back into the control plane for continuous

optim zation.

Thi s cl osed-1 oop system ensures that SAR continuously aligns network
operation with evolving task goals. The architecture is designed to
integrate seam essly with existing I[P and SDN environnments, relying

on overlays or extended routing attributes (e.g., BGP communities or
SRv6 tags) to express semantic netadata.
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Figure 1 The overall architecture for SAR
5. Functional Layers and Design Principles

SAR s design is organized into five functional |ayers, each aligned
with a core principle that ensures scalability, intelligence, and
interoperability.

* Intent Layer: Generates and encodes Intent Vectors. Agents
describe their goals in structured form including task types,
urgency, and context. The network uses these to infer optinal
pat hs and col | aborat ors.
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* ldentity and Trust Layer: Manages authentication, authorization,
and reputation. Each agent is bound to a unique identity
certificate, and trust scores are computed fromtel emetry.

* Policy Layer: The Policy Engine maps intents and trust data into
enforceabl e rul es, determ ning which paths, nodes, or bandwi dth
all ocations are permtted.

* Semantic Routing Layer: Semantic Routers interpret policy rules
and update SFT entries dynam cally based on trust or performance

metrics.

* Feedback Layer: Collects telenetry (e.g., latency, success rate,
anomal y detection) and continuously refines both trust and
pol i ci es.

SAR adheres to the follow ng design principles:

* Semantic Conposability: Each intent can be deconposed and
reconbi ned, enabling fine-grained routing for nulti-step agent
wor kf | ows.

* Trust Anchoring: Decisions are always contextualized by dynamc
trust values, preventing conprom sed agents frominfl uencing
routing unfairly.

* (Cl osed-Loop Adaptation: Every policy or path update is verified
through telenetry feedback, ensuring stable yet flexible routing
evol uti on.

* |Interoperability: SAR MAY extend BGP, IS-1S, or gRPC netadata to
distribute semantic and trust information while maintaining
backward conpatibility.

6. Control and Forwardi ng Procedures

SAR operates through coordi nated procedures that integrate semantic
interpretation, trust evaluation, and routing execution. These
processes are logically divided between the control plane and
forwardi ng plane, yet are interconnected via telenetry and feedback

1. Agent Registration: Wen an agent joins the network, it
authenticates with the Intent Controller (1C) and registers its
capabilities (e.g., conpute type, nodel domain). The IC issues
credentials and a uni que semantic prefix for the agent.
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I ntent Subm ssion: The agent generates an Intent Vector and
submits it to the IC. The Policy Engine (PE) parses the intent,
referencing domain policies to deternmi ne allowed routing
strat egi es.

Policy Translation: Based on the agent’ s trust score and system
obj ectives, the PE conpiles an executable rule set for the
Semantic Router (SR). These rules specify target domains,
quality preferences, and security constraints.

Routing Execution: SR uses its Semantic Forwarding Table (SFT) to
determ ne next hops. Forwarding is influenced by trust, |atency,
and senmantic rel evance rather than just |P reachability.

Tel enetry Feedback: The Tel emetry Agent (TA) reports performance
data back to the Trust Manager (TM. Trust scores are
recal cul ated periodically, triggering policy adjustnents when

t hreshol ds are exceeded.
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Fi gure 2 The Workfl ow Overvi ew for SAR
Concl usi on

The SRA (Semantic Routing architecture) redefines how intelligent
systens communi cate by integrating semantic intent, trust evaluation,
and adaptive policy control directly into the routing process. It
extends the traditional Internet nodel beyond topol ogy and content
toward a truly intent-driven comuni cation fabric that aligns network
behavior with the goals of autononobus Al agents. Through its |ayered
desi gn—including intent processing, trust nanagenment, senmantic
routing, and telenetry-driven feedback— SAR provi des a coherent
framewor k capabl e of supporting | arge-scale, cross-donain Al
ecosystenms with dynamic, secure, and efficient coordination

Looki ng forward, several research and standardi zati on opportunities
remain. First, common intent representation | anguages nust be
defined to ensure interoperability anmong heterogeneous agents and
vendors. Second, nechanisns for distributed trust conputation
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10.

require standard netrics and synchroni zation protocols across

adm nistrative domains. Third, integration of SAR with existing
Internet routing protocols such as BGP, 1S-1S, or SRv6 will need
careful consideration to balance scalability with semantic
expressiveness. Finally, future work should investigate Al-assisted
optinmization within the SAR control plane, enabling predictive policy
adj ust nents based on contextual | earning.

In conclusion, SAR offers a foundational step toward an aut ononous,
cognition-aware Internet, where the network itself participates in
deci si on- naki ng, ensuring that communi cati on anong Al agents becones
pur poseful , trustworthy, and adapti ve.
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