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Abst ract

Thi s docunent describes a mechani smfor intra-domain source address
validation (SAV), called Source Prefix Advertisenent (SPA) for Intra-
domai n SAVNET (I ntra-domain SPA). The nmechani sm enabl es intra-donain
routers to generate accurate SAV rules by |everaging routing
informati on together with SAV-specific information, including Source
Entity Identifiers (SEls) and Hi dden Prefix (HP). Intra-domain SPA

i mproves the precision and reliability of source address validation,
addr essi ng chal | enges such as asymretric routing and the use of

hi dden prefixes by legitimte source entities.
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1. Introduction

Exi sting uni cast Reverse Path Forwardi ng (URPF) nechanisns (e.g.
strict uRPF) [RFC3704] may incorrectly drop legiti mte data packets
in scenarios involving asymretric routing or hidden prefixes (see
[I-D.ietf-savnet-intra-domai n-problemstatenent]). Simlarly, ACL-
based ingress filtering [ RFC2827] relies entirely on manual updates,
whi ch can be difficult to maintain.

To inprove accuracy and enabl e automatic updates, this docunent
proposes a new i ntra-domai n source address validation (SAV)
mechani sm call ed Source Prefix Advertisenent (SPA) for Intra-domain
SAVNET (referred to as Intra-domain SPA). Intra-donmain SPA all ows
routers in an intra-domain network to obtain and exchange SAV-
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specific information, including Source Entity ldentifiers (SEls) and
Hi dden Prefixes (HPs), in order to generate nore precise SAV rul es
aut omati cal l y.

The reader is encouraged to be famliar with
[1-D.ietf-savnet-intra-domai n-probl emstatenent] and
[1-D.ietf-savnet-intra-domain-architecture].

1.1. Term nol ogy

SAV Rul e: The rule that describes the mapping rel ationship between a
source address (prefix) and its valid incom ng router interface(s).

SAVNET Router: An intra-domain router that deploys Intra-donmain SPA.

Non- BGP Customer Network: A stub network connected to one or nore
routers of the AS for Internet connectivity. It only originates
traffic and does not participate in BGP routing exchanges with the
AS.

Source Entity ldentifier (SEl): A unique identifier assigned by an
operator to represent a specific source entity, such as a non-BGP
customer network or a set of hosts within a LAN. Each SEI is
associated with one or nore interfaces on the SAVNET routers that
connect to the correspondi ng source entity.

Hi dden Prefix: A hidden prefix is a prefix legitimtely used by a
source entity but not visible in the intra-domain routing system

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Depl oynment Scope
I ntra-domai n SPA focuses sol ely on source address validation (SAV)

performed on the external interfaces of an intra-domain network.
Each SAVNET router can autonmatically generate either an allowist SAV

rule (i.e., “lInterface-based prefix allowist” node in
[1-D.ietf-savnet-general -sav-capabilities]) or a blocklist SAV rule
(i.e., “Interface-based prefix blocklist” node in

[1-D.ietf-savnet-general -sav-capabilities]) for a specific interface,
depending on the role of the connected entity.
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* |Interfaces facing a set of hosts: The SAVNET router generates an
allowist SAV rule that precisely covers the source address space
legitimately used by the connected hosts.

* |Interfaces facing a non-BGP custonmer network: The SAVNET router
generates an allowist SAV rule that precisely covers the source
address space legitimtely used by the non-BGP custoner network.

* Interfaces facing an external AS: The SAVNET router generates a
bl ocklist SAV rule that precisely covers the source address space
that is valid only within the Iocal AS and nust not be used by
ext ernal networks.

I ncrenental Depl oynent Consi derations

I ntra-domai n SPA can be depl oyed increnentally and still provide

i medi ate security benefits within its depl oynent scope. Each SAVNET
router that supports Intra-domain SPA applies SAV rules on its
external interfaces — whether facing hosts, non-BGP customner

networ ks, or external ASes.

When an interface is protected by Intra-domain SPA spoofed traffic
wi th unal | owed source addresses cannot enter the donain through that
interface. As a result, even partial deploynent (e.g., enabling
Intra-domain SPA on a subset of external interfaces) effectively
reduces the potential attack surface.

By using allowist SAV rules, SAVNET routers prevent connected hosts
or non-BGP custoner networks from sendi ng packets wi th unauthorized
source addresses. By using blocklist SAV rul es, SAVNET routers
prevent connected external ASes from sendi ng packets that use

i nternal -use-only source addresses.

As nore SAVNET routers in the AS adopt Intra-domain SPA the overal
protection agai nst source address spoofing attacks increases
correspondi ngly, achieving progressive and cunul ati ve depl oynent
benefits without requiring full coverage fromthe outset.

SAV-specific Information in Intra-domain SPA

I ntra-domai n SPA uses SAV-specific information to suppl enent routing
data, enabling accurate and aut omated generation of SAV rules. Two
key types of SAV-specific information are used: Source Entity
Identifier (SEI) and Hidden Prefix (HP). These serve conpl enentary
roles: SElI identifies the source entity originating traffic, while HP
provides authoritative information about prefixes legitimtely used
by the source entity but not visible in the intra-domain routing
system
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3.1. Source Entity ldentifier (SEl)

A Source Entity Identifier (SEI) is a unique identifier assigned by
the network operator to represent a source entity, which may be a
non- BGP custonmer network or a set of hosts within a LAN connected to
t he SAVNET router.

Each SEI is associated with one or nore interfaces of SAVNET routers
that connect directly to the correspondi ng source entity. This
binding allows routers to explicitly indicate which entity a specific
i nterface bel ongs to.

SEls are propagated within the donmain via route advertisenents. Upon
receiving routes with SEls, routers can correlate multiple routes

bel onging to the sanme entity. This capability is especially usefu

in asymetric routing scenarios. For exanple, when a non-BGP
custoner network connects to nultiple routers and adverti ses
different subsets of its prefixes, uRPF-based filtering may
incorrectly drop return traffic. By using SEl, routers can aggregate
prefixes for the same entity and generate a unified allowist,
avoi di ng i mproper bl ocks.

3.2. Hidden Prefix (HP)

A hidden prefix is a prefix legitimately used by a source entity but
not visible in the intra-domain routing system Exanples include:

* A host that uses a source address not allocated by the operator
for Direct Server Return (DSR) or similar applications.

* A non-BGP customer network that uses certain prefixes not
announced to the operator.

To avoid inproper permts, non-BGP custoners or hosts provide their
hi dden prefixes to the operator, which are then used as SAV-specific
i nformati on when generating rules on the corresponding interfaces.

Aut hori zation for hidden prefixes may be conveyed through a Traffic
Oigin Authorization (TOA) object [I-D.qgin-savnet-toa] signed by the
prefix holder, indicating that traffic fromthe hidden prefix is

| egitinmate.

SAVNET routers can use this information to allow legitimate traffic

from hi dden prefixes, even when the prefixes are not visible in
i ntra-domain routing.
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4.

4.

SAV Rul e Generation Procedure

This section describes two approaches for generating SAV rules in
Intra-domain SPA. The first approach relies solely on routing

i nformati on and provi des a sinple baseline nmechanism The second
approach enhances accuracy by conbining routing information with SAV-
specific information, addressing asymmetric routing and hi dden prefix
scenari o0s.

1. SAV Using Routing Information

Thi s subsection first describes how routing information can be used
to generate nore accurate SAV rul es than existing intra-domain SAV
mechani sms (e.g., strict uRPF and | oose uRPF).

Each SAVNET router connected to a set of hosts or a non-BGP custoner
network generates an allowist SAV rule. The procedure for allowist
generation is as foll ows:

1. Extract prefixes fromthe Forwarding Information Base (FIB) or/
and Routing Information Base (RIB): Select all unique prefixes in
the router’ s FIB or/and RI B whose next-hop interface points
toward the connected set of hosts or non-BGP customer network.

2. Construct the allowist: Include these prefixes in the allowi st
SAV rule for the corresponding interface. The allowist defines
the legitimte source address space that may appear on this
interface.

Each SAVNET router connected to an external AS generates a bl ockli st
SAV rule. The procedure for blocklist generation is as foll ows:

1. Extract internal-use prefixes: Select all unique prefixes from
the routing information |earned via the intra-domain routing
protocol that are originated within the |ocal AS.

2. Construct the blocklist: Include these internal-use prefixes in
the blocklist SAV rule for interfaces facing external ASes,
preventing incomng traffic that uses internal source addresses.

Thi s routing-based approach works effectively when routing visibility
is conplete and symretric. However, in scenarios involving
asymetric routing or hidden prefixes, the allowist derived solely
fromrouting information may not fully cover the legitimate source
address space of a set of hosts or a non-BGP custonmer network. As a
result, legitimte packets may be inproperly bl ocked.
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To i nprove SAV accuracy and avoi d such inproper blocking, the next
subsection introduces an enhanced rul e-generati on procedure that
combi nes routing information with SAV-specific information (i.e.,
Source Entity ldentifier and H dden Prefix).

4.2. SAV Using SAV-specific Information and Routing Information

Thi s subsection describes an enhanced rul e generati on approach that

| everages both routing information and SAV-specific information to

i mprove SAV accuracy under conditions such as asynmmetric routing and
hi dden prefi xes.

Each SAVNET router connected to a set of hosts or a non-BGP custoner
network generates an allowist SAV rule as foll ows:

1. ldentify source entities: For all source entities connected to
the router, create a set of their corresponding Source Entity
Identifier (SEI) values. Denote this set as Set A

2. Associate prefixes with SEls: Using all avail abl e SAV-specific
information, for each SEI value in Set A obtain the set of
source prefixes associated with the sane SElI val ue.

3. Construct the allowist: For each interface connected to a source
entity, construct an allowist that includes:

* all prefixes associated with the SEI configured on that
interface; and

* any hidden prefixes that the source entity has explicitly
provided to the operator.

Each SAVNET router connected to an external AS generates a bl ockli st
SAV rul e as foll ows:

1. Extract internal-use prefixes: Select all unique prefixes from
the routing information | earned via the intra-domain routing
pr ot ocol

2. Filter out externally valid prefixes: Exclude any prefix that is
considered externally valid, including:

* prefixes that are observed in routing information | earned from
external ASes via inter-domain routing; and

* prefixes that have an external AS nunber (ASN) listed as the

originin avalid Route Origin Authorization (ROA) or Traffic
Oigin Authorization (TQA).

Qn, et al. Expi res 2 August 2026 [ Page 7]



I nternet-Draft I ntra-domai n SPA January 2026

3. Construct the blocklist: Include the remaining prefixes in the
bl ocklist SAV rule for interfaces facing external ASes. This
prevents traffic fromexternal ASes from using source addresses
that are valid only within the |ocal AS.

5. Operational Considerations

5.1. Handling SEls

5.1.1. SElI Assignnment and Configuration
Operators are recomended to use network nmanagenent or automation
tools to assign and naintain SEls consistently to reduce the risk of
m sconfi gurati on.
When a source entity connects to nultiple routers, all interfaces
MUST use the sane SEI to enable correct aggregation of prefixes and
accurate identification of the entity across the donain.

5.2. Handling H dden Prefixes
Hi dden prefix information can be incorporated into SAV rule
generation on interfaces facing the entities, without requiring a
separate synchroni zation mechanism Authorization for using hidden
prefixes may be conveyed, for exanple, via a Traffic Origin
Aut hori zation (TQOA) object [I-D.qgin-savnet-toa] or other nechanisns
approved by the prefix hol der.
Qperators can | everage existing operational nmanagenent and autonation
tools to record and apply hidden prefix information consistently when
generating SAV rul es.

6. Security Considerations
The security considerations described in
[1-D.ietf-savnet-intra-domai n-probl emstatenent] and
[I-D.ietf-savnet-intra-domain-architecture] also applies to this
docunent .

7. 1 ANA Consi derations
Thi s document has no | ANA acti ons.
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