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Abst ract

Thi s docunent proposes a new nmechani smfor intra-domain source
address validation (SAV), called Source Prefix Advertisenent (SPA)
for Intra-domain SAVNET (referred to as Intra-donmain SPA). The
mechani sm enabl es intra-domain routers to autonatically generate nore
accurate SAV rules by |everaging both routing information and SAV-
specific information, including Source Entity ldentifiers (SEls) and
Hi dden Prefix Registration (HPR). Intra-domai n SPA addresses
scenarios such as asymetric routing and hi dden prefixes, inproving
the precision and reliability of source address validation.
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1. Introduction

Exi sting uni cast Reverse Path Forwardi ng (uRPF) mechani snms (e.qg.
strict uRPF) [RFC3704] mmy incorrectly drop legiti mte data packets
in scenarios involving asymretric routing or hidden prefixes.
Simlarly, ACL-based ingress filtering [ RFC2827] relies entirely on
manual updates, which can be difficult to nmaintain (see
[I-D.ietf-savnet-intra-domai n-problemstatement]).

To inprove accuracy and enabl e autonmatic updates, this docunent

proposes a new i ntra-donmain source address validation (SAV)
mechani sm called Source Prefix Advertisenment (SPA) for Intra-domain
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SAVNET (referred to as Intra-domain SPA). Intra-domain SPA all ows
routers in an intra-domain network to obtain and exchange SAV-
specific information, including Source Entity ldentifiers (SEls) and
Hi dden Prefix Registration (HPR), in order to generate nore precise
SAV rul es automatically.

The reader is encouraged to be famliar with
[I-D.ietf-savnet-intra-domai n-probl emstatenment] and
[I-D.ietf-savnet-intra-domain-architecture].

1.1. Term nol ogy

SAV Rul e: The rule that describes the mapping rel ationship between a
source address (prefix) and its valid incom ng router interface(s).

SAVNET Router: An intra-domain router that deploys Intra-domain SPA

Non- BGP Customer Network: A stub network connected to one or nore
routers of the AS for Internet connectivity. It only originates
traffic and does not participate in BGP routing exchanges with the
AS.

Source Entity ldentifier (SElI): A unique identifier assigned by an
operator to represent a specific source entity, such as a non-BGP
custonmer network or a set of hosts within a LAN. Each SEl is
associated with one or nore interfaces on the SAVNET routers that
connect to the correspondi ng source entity.

H dden Prefix Registration (HPR): A registry nmechani sm nai ntai ned by
the operator that records hidden prefixes (i.e., prefixes that are
legitimately used by source entities but not visible in the intra-
domai n routing systen). Each registered hidden prefix is bound to
the SEI of the corresponding source entity.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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.1

Depl oynment Scope

I ntra-domai n SPA focuses solely on source address validation (SAV)
performed on the external interfaces of an intra-domain network.
Each SAVNET router can autonmatically generate either an allowist SAV

rule (i.e., “lInterface-based prefix allowist” node in
[1-D.ietf-savnet-general -sav-capabilities]) or a blocklist SAV rule
(i.e., “Interface-based prefix blocklist” node in

[I-D.ietf-savnet-general -sav-capabilities]) for a specific interface,
depending on the role of the connected entity.

* Interfaces facing a set of hosts: The SAVNET router generates an
allowist SAV rule that precisely covers the source address space
legitimately used by the connected hosts.

* Interfaces facing a non-BGP custonmer network: The SAVNET router
generates an allowist SAV rule that precisely covers the source
address space legitimtely used by the non-BGP custoner network.

* Interfaces facing an external AS: The SAVNET router generates a
bl ocklist SAV rule that precisely covers the source address space
that is valid only within the |l ocal AS and nust not be used by
ext ernal networKks.

I ncrement al Depl oynent Consi derati ons

I ntra-domai n SPA can be depl oyed increnentally and still provide

i medi ate security benefits within its depl oynent scope. Each SAVNET
router that supports Intra-domain SPA applies SAV rules on its
external interfaces — whether facing hosts, non-BGP custoner

net wor ks, or external ASes.

When an interface is protected by Intra-domain SPA spoofed traffic
wi th unal | owed source addresses cannot enter the donmin through that
interface. As a result, even partial deploynent (e.g., enabling
Intra-domain SPA on a subset of external interfaces) effectively
reduces the potential attack surface.

By using allowist SAV rul es, SAVNET routers prevent connected hosts
or non-BGP custoner networks from sendi ng packets wi th unauthorized
source addresses. By using blocklist SAV rul es, SAVNET routers
prevent connected external ASes from sendi ng packets that use

i nternal -use-only source addresses.

As nore SAVNET routers in the AS adopt Intra-domain SPA, the overal
protection agai nst source address spoofing attacks increases
correspondi ngly, achieving progressive and cunul ati ve depl oynent
benefits without requiring full coverage fromthe outset.
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SAV-specific Information in Intra-domain SPA

I ntra-domain SPA introduces two types of SAV-specific informtion
that suppl enent routing information to enabl e accurate and autonatic
generation of SAV rules: Source Entity ldentifier (SElI) and Hi dden
Prefix Registration (HPR). These two types of infornmation serve
conmpl enentary roles. SEl identifies the source entity that
originates traffic, while HPR provides authoritative informtion
about hi dden prefixes legitimtely used by the source entity.

1. Source Entity Identifier (SEl)

A Source Entity Identifier (SEI) is a unique identifier assigned by
the network operator to represent a source entity, which can be
either a non-BGP custoner network or a set of hosts within a LAN
connected to the SAVNET router

Each SEI is configured on one or nore interfaces of SAVNET routers
that directly connect to the correspondi ng source entity. This
binding allows routers to explicitly indicate which entity a specific
interface belongs to. The SEl is also associated with the
operational account of the source entity in the operator’ s hidden
prefix registrati on database (HPRD), enabling accountability and
controll ed hidden prefix registration

SAVNET routers include the SEI in the routes they advertise within
the domain. \When other routers receive such route advertisenents,
they can identify that nmultiple routes belong to the sane source
entity by conparing SEls. This capability allows routers to

correl ate and aggregate routes associated with the sane entity, which
is particularly useful in asynmretric routing scenari os.

For exanple, when a non-BGP custonmer network connects to multiple
routers and advertises different subsets of its prefixes, uRPF-based
filtering may incorrectly drop return traffic due to path asynmetry.
By using SElI, routers can recogni ze that these prefixes belong to the
same source entity and thus generate a unified allowist for that
entity, avoiding fal se drops.

2. Hidden Prefix Registration (HPR)

A Hidden Prefix Registration (HPR) mechanismis naintained by the
operator to handl e hidden prefixes, i.e., prefixes legitimtely used
by source entities but not visible in the intra-domain routing
system Exanpl es incl ude:

* A host that uses a source address not allocated by the operator
for Direct Server Return (DSR) or simlar applications.
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* A non-BGP customer network that uses certain prefixes not
announced to the operator.

To ensure authenticity, the operator maintains an HPR dat abase that
records each registered hidden prefix and binds it to the SEI of the
correspondi ng source entity. Wen a source entity wi shes to register
a hidden prefix, it must provide authorization proof that it is
legitimately allowed to source traffic fromthat prefix. One

possi ble proof is a Traffic Oigin Authorization (TOA) object
[1-D.qgin-sidrops-toa] signed by the prefix holder, which authorizes
the operator’ s ASto originate traffic fromthat prefix.

SAVNET routers can query or periodically retrieve HPR data fromthe
dat abase. Upon learning that a hidden prefix is bound to a specific
SEl, routers can augnent their allowists accordingly by ensuring
that traffic fromthe source entity using the hidden prefix is
accept ed.

4. SAV Rul e Generation Procedure

This section describes two approaches for generating SAV rules in
Intra-domain SPA. The first approach relies solely on routing

i nformati on and provi des a sinple baseline nmechanism The second
approach enhances accuracy by conbining routing information with SAV-
specific information, addressing asymmetric routing and hi dden prefix
scenari 0s.

4.1. SAV Using Routing Information

Thi s subsection first describes how routing information can be used
to generate nore accurate SAV rul es than existing intra-domain SAV
mechani sms (e.g., strict uRPF and | oose uRPF).

Each SAVNET router connected to a set of hosts or a non-BGP custoner
network generates an allowist SAV rule. The procedure for allowist
generation is as foll ows:

1. Extract prefixes fromthe Forwarding Information Base (FIB) or/
and Routing Information Base (RIB): Select all unique prefixes in
the router’ s FIB or/and RI B whose next-hop interface points
toward the connected set of hosts or non-BGP custonmer network.

2. Construct the allowist: Include these prefixes in the allowi st
SAV rule for the corresponding interface. The allowi st
precisely defines the legitimte source address space that may
appear on this interface.
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Each SAVNET router connected to an external AS generates a bl ockli st
SAV rule. The procedure for blocklist generation is as foll ows:

1. Extract internal-use prefixes: Select all unique prefixes from
the routing information |earned via the intra-donmain routing
protocol that are originated within the |ocal AS.

2. Construct the blocklist: Include these internal-use prefixes in
the blocklist SAV rule for interfaces facing external ASes,
preventing incomng traffic that uses internal source addresses.

Thi s routing-based approach works effectively when routing visibility
is complete and symretric. However, in scenarios involving
asymmetric routing or hidden prefixes, the allowist derived solely
fromrouting information may not fully cover the legitimte source
address space of a set of hosts or a non-BGP custoner network. As a
result, legitimte packets may be inproperly dropped.

To i nprove SAV accuracy and avoi d such inproper blocking, the next
subsection introduces an enhanced rul e-generati on procedure that
combi nes routing information with SAV-specific information (i.e.,
Source Entity ldentifier and H dden Prefix Registration).

4.2. SAV Using SAV-specific Information and Routing Information

Thi s subsection describes an enhanced rul e generati on approach that

| everages both routing information and SAV-specific information to

i mprove SAV accuracy under conditions such as asynmetric routing and
hi dden prefi xes.

Each SAVNET router connected to an intra-domain stub network (e.g., a
host network or a non-BGP custoner network) generates an allowi st
SAV rul e as foll ows:

1. ldentify source entities: For all source entities connected to
the router, create a set of their corresponding Source Entity
Identifier (SEI) values. Denote this set as Set A

2. Associate prefixes with SEls: Using all avail abl e SAV-specific
information, for each SEI value in Set A obtain the set of
source prefixes associated with the sane SElI val ue.

3. Construct the allowist: Include these prefixes in the allowi st
SAV rule of the interface that connects to the correspondi ng
source entity (i.e., the interface associated with the same SE
value). This ensures that all valid source addresses of each
connected source entity are properly permtted, even when the
prefixes are not visible in the router’ s routing infornation.
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Each SAVNET router connected to an external AS generates a bl ockli st
SAV rule as foll ows:

1. Extract internal-use prefixes: Select all unique prefixes from
the routing information |earned via the intra-donmain routing
pr ot ocol

2. Filter out externally valid prefixes: Exclude prefixes that have
an external AS nunber (ASN) listed as the origin in a valid Route
Oigin Authorization (ROA) or Transfer Oigin Authorization
(TOH).

3. Construct the blocklist: Include the remaining prefixes in the
bl ocklist SAV rule for interfaces facing external ASes. This
prevents traffic fromexternal ASes from using source addresses
that are valid only within the |ocal AS.

By incorporating SAV-specific information such as SEIl-based nmappi ngs
and hi dden prefix registrations, this enhanced approach ensures
compr ehensi ve coverage of legitimte source prefixes while avoiding
i mproper drops caused by asynmmetric routing or inconplete routing
visibility.

Oper ational Considerations
1. Managenent of the Hi dden Prefix Registration Database

The operator is responsible for maintaining a H dden Prefix

Regi strati on Database (HPRD), which stores registered hidden prefixes
and their associated Source Entity ldentifiers (SEls). Each entity
(e.g., the user of a host or the operator of a non-BGP customer
network) registers the prefixes it legitimtely uses and binds them
to its assigned SEl.

To ensure the authority and authenticity of the registration, each
entity MJST provide valid proof of authorization for using the

regi stered prefix. Such proof can be verified by the operator, for
exanpl e through a valid Traffic Origin Authorization (TQA) or other
prefix hol der-approved authorizati on nmechani smns.

The operator SHOULD enforce access control to the HPRD. Each
registered entity MIUST only be able to access and nmanage its own
regi stration data.
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5.2. Synchronization with SAVNET Routers

SAVNET routers obtain SAV-specific information (including SEI and
hi dden prefix associations) fromthe HPRD t hrough a secure
synchroni zati on mechanism Synchroni zati on MAY be achi eved using a
pul | or push nodel, depending on the operator’ s network nanagement
syst em desi gn.

Operators SHOULD ensure that SAVNET routers are kept up-to-date with
recent registration data to prevent either

* Inproper blocking of legitimite traffic due to outdated
i nformation; or

* Inproper permtting of spoofed traffic due to stale or revoked
regi strations.

Consi stency across all routers participating in Intra-domain SPA is
RECOMVENDED t o nmai ntai n coherent SAV behavi or across the network.

5.3. SElI Assignment and Configuration

Each interface connecting to a set of hosts or a non-BGP custoner
networ k MJST be configured with the SEI corresponding to that source
entity. Operators SHOULD automate SElI assignment through centralized
managenment tools to avoid m sconfiguration

When a source entity connects to nmultiple routers, all those routers
MUST use the sane SEI for the entity to enable proper prefix
aggregation and identification across the network.

6. Security Considerations
The security considerations described in
[1-D.ietf-savnet-intra-domai n-probl emstatenent] and
[I-D.ietf-savnet-intra-domain-architecture] also applies to this
docunent .

6.1. Authorization of Hidden Prefix Registration
Entities registering hidden prefixes in the HPRD MUST be properly
aut henticated using credentials issued by the operator. Each entity
MJST only be allowed to register prefixes it is authorized to use.
To verify such authorization:

* The operator SHOULD require a Traffic Oigin Authorization (TOA)
or equival ent proof.
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* The HPRD MJST reject or revoke registrations that fai
aut hori zation or that have expired.

Qperators SHOULD nonitor registration activities to detect suspicious
or fraudul ent registrations.

6.2. SEI Management and Consi stency

Incorrect or conflicting SEI assignments can | ead to inproper SAV
rul e generation and may open attack vectors for traffic spoofing.
Operators MJUST ensure:

* Each SElI is uniquely assigned within the domain (i.e., Autononous
Systen).

* SElI values are consistently configured on all interfaces connected
to the same source entity.

* Unaut hori zed nodification of SEI configuration is prevented
through access control and configurati on managenent systens.

7. 1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
8. References
8.1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>
8.2. Informative References
[ RFC2827] Ferguson, P. and D. Senie, "Network Ingress Filtering:
Def eati ng Denial of Service Attacks which enploy |IP Source
Addr ess Spoofing", BCP 38, RFC 2827, DO 10.17487/ RFC2827,
May 2000, <https://ww.rfc-editor.org/infol/rfc2827>
[ RFC3704] Baker, F. and P. Savola, "Ingress Filtering for Miltihomed

Net wor ks", BCP 84, RFC 3704, DO 10.17487/ RFC3704, March
2004, <https://ww.rfc-editor.org/info/rfc3704>

Qn, et al. Expires 18 April 2026 [ Page 10]



Internet-Draft I ntra-domai n SPA Cct ober 2025

[1-D.ietf-savnet-general -sav-capabilities]
Huang, M, Cheng, W, Li, D, Geng, N, and L. Chen,
"CGeneral Source Address Validation Capabilities", Wrk in
Progress, Internet-Draft, draft-ietf-savnet-general-sav-
capabilities-02, 10 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-savnet-
gener al - sav-capabilities-02>.

[1-D.ietf-savnet-intra-domai n-probl em statenent]
Li, D, wi, J., Qn, L., Huang, M, and N. Geng, "Source
Address Validation in Intra-donmain Networks Gap Anal ysi s,
Probl em St at enent, and Requirenents", Work in Progress,
Internet-Draft, draft-ietf-savnet-intra-donmain-problem
statenment-19, 3 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-savnet-
i nt ra-donmi n- probl em st at ement - 19>,

[1-D.ietf-savnet-intra-domai n-architecture]
Li, D, Wi, J., @n, L., Geng, N, and L. Chen, "Intra-
domai n Source Address Validation (SAVNET) Architecture",
Wirk in Progress, Internet-Draft, draft-ietf-savnet-intra-
domai n-architecture-03, 13 Cctober 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-savnet-
i ntra-domai n-architecture-03>.

[1-D.qin-sidrops-toa]
Qn, L., Maddison, B., and D. Li, "A Profile for Traffic
Oigin Authorizations (TOAs)", Work in Progress, Internet-
Draft, draft-qin-sidrops-toa-00, 25 June 2025,
<https://datatracker.ietf.org/doc/htnm/draft-qin-sidrops-
t oa- 00>.

Aut hors’ Addr esses

Lancheng Qn

Zhongguancun Laboratory

Beijing

Chi na

Emai | : qinlc@mil.zgcl ab. edu. cn

Nan Geng

Huawei

Bei jing

Chi na

Enai | : gengnan@uawei . com

Qn, et al. Expires 18 April 2026 [ Page 11]



Internet-Draft I ntra-domai n SPA Cct ober 2025

Dan Li

Tsi nghua University

Bei j i ng

Chi na

Enmai | : tolidan@ si nghua. edu. cn

Qn, et al. Expires 18 April 2026 [ Page 12]



