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Abst ract

The new intra-domain source address validation (SAV) nechani sm
requires inproving the accuracy (especially avoiding bl ocking
legitimate traffic) and supporting automati c update (see
[1-D.ietf-savnet-intra-domain-problemstatenent]). To this end, this
docunent proposes an intra-domain SAV nechani sm called source prefix
adverti senent (SPA) for intra-domain SAVNET (SPA-based SAVNET for
short), to advance the technol ogy for intra-domain SAV. SPA-based
SAVNET allows routers in an intra-domain network to exchange SPA
information. By using SPA information and routing information,
intra-domain routers can determine nore accurate SAV rules in an

aut omati ¢ nmanner.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I nt roducti on

The main purpose of intra-domain SAV for an AS is bl ocki ng spoofing
data packets from host networks and customer networks that use a
source address of other networks and bl ocki ng spoofing data packets
fromexternal ASes that use a source address of the local AS (see
[1-D.ietf-savnet-intra-domai n-problemstatenent]). However, existing
URPF mechani sms [ RFC3704] will inproperly block legitinmte data
packets in the case of asymretric forwarding or asynmmretric routing,
whil e ACL-based ingress filtering relies entirely on manual update
(see [I-D.ietf-savnet-intra-donmai n-probl emstatenent]).

To inprove the accuracy and enabl e automatic update, this docunent
proposes an intra-donmai n SAV nmechani sm called source prefix
adverti senent (SPA) for intra-domain SAVNET ( SPA-based SAVNET for
short), to advance the technology for intra-domain SAV. SPA-based
SAVNET allows routers in an intra-domain network to exchange SPA
information. By using SPA information and routing information,
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intra-domain routers can determine nore accurate SAV rules in an
automatic manner. It is a general intra-donmain SAV mechani smt hat
apply to different network topol ogies (e.g., nesh topology or tree
topol ogy) or routing scenarios (e.g., asymetric routing or symetric
routing).

The reader is encouraged to be famliar with
[I-D.ietf-savnet-intra-domai n-probl emstatenment] and
[I-D.ietf-savnet-intra-domain-architecture].

Ter mi nol ogy

SAV Rul e: The rule that describes the mapping rel ationship between a
source address (prefix) and its valid incom ng router interface(s).

SAVNET Router: An intra-domain router that deploys SPA-based SAVNET.
Host Network: An intra-domain stub network consists of hosts.

Customer Network: An intra-domain stub network consists of hosts and
routers.

Host-facing Router: An intra-donmain router facing an intra-donain
host net work.

Customer-facing Router: An intra-domain router facing an intra-domain
cust oner networ K.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Depl oynment Scope

The depl oyment scope of SPA-based SAVNET for an AS includes host-
facing routers, custoner-facing routers, and AS border routers. SPA-
based SAVNET al |l ows these routers to exchange SPA i nformation through
the existing internal gateway protocol (IGP). By |earning SPA

i nformati on from other SAVNET routers, each SAVNET router can

generate an allowist SAV rule (i.e., "Interface-based prefix
allowist” node in [I-D. huang-savnet-sav-table]) or a blocklist SAV
rule (i.e., "Interface-based prefix blocklist" node in

[1-D. huang-savnet-sav-table]) on the specific router interface:
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* For host-facing routers, they generate an allowist SAV rule on
interfaces facing a host network. The allowist SAV rule exactly
covers the space of source |P addresses that are used by data
packets of the host network

* For custoner-facing routers, they generate an allowist SAV rule
on interfaces facing a custonmer network. The allowlist SAV rule
exactly covers the space of source |IP addresses that are used by
data packets of the custoner network.

* For AS border routers, they generate a blocklist SAV rule on
interfaces facing an external AS. The allowist SAV rule exactly
covers the space of source | P addresses that are used by data
packets of the |ocal AS.

By using the generated allowist SAV rules or blocklist SAV rules,
SPA- based SAVNET effectively bl ocks spoofing data packets from host
net wor ks and customer networks that use a source address of other

net wor ks and bl ocks spoofing data packets from external ASes that use
a source address of the local AS, while avoiding blocking legitinmate
dat a packets.

I ncrenent al Depl oynent

SPA- based SAVNET provides increnental benefits when increnmentally
depl oyed within the depl oynment scope. Every SAVNET router that
adopt s SPA-based SAVNET can identify spoofing data packets com ng
froma host network, custoner network, or an AS. By using allowi st
SAV rul es, host-facing routers and custoner-facing routers that adopt
SPA- based SAVNET wi || bl ock spoofing data packets from host networks
and customer networks that use a source address of other networks.

By using blocklist SAV rul es, AS border routers that adopt SPA-based
SAVNET wi | I bl ock spoofing data packets fromexternal ASes that use a
source address of the local AS. The network operator can
incremental ly depl oy SPA-based SAVNET in its AS to gradually inprove
t he defense agai nst source address spoofing attacks.

SAV Using Routing Information
Thi s docunent first describes howto use routing information to
generate nore accurate SAV rules than the existing intra-domain SAV
mechani snms (e.g., strict uRPF and | oose uRPF).

Each SAVNET router connected to an intra-domain stub network (e.g., a

host network or a custoner network) generates an allowist SAV rule.
The detailed procedure for allowist generation is as follows:
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1. Extract unique prefixes in the router’s routing information base
(RIB) that has an outgoing interface towards the stub network.

2. Include these prefixes into the allowist SAV rule at router
interfaces facing the stub network.

Each SAVNET router connected to an external AS generates a bl ockli st
SAV rule. The detailed procedure for blocklist generation is as
fol | ows:

1. Extract unique prefixes fromrouting information | earned fromthe
| GP.

2. Include these prefixes into the blocklist SAV rule at router
interfaces facing an external AS.

In sone asymretric routing scenario, the allowist SAV rul e generated
by using routing informati on may not cover the whole source |IP
address space of the stub network. To inprove SAV accuracy and avoid
i mproper bl ock, this docunent further describes using SPA information
and routing information to generate the allowist SAV rules.

SAV Using SPA and Routing Infornmation

Each SAVNET router connected to an intra-domain stub network (e.g., a
host network or a custoner network) generates SPA information:

* Stub Network Identifier (SNI): This identifier indicates the
identity of a stub network. Every intra-donmain stub network nust
have a uni que SNI value. Wen advertising the IP information of
the stub network, the router carries the SNI value with the IP
i nformation.

After generating SPA information, each SAVNET router will provide its
SPA information to other SAVNET routers when advertising the IP
informati on of the stub network. SPA information communi cation can
be impl emented by using I1GP or i BGP. During the propagation of |GP
or i BGP messages, SAVNET routers can |earn both routing information
and SPA information. Specific protocol designs for SPA information
conmmuni cation are not in the scope of this docunent.

After receiving SPA information from other SAVNET routers, SAVNET
routers connected to an intra-domain stub network (e.g., a host
network or a custonmer network) generate allowist SAV rul es as
fol | ows:

1. Considering all stub networks connected to the router, create a
set of SNI values of these stub network. Call it Set A
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2. Considering all SPA information, for each SNI value in Set A
create a set of unique source prefixes that have the same SN

value. Include these prefixes into the allowist SAV rule at
router interfaces facing the stub network which has the sane SN
val ue.

Use Case

SAV on Host-facing Routers, Custoner-facing Routers, and AS Border
Rout ers

SPA-based SAVNET is used on host-facing Routers, custoner-facing
Routers, and AS border routers in an intra-domain network. Figure 1
shows an exanple. Custoner Network is multi-homed to Routers A and
B. Host Network is single-homed to Router C. Routers D and E are
connected to external ASes. Data packets from Custonmer Network can
use source addresses in prefixes P1 and P2. Data packets from Host
Net work can use source addresses in prefix P3. P is the source IP
address space for intra-domain router IPs and link IPs. Assune there
is an asymetric forwardi ng behavior or an asymetric route anong
Router A, Router B, and Custonmer Network due to traffic engineering
and | oad bal ance. For exanple, Router A forwards only data packets
with destination addresses in prefix P1 to Customer Network while
Router B forwards only data packets with destination addresses in
prefix P2 to Customer Network. However, Custoner Network will sends
data packets with source addresses in prefixes Pl and P2 to both

routers. 1In this case, as described in
[1-D.ietf-savnet-intra-domai n-problemstatenent], strict uRPF on
Router A's Interface # will inproperly block data packets with source

addresses in prefix P2 and strict uRPF on Router B's Interface # wll
i mproperly block data packets with source addresses in prefix PL.
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Dest Next _hop Dest Next _hop
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P2 Router B P1 Router A

SAV Rul es generated by SPA-based SAVNET:

- Allowist at Router A's Interface #: [Pl, P2]

- Allowist at Router B s Interface #: [Pl, P2]

- Allowist at Router Cs Interface #: [P3]

- Blocklist at Router Ds Interface #: [Pl, P2, P3, P']

- Blocklist at Router E's Interface #: [Pl, P2, P3, P']

Figure 1: An exanple of the nost

SPA- based SAVNET

based SAVNET

April

reconmended use case of SPA-

2025

When depl oyi ng SPA-based SAVNET in this AS, SAVNET Routers A, B, and
Cwll provide SPA information to other SAVNET routers.

SPA and routing information,
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prefixes P1 and P2 in the allowist at the Interface #, because both
prefixes have the SNI val ue of Custoner Network, even if the prefix
that routers A and B learn fromthe |local route to Custonmer Network
may be different. Router Cwll include prefix P3 in the allowi st
at its Interface #. Routers D and E will include all interna
prefixes in the blocklist at their Interfaces #.

A Special Scenario: Direct Server Return (DSR)

In the case of DSR, the content server in a stub network will send
data packets using source addresses of the anycast server in another
AS (see [I-D.ietf-savnet-intra-domai n-problemstatenent]). To avoid
bl ocki ng these special data packets, these specially used source
addresses nust be added into the allowist SAV rule at interfaces
facing a stub network where the content server |ocates. Since
routers as well as current routing architecture do not have this
information, this may requires nanual configuration

Consi derati ons of SAV on | nner Routers

Host-facing routers, custoner-facing routers, and AS border routers
serve as key vantage points for performng intra-donain SAV. These
routers can effectively prevent spoofing traffic fromentering the
intra-domain router network, ensuring a nore secure and reliable
routing environnent. In addition to these routers, inner routers
(such as Routers F and Gin Figure 1) may al so be able to use SPA
information to perform SAV. They can use SPA information together
with topology information learned fromthe I1GP to infer the possible
incomng directions for a source prefix. However, performnm ng SAV on
inner routers may be inefficient in certain network topol ogies, such
as mesh networks. This is because every inner router nay receive
legitimate data packets with the same source | P address frommultiple
or even all directions. As a result, the use case of SAV on inner
routers is limted

Security Considerations
The security considerations described in
[1-D.ietf-savnet-intra-domai n-probl emstatenent] and
[I-D.ietf-savnet-intra-domain-architecture] also applies to this
docunent .

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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