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Abst ract

Thi s document describes a YANG data nodel for Intra-domain and

I nter-domai n Source Address Validation (SAVNET). The nodel serves as
a base framework for configuring and managi ng an SAV subsystem

i ncluding SAV rule and SAV Tabl es, and expected to be augnmented by
ot her SAV technol ogy nodel s accordingly. Additionally, this docunent
al so specifies the nmodel for the SAV Static application.

Status of this Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 27, 2025.
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I ntroduction

Thi s docunent defines three YANG [ RFC7950] data nodul es for
configuring and managi ng Source Address Validati on.

1) The "ietf-sav" provides generic conponents of SAV data nodel.
2) The "ietf-ipv4-sav-rule" nodul e augments the "ietf-sav" nodul e

with additional data specific to | Pv4 SAW
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Li,

3) The "ietf-ipv6-sav-rule" nodul e augnents the "ietf-sav" nodul e
with additional data specific to | Pv6 SAW.

They formthe core SAV data nmpodul e and toget her serve as a framework
for configuring and managi ng a SAV subsystem The data nodul es
provi de common buil ding bl ocks of Source address validation- SAV
rules and SAV Tabl es.

This nodel is vendor neutral in order to allow operators to manage
SAV configuration in a heterogeneous environnent with routers
supplied by multiple vendors.

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA) [RFC8342].

Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The following terns are defined in [ RFC8342]:

o client

o server

o configuration

0 systemstate

0 operational state

0 intended configuration

The following terns are defined in [ RFC7950] :

0 action

o augnent

o container

o data nodel

0 data node

o feature

o |eaf
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o leaf-1ist

o list

o mandatory node

o nodul e

0 schema tree

0 RPC (Rempte Procedure Call) operation

The new termis defined as foll ows:

core SAV data nodel: YANG data nodel comprising "ietf-sav",
"ietf-ipv4-sav-rule”, and "ietf-ipv6-sav-rule” nodul es.

SAV Tabl e: An object containing a |ist of SAV rules, together
with other information. See Section 4.2 for details.

systemcontrolled entry: An entry in a list in the operationa
state("config false") that is created by the system
i ndependently of what has been explicitly configured. See
Section 3 for details.

user-controlled entry: An entry in a list in the operationa
state("config false") that is created and deleted as a direct
consequence of certain configuration changes. See Section 3

for details.

2.1. Tree Diagrans

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

2.2. Prefixes in Data Node Names

Li,

In this docunent, names of data nodes, actions, and other data nobde
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. O herwi se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.
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| Prefix | YANG nodul e | Reference
T o m e e e e i oo S +
| if | ietf-interfaces | [RFC8343] |
| ip | Tetf-ip | [ RFC8344]

| sav | ietf-sav | Section 5.1

| vdsav | ietf-ipv4-sav-rule | Section 5.2

| vbsav | ietf-ipv6-sav-rule | Section 5.3

| yang | ietf-yang-types | [RFC6991]

| inet | ietf-inet-types | [ RFC6991]
Fomm e - o - St o m e e e oo - +

Table 1. Prefixes and Correspondi ng YANG Modul es
3. Model Overview

The core SAV data nodel consists of three YANG nodul es, nanely

"ietf-sav", "ietf-ipvd4-sav-rule" and "ietf-ipv6-sav-rule". The
"ietf-sav" nodul e defines the generic conponents of a SAV franework
The other two nodules -- "ietf-ipvd-sav-rule" and "ietf-ipv6-sav-
rule" - augnent "ietf-sav" nodule with additional data nodes that

are needed for I1Pv4 and | Pv6 SAV. Figurel shows abridged view of the
yang organi zati on and hierarchy for SAV, and the conmplete data tree
is listed in Appendi x A

As can be seen in Figure 1, the core SAV data nodel introduces
several generic conponents of a SAV framework: rules, SAV tables
containing lists of rules, and SAV event. Section 4 describes sone
core conmponents in nore detail.

The core SAV data nodel defines several lists in the schema tree,
such as "sav-table", that could be populated with its entries in any
properly functioning device, and additional entries may be
configured by a client. In such a list, the server creates the
required itemas a "systemcontrolled entry" in the operationa
state, i.e., inside read-only lists in the "sav" contai ner
Additional entries called "user-controlled entries" may be created
in the configuration by a client, e.g., via the Network
Configuration Protocol (NETCONF).
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nmodul e: ietf-sav

+--Trw sav

| +--rwrouter-id? yang:dotted-quad
| +--ro interfaces
| | +--ro interface* [nane]
[ .
|  +--rwvdsav-entry-limts
| ..
| +--rwv6Bsav-entry-lints
| c.
| +--rw source-protocol-priorities
| | +--rw source-protocol-priority* [type]
[
| +--rw sav-controls
| ..
| +--rw static-savs
| | +--rwvdsav:ipva
| c.
| | +--rwv6sav:ipvb6
| ..
| +--rw sav-tables
| | +--rw sav-tabl e* [nane]
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+--ro0 name string
+--ro0 address-fam|ly? identityref
+--ro description? string

I

I

I

| +--ro0 sav-rules

| | +--ro sav-rule*

| |

| +---Xx active-sav-rule
| +---w i nput

| | +---w vdsav:source-address? inet:ipv4-address
| | +---w v6sav:source-address? inet:ipv6-address
| +--r0 output

I

+--ro0 sav-bl ock-fl owi nfos
| +--ro sav-bl ock-flowinfo*
| S
+---n sav-event
| +--ro router-id? yang:dotted-quad
| ] c.
augrment /if:interfaces/if:interface:
| +--rw sav-contro
I

Figure 1: Yang Organi zation and Hi erarchy

A client may al so provide suppl enental configuration of system
controlled entries. To do so, the client creates a new entry in the
configuration with the desired contents. |In order to bind this
entry to the corresponding entry in the operational state, the key
of the configuration entry has to be set to the sane val ue as the
key of the operational state entry.
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Del eting a user-controlled entry fromthe intended configuration

of the corresponding entry in the operationa

state list. In contrast, if a client deletes a systemcontrolled

entry fromthe intended configuration,

specified

only the extra configuration

in that entry is renoved; the correspondi ng operationa
state entry is not renoved

3. 1. SAV Configuration

Li,

The SAV configuration is defined in sav container of the nodul e
ietf-sav and augment of the nodule ietf-interfaces.
fromFigure 2, the SAV configuration includes: "vdsav-entry-limts",
"v6sav-entry-limts", "source-protocol-priorities",

"static-savs",

nmodul e: ietf-sav
+--rw sav
+--rw v4sav-entry-linmts

+--rw v6sav-entry-linits

+--rw source-protocol -priorities

| +--rw source-protocol-priority* [type]

+--rw sav-control s

| +--rw vdsav:ipv4d

| +--rw v6sav:ipv6

ugnent

/if:IhIerfaces/if:interface:

+--rw sav-contro

I

I

I

I

I

I

I

I

| ..
| +--rw static-savs
I

I

I

I

a

I

I

Figure 2: SAV Configuration Tree

As can

"sav-co

and "sav-control" of specified interface.

be seen

ntrol s",

V4sav-entry-limts: Specified limts for |1 Pv4 SAV rul es can be
confi gured.

V6sav-entry-limts: Specified limts for 1Pv6 SAV rul es can be
confi gur ed.

Sour ce-protocol -priorities: The source protocol priority can be

configured for SAV rule.

This attribute allows for selecting the

preferred SAV-rul e anong SAV-rules fromthe different source

pr ot ocol
preferred.

Sav-control s:

A smal |l er value indicates a SAV-rul e t hat

is nore

The SAV function and node can be controlled gl obally.

The packet operation can be configured globally when the SAV entry
m ss, such as dropping the packet and passing the packet.

is hit or

et al.
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The SAV statistics of all interface can be cleared. It also can be
controlled globally to report the top few SAV rules with the highest
nunber of filtered counterfeit packets, and to view the information
of data flow bl ocked by SAVNET.

Static-savs: The SAV rules of static protocol can be configured
manual | y.

Sav-control of specified interface: Defines some SAV configurations
under the ingress interface. The SAV enabl e-switch and node under
the interface is controlled. The SAV statistics of the interface can
be cleared. It can be controlled under specified interface to report
the top few SAV rules with the highest nunber of filtered
counterfeit packets, and to view the information of data fl ow

bl ocked by SAVNET.

3.2. SAV State

Li,

modul e: ietf-sav
+--rw sav
+--ro interfaces
| +--ro interface* [nane]

+--rw sav-tabl es
+--rw sav-tabl e* [nane]

+--ro nane string
+--ro address-famly? i dentityref
+--ro description? string

I

I

I

|

| +--ro sav-rules

| | +--ro sav-rule*

| | ..

| +---X active-sav-rule

| +---w i nput

| | +---w v4dsav:source-address? inet:ipv4-address
| | +---w v6sav:source-address? inet:ipv6-address
| +--1r0 out put

I

+-

I

|

-ro sav-bl ock-fl owinfos
+--ro sav-bl ock-fl owi nfo*

Figure 3: SAV State Tree

As can be seen fromFigure 3, the SAV state includes "interfaces",
"sav-tabl es" [SAV Table] and "sav-bl ock-flowinfos" in sav container
of the nmodule ietf-sav. The "interfaces"” contains SAV statistics
under the interface, such as statistics of dropping packets. The
"sav-tables" contains the details of SAV rules for the specified
address family. The "sav-bl ock-fl owinfos" includes the infornmation
of data flow bl ocked by SAVNET.
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3.3. SAV Notifications

4.

nmodul e: ietf-sav

+---n sav-event

| +--ro router-id? yang:dotted-quad

I

Figure 4: SAV Notifications tree

As can be seen fromFigure 4, the SAV notification is defined in
sav-event nodel of the nmodule ietf-sav. It includes a series of SAV
anomal ous and warni ng events, for exanple, the SAV entry has reached
the upper limt.

Basi ¢ Buil di ng Bl ocks

4.1. SAV Rul es

SAV Rules are the filtering rules generated by SAV nechani sns that
determines valid incoming interfaces for specific source prefixes.
The SAV data nodel defines only the following m ninmal set of
attributes:

0 "source-prefix": address prefix specifying the set of source
addresses for which the SAV rules nmay be used. This attribute is
mandat ory.

o "incom ng-interface": determnes the valid incom ng interfaces
for the packets from specific source addresses

SAV Rules are primarily system state and appear as entries in SAV
tables (Section 4.2), but they may al so be found in configuration
data --for exanple, as manually configured static SAVs. In the
|atter case, configurable SAV rule attributes are generally a subset
of attributes defined for rules of SAV table.

4.2. SAV Table

Li,

An inplenmentation of the SAV data nodel nmanages one or nore SAV
tables. A SAV table is a list of SAV rules conplenmented wth

adm nistrative data. Each SAV table contains only SAV rul es of one
address famly

The contents of SAV tables are controlled and nani pul ated by source

protocol operations that may result in SAV rule additions, renovals,

and nodi fications.

The following action is defined for the "sav-table" list:

0 active-sav-rule: return the active SAV rule for the source
address that is specified as the action’s input paraneter.
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5. Structure of YANG nodul es

5.1. SAV Managenent YANG Modul e

<CODE BEG NS> file "ietf-sav@023-05-20. yang"

nmodul e ietf-sav {
yang-version "1.1";
nanespace "urn:ietf:paranms: xnm :ns:yang:ietf-sav";
prefix "sav";

import ietf-yang-types {

prefix "yang";

}

inmport ietf-interfaces {
prefix "if";

}

inmport ietf-inet-types {
prefix "inet";

}

organi zati on
"I ETF SAVNET Wor ki ng G oup”;

cont act
"TBD';

description
"Thi s YANG nodul e defines the essential elenents for the
managenment of Source address validation (SAV). The nodel
fully confornms to the Network Managenment Datastore
Architecture (NVDA).

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT

RECOMVENDED , ' MAY', and ' OPTIONAL' in this docunent are to be
interpreted as described in BCP 14 (RFC 2119) (RFC 8174) when,
and only when, they appear in all capitals, as shown here.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

reference
"RFC XXXX: A YANG Data Model For SAV Managenent.";

revisi on 2023-05-20 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for SAV Managenent.";

}

/* Features */

feature router-id {
description
"This feature indicates that the server supports an explicit
32-bit router ID that is used by some control -pl ane
prot ocol s.

Servers that do not advertise this feature set a router ID
algorithmcally, usually to one of the configured |Pv4
addresses. However, this algorithmis inplenentation
specific.";

}
/* ldentities */

identity address-famly {
description
"Base identity fromwhich identities describing address
fam lies are derived.";

}

identity ipvd {
base address-fanily;
description
"This identity represents an | Pv4 address famly.";

}

identity ipv6 {
base address-fanily;
description
"This identity represents an | Pv6 address famly.";

}

i dentity source-protocol {
description
"Base identity from which source protoco
identities are derived.";
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}

identity static {
base source- protocol
description
"*Static’ pseudo-protocol.";
}

identity sav-node {
description
"Base identity fromwhich identities describing SAV
nodes of the specified interface are derived.";

}

identity sav-im {
base sav- node;
description
"This identity represents an SAV inconplete node, this is,
i nterface-based node.";

}

identity sav-cm {
base sav- node;
description
"This identity represents an SAV conplete node, this is,
prefi x-based node.";

}

identity sav-check-type {
description
"Base identity fromwhich identities describing SAV
check types of the specified interface are derived.";

}

identity sav-allowlist {
base sav-check-type;
description
"This identity represents an SAV allow list type.";

}

identity sav-block-1list {
base sav-check-type;
description
"This identity represents an SAV block list type.";

}

[* Type Definitions */

typedef rul e-preference {
type uint32;

description
"This type is used for SAV-rule preferences.";
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}

[* Groupings */

groupi ng address-famly {
description
"This grouping provides a |leaf identifying an address
famly.";
| eaf address-famly {
type identityref {
base address-famly;
}
mandat ory true;
description
"Address famly.";

}
}

grouping router-id {
description
"This grouping provides a router ID.";
| eaf router-id {
type yang: dotted- quad;
description
"A 32-bit nunber in the formof a dotted quad that is used
by some control -plane protocols identifying a router.";
ref erence
"RFC 2328: OSPF Version 2";

}
}

groupi ng rul e-netadata {
description
"Comon SAV-rul e netadata.";
| eaf source-protocol {
type identityref {
base source- protocol

mandat ory true;
description
"Type of the source protocol fromwhich the
SAV-rule originated.";

| eaf active {
type enpty;
description
"The presence of this leaf indicates that the rule is
preferred anong all rules in the sane SAV tabl e that
have the same source prefix.";

| eaf | ast-updated {
type yang: date-and-ti ne;
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description
"Timestanp of the last nodification of the rule. If the
rule was never nodified, it is the tine when the SAV
rule was inserted into the SAV table.";

| eaf total-packets {
type uint 64;
description
"Nunmber of the total packets checked by a SAV rule.";

| eaf total-bytes {
type ui nt 64;
description
"Number of the total bytes checked by a SAV rule.";
}
| eaf drop-packets {
type uint 64;
description
"Nunmber of the drop packets by a SAV rule.";

}
| eaf drop-bytes {
type uint 64;
description
"Nunmber of the drop bytes by a SAV rule.";

}
| eaf sav-invalid-packets {
type uint64;
description
"Number of the packets with invalid SAV result.”;
}
| eaf sav-invalid-bytes {
type uint 64;
description
"Number of the packet bytes with invalid SAV result.";
}
| eaf sav-valid-packets {
type uint 64;
description
"Nurmber of the packets with valid SAV result.";
}
| eaf sav-valid-bytes {
type ui nt 64;
description
"Nurmber of the packet bytes with valid SAV result."”;
}

}

grouping limt-nmetadata {
description
"Comon SAV-rule limt nmetadata.”;
| eaf nunber {
type uint32;
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description

"This attribute allows for controlling nunber limt.";

| eaf threshol d-percent {
type uint8 {
range "0..100";
}
description

"This attribute allows for controlling threshold percentage
limt.";

| eaf threshol d- nunber {
type uint32;
description
"This attribute allows for controlling threshold nunber
limt.";
}
}

/* Augnents */

augrment "/if:interfaces/if:interface" {
description
"SAV configuration of incomng interfaces.";
contai ner sav-control {
description
"Support for SAV interface configuration.";
| eaf sav-enabl ed {
type bool ean;
description
"This attribute allows for controlling the SAV function
of the incomng interface.";

’

}

| eaf sav-node {
type identityref {
base sav- node;
}
description
"This attribute allows for controlling the SAV node
of the incomng interface.";

’

}

action sav-reset {
description
"Reset action of a SAV incom ng interface";
i nput {
| eaf reset-statistics {
type bool ean;
description
"This attribute allows for clearing the SAV
statistics of the incomng interface.";
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}
cont ai ner sav-spoof-top {
description
"Support for reporting the top few SAV rules with the
hi ghest nunber of filtered counterfeit packets under
specified interface.";
| eaf enabl ed {
type bool ean;
description
"This attribute allows for controlling the function of
reporting the top few SAV rules with the highest
nunber of filtered counterfeit packets under specified
interface.";

| eaf top-nunber {
type uint32;
description
"This attribute allows for setting the top nunber of
the SAV rules with the highest nunber of filtered
counterfeit packets under specified interface.";

}
}

cont ai ner sav-bl ock-flowreport {
description
"Support for viewing the infornmation of data fl ow bl ocked
by SAVNET under specified interface.";
| eaf enabl ed {
type bool ean;
description
"This attribute allows for controlling the function of
viewi ng the informati on of data fl ow bl ocked by
SAVNET under specified interface.";
}
}
}
}

/* Data nodes */

cont ai ner sav {
description
"Configuration paraneters for the SAV subsystem";
uses router-id {
if-feature "router-id";
description
"Support for the global router ID. Control-plane protocols
that use a router ID can use this parameter or override it
wi th anot her value.";
}
container interfaces {
config fal se;
description
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"Net wor k-l ayer interfaces used for SAV.";
list interface {
key "nane";
description
"Each entry contains the SAV statistics of a interface”;
| eaf nane {
type if:interface-ref;
description
"The name of an interface.";

| eaf total-packets {
type ui nt 64;
description
"The nunber of total packets for specified interface.";
}
| eaf total-bytes {
type uint 64;
description
"The byte nunber of total packets for specified
interface.";

| eaf drop-packets {
type uint 64;
description
"The nunber of drop packets for SAV function.";
}
| eaf drop-bytes {
type uint 64;
description
"The byte nunber of drop packets for SAV function.";
}
| eaf sav-invalid-packets {
type uint64;
description
"The nunber of the packets with invalid SAV result.";
}
| eaf sav-invalid-bytes {
type uint 64;
description
"The byte nunber of the packets with invalid SAV
result.”;
}
| eaf sav-valid-packets {
type uint 64;
description
"The number of the packets with valid SAV result"”;
}
| eaf sav-valid-bytes {
type ui nt 64;
description
"The byte nunber of the packets with valid SAV
result."”;
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}
}
}

contai ner vdsav-entry-limts {
description
"Specification limt of ipvd SAV table.";
uses |imt-netadata,;
}
contai ner vesav-entry-limts {
description
"Specification limt of ipve SAV table.";
uses |imt-netadata;
}
cont ai ner source-protocol -priorities {
description
"Support for SAV source protocol priorities.";
|ist source-protocol-priority {
key "type";
description
"Each entry contains a SAV source protoco
priority.";
| eaf type {
type identityref {
base source- protocol

}
description
"Type of the source protocol -- an identity
derived fromthe ’source-protocol’ base
identity.";

}

| eaf preference {
type rul e-preference;
description
"This attribute allows for selecting the preferred
SAV-rul e anobng SAV-rules fromthe different source
protocol. A smaller value indicates a SAV-rule that is
nore preferred.”;
}
}
}

cont ai ner sav-controls {
description
"Support for SAV gl obal configuration.";
| eaf sav-enabl ed {
type bool ean;
description
"This attribute allows for controlling the SAV
function.";
}
| eaf sav-node {
type identityref {
base sav- node;
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}
description
"This attribute allows for controlling the SAV node.";
}

action sav-interface-reset {
description
"d obal reset action of SAV interface";
i nput {
| eaf reset-statistics {
type bool ean;
description
"This attribute allows for clearing the SAV
statistics of all interfaces.";
}
}
}

cont ai ner sav-spoof-top {
description
"Support for reporting the top few SAV rules with the
hi ghest nunber of filtered counterfeit packets.";
| eaf enabl ed {
type bool ean;
description
"This attribute allows for globally controlling the
function of reporting the top few SAV rules with the
hi ghest nunber of filtered counterfeit packets.";

| eaf top-nunber {
type uint32;
description
"This attribute allows for globally setting the top
number of the SAV rules with the highest nunber of
filtered counterfeit packets.";

}
}

cont ai ner sav-bl ock-flowreport {
description
"Support for viewing the infornmation of data flow bl ocked
by SAVNET.";
| eaf enabl ed {
type bool ean;
description
"This attribute allows for globally controlling the
function of viewing the information of data fl ow
bl ocked by SAVNET.";

}
}
}
contai ner static-savs {

description
"Support for the 'static’ pseudo-protocol
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Addr ess-fam | y-speci fic npdul es augnent this node with
their lists of SAV rules.";

}
cont ai ner sav-tables {
description
"Support for SAV tables.";
list sav-table {
key "nane";
description
"Each entry contains a configuration for a SAV
table identified by the 'name’ key.";
| eaf nane {
type string;
description
"The name of the SAV table.";

uses address-famly {
description
"The address fam |y of the SAV table.";

| eaf description {
type string;
description
"Textual description of the SAV table.";
}

contai ner sav-rules {
config fal se;
description
"Current contents of the SAV table.";
list sav-rule {
description
"A SAV table rule entry. This data node
MUST be augmented with information specific to
SAV-rul e of each address famly.";
| eaf rul e-preference {
type rul e-preference;
description
"This attribute allows for selecting the
preferred SAV-rul e anobng SAV-rules with the sane
source prefix. A smaller value indicates a
SAV-rule that is nore preferred.”;
}
contai ner incomng-interfaces {
description
"Net wor k-l ayer incomng interfaces of a SAV rule.";
|l eaf-1ist incomng-interface {
type if:interface-ref;
description
"Each entry is the name of a SAV incom ng
interface";
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uses rul e- net adat a;

}
}

action active-sav-rule {

description
"Return the active SAV rule that is used for the

source address.

Addr ess-fam | y-speci fic nodul es MUST augnent i nput

paraneters with a | eaf naned ’'source-address’.";
out put {

contai ner sav-rule {

description
"The active SAV rule for the specified source.

If norule exists in the SAV table for the source
address, no output is returned.

Addr ess-fam | y-speci fic nodul es MUST augnent this
container with appropriate contents.";
contai ner incomng-interfaces {
description
"Net wor k-1 ayer incomng interfaces of a SAV
rule.";
| eaf-1ist incomng-interface {
type if:interface-ref;
description
"EBach entry is the name of a SAV incom ng
interface";
}
}
uses rul e-met adat a;
}
}
}
}
}

cont ai ner sav-bl ock-flowinfos {
config fal se;
description
"The information of data flow bl ocked by SAVNET.";
list sav-block-flowinfo {
description
"The information of a data stream bl ocked by SAVNET.";
| eaf source-ip-address {
type inet:ip-address;
description
"Source address of the data stream bl ocked by SAVNET.";
}

| eaf source-port {
type uint 16;
description
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"Source port of the data stream bl ocked by SAVNET.";

| eaf destination-ip-address {
type inet:ip-address;
description
"Destination address of the data stream bl ocked by
SAVNET. " ;
}
| eaf destination-port {
type uint 16;
description
"Destination port of the data stream bl ocked by
SAVNET. " ;
}
| eaf arrival-tine {
type yang: date-and-ti ne;
description
"Arrival tinme of the data stream bl ocked by SAVNET.";
}
}
}
}
notification sav-event {
description
"This notification is sent when there is an abnormality in
SAV table.";
uses router-id {
if-feature "router-id";
description
"the router ID of the server corresponding to the SAV
table.";

uses address-famly {
description
"The address famly of the SAV table.”;

| eaf sav-limt-reached {
type bool ean;
description
"Indi cates that the nunber of SAV table entries reached
the upper limt.";
}
cont ai ner top-spoof-sav-rules {
description
"The top few SAV rules with the highest nunber of filtered
counterfeit packets.";
list sav-rule {
description
"A SAV rule entry. This data node MJUST be augnented with
information specific to SAV-rul e of each address
famly.";
| eaf rul e-preference {
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type rul e-preference;
description
"This attribute allows for selecting the preferred
SAV-rul e anobng SAV-rules with the sanme source prefix.
A smal ler value indicates a SAV-rule that is nore
preferred.”;
}
cont ai ner incom ng-interfaces {
description
"Net wor k-1 ayer incomng interfaces of a SAV rule.";
|l eaf-1ist incomng-interface {
type if:interface-ref;
description
"Each entry is the nanme of a SAV incoming interface";
}

}

uses rul e-net adat a;

}
}
}
}

<CODE ENDS>

5.2. | Pv4 SAV Managenent YANG Modul e

<CODE BEG@ NS> file "ietf-ipv4-sav-rul e@023-05-20. yang"

nmodul e ietf-ipv4d-sav-rule {
yang-version "1.1";
nanespace "urn:ietf:parans:xm:ns:yang:ietf-ipv4-sav-rule";
prefix "vdsav";

inmport ietf-sav {
prefix "sav";
}

inmport ietf-interfaces {
prefix "if";
}

inmport ietf-inet-types {
prefix "inet";
}

organi zati on

"I ETF SAVNET Wor ki ng G oup”;
cont act

"TBD";
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description
"Thi s YANG nodul e defines the essential elenents for the
managenment of | Pv4 SAV rul e.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revisi on 2023-05-20 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Dat a Model for SAV Managenent”

}
/* ldentities */

identity ipvd {
base sav:ipv4,;
description
"This identity represents the | Pv4 address famly.";

}

[* Groupings */
grouping limt-metadata {
description
"Common SAV-rule limt netadata.”;
| eaf nunber {
type uint32;
description
"This attribute allows for controlling nunber [imt.";

| eaf threshol d-percent {
type uint8 {
range "0..100";
}

description
"This attribute allows for controlling threshold percentage
limt.";

}
| eaf threshol d- nunber {
type uint32;
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description
"This attribute allows for controlling threshold nunber
limt.";
}
}

augnment "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:sav-rul es/sav:sav-rule" {
when "derived-fromor-self(../../sav:address-famly
+ "'vdsav:ipvd )" {
description
"This augnent is valid only for IPv4.";
}

description
"This | eaf augnents an |Pv4 SAV rule.”;
| eaf source-prefix {
type inet:ipv4-prefix;
description
"I Pv4 source prefix.";
}

}

augnment "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:active-sav-rul e/sav:input" {
when "derived-fromor-self(../sav:address-famly
+ "'vdsav:ipvd )" {
description
"This augnent is valid only for IPv4.";
}

description
"Thi s augnent adds the input parameter of the
"active-sav-rule’ action.";
| eaf source-address {
type inet:ipv4-address;
description
"I Pv4 source address.";
}

}

augrment "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:active-sav-rul e/ sav: out put/sav: sav-rul e" {
when "derived-fromor-self(../../sav:address-famly
+ "'vdsav:ipvd )" {
description
"This augnment is valid only for |Pv4.";
}

description
"Thi s augnent adds the source prefix to the reply of the
"active-sav-rule’ action.";
| eaf source-prefix {
type inet:ipv4-prefix;
description
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Li,

"I Pv4 source prefix.";

}
}

augnment "/sav:sav/sav:static-savs" {
description
"Thi s augnent defines the 'static’ pseudo-protoco
with data specific to I Pv4.";
cont ai ner ipv4d {
description
"Support for a ’'static’ pseudo-protocol instance
consists of a list of SAV rules.";
contai ner sav-entry-limts {
description
"Specification limt of ipvd SAV table.";
uses |linit-metadata;
}
list sav-rule {
key "source-prefix";
description
"Alist of static SAV rules.";
| eaf source-prefix {
type inet:ipv4-prefix;
mandat ory true;
description
"I Pv4 source prefix.";

| eaf description {
type string;
description
"Textual description of the SAV rule.";
}

contai ner incomng-interfaces {
description
"Support for incoming interfaces.";
list incom ng-interface {
key "nane";
description
"Each entry contains the information of a
incom ng interface";
| eaf nane {
type if:interface-ref;
description
"The name of an incoming interface.";

}
| eaf check-type {
type identityref {
base sav: sav-check-type;

}

description

"The SAV check type of an incomng interface.";
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<CODE ENDS>

5.3. I Pv6 SAV Managenent YANG Modul e

<CODE BEG NS> file "ietf-ipv6-sav-rul e@023-05-20. yang"

modul e ietf-ipv6-sav-rule {
yang-version "1.1";
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-ipv6-sav-rule";
prefix "vésav";

inmport ietf-sav {
prefix "sav";
}

inmport ietf-interfaces {
prefix "if";
}

inmport ietf-inet-types {
prefix "inet";
}

organi zati on
"I ETF SAVNET Wor ki ng G oup”;

cont act
"TBD";

description
"Thi s YANG nodul e defines the essential elenents for the
managenent of | Pv6 SAV rul e.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
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(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revisi on 2023-05-20 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for SAV Managenent";

}
/* ldentities */

identity ipv6 {
base sav:ipv6
description
"This identity represents the | Pv6 address famly.";

}

/* Groupings */
grouping limt-nmetadata {
description
"Common SAV-rule limt netadata.";
| eaf nunber {
type uint32;
description
"This attribute allows for controlling nunber limt.";

| eaf threshol d-percent {
type uint8 {
range "0..100";
}
description
"This attribute allows for controlling threshold percentage
limt.";

}
| eaf threshol d- nunber {
type uint32;
description
"This attribute allows for controlling threshold nunber
limt.";
}
}

augnment "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:sav-rul es/sav:sav-rule" {
when "derived-fromor-self(../../sav:address-famly
+ "’v6sav:ipve )" {
description
"This augnent is valid only for IPv6.";
}

description
"This | eaf augnents an I Pv6 SAV rule.”;
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| eaf source-prefix {
type inet:ipv6-prefix;
description
"I Pv6 source prefix.";
}

}

augnment "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:active-sav-rul e/sav:input" {
when "derived-fromor-self(../sav:address-famly
+ "’v6sav:ipve )" {
description
"This augnent is valid only for IPv6.";
}

description
"Thi s augnent adds the input paraneter of the
"active-sav-rule action.";
| eaf source-address {
type inet:ipv6-address;
description
"I Pv6 source address.";
}

}

augnent "/sav:sav/sav:sav-tabl es/sav:sav-table/"
+ "sav:active-sav-rul e/ sav: out put/sav: sav-rul e" {
when "derived-fromor-self(../../sav:address-famly
+ "'v6sav:ipve )" {
description
"This augnent is valid only for IPv6.";
}

description
"Thi s augnent adds the source prefix to the reply of the
"active-sav-rule’ action.";
| eaf source-prefix {
type inet:ipv6-prefix;
description
"I Pv6 source prefix.";
}

}

augnent "/sav:sav/sav:static-savs" {
description
"Thi s augnent defines the 'static’ pseudo-protoco
with data specific to I Pv6.";
contai ner ipv6é {
description
"Support for a 'static’ pseudo-protocol instance
consists of a list of SAV rules.";
contai ner sav-entry-limts {
description
"Specification Iimt of ipve SAV table.";
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}

uses |imt-netadata;

list sav-rule {

key "source-prefix";
description

"Alist of static SAV rules.";
| eaf source-prefix {

type inet:ipv6-prefix;

mandat ory true;

description

"I Pv6 source prefix.";

}
| eaf description {

type string;

description

"Textual description of the SAV rule.";

}

contai ner incomng-interfaces {
description

"Support for inconming interfaces.";

list incomng-interface {
key "nane";
description

"Each entry contains the infornmation

incomng interface";
| eaf nane {
type if:interface-ref;
description

}
| eaf check-type {

type identityref {
base sav: sav-check-type;
}

description

"The name of an incomng interface."”;

March 2025

"The SAV check type of an incom ng interface.";

<CODE ENDS>

6. Security Considerations

TBD
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nmodul e: ietf-sav
+--Trw sav
| +--rwrouter-id? yang:dotted-quad
+--ro interfaces
| +--ro interface* [nane]
| +--ro name if:interface-ref
| +--ro total - packets? uint64
| +--ro total -bytes? ui nt 64
| +--ro drop-packets? uint64
| +--ro drop-bytes? ui nt 64
| +--ro sav-invalid-packets? uint64
| +--ro sav-invalid-bytes? ui nt 64
| +--ro sav-valid-packets? ui nt 64
| +--ro0 sav-valid-bytes? ui nt 64
+--rw v4sav-entry-limts
| +--rw nunber? uint32
| +--rw threshol d-percent? uint8
| +--rw threshol d- nunber? uint32
+--rw v6sav-entry-lints
| +--rw nunber? uint32
| +--rw threshol d-percent? uint8
| +--rw threshol d-nunber? uint32
+--rw source-protocol -priorities
| +--rw source-protocol-priority* [type]
| +--rw type i dentityref
| +--rw preference? rul e-preference
+--rw sav-controls
| +--rw sav-enabl ed? bool ean
| +--rw sav-node? identityref
| +---x sav-interface-reset
| | +---winput
| ] +---wreset-statistics? bool ean
| +--rw sav-spoof-top
| +--rw enabl ed? bool ean
| +--rw top- nunber ? ui nt 32
| +--rw sav-bl ock-fl owreport
| +--rw enabl ed? bool ean
+--rw static-savs
+--rw v4sav:ipv4
+--rw v4sav:sav-entry-linmts
+--rw v4sav: nunber? uint 32
+--rw v4sav: t hreshol d-percent? uint8
+--rw v4sav:threshol d- nunber? uint 32
+--rw v4sav: sav-rul e* [source-prefix]
+--rw v4sav: source-prefix inet:ipv4-prefix
+--rw v4sav: descri ption? string
+--rw v4sav:incom ng-interfaces
+--rw v4sav:incom ng-interface* [nange]
| +--rw vdsav: nane if:interface-ref
| +--rw vdsav: check-type identityref
--rw vésav:ipvbé
+--rw v6sav:sav-entry-limts

—_
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| +--rw v6sav: nunber? uint 32

| +--rw v6sav: t hreshol d-percent? uint8

| +--rw v6sav: t hreshol d- nunber? uint 32

| +--rw v6sav:sav-rule* [source-prefix]

| +--rw v6sav: source-prefix inet:ipv6e-prefix

| +--rw v6sav: descri ption? string

| +--rw v6sav:incom ng-interfaces

| +--rw v6sav:incom ng-interface* [nane]

| | +--rw v6sav: nanme if:interface-ref

| | +--rw v6sav: check-type identityref

--rw sav-tabl es
+--rw sav-tabl e* [nane]
+--r0 nane string
+--ro0 address-famly? i dentityref
+--ro description? string

+--ro sav-rules

| +--ro sav-rule*
+--ro0 rul e-preference? rul e-preference
+--ro0 incomng-interfaces
| +--ro inconming-interface* if:interface-ref

I

I

I

| +--ro0 source- protocol i dentityref

| +--ro active? enpty

| +--ro | ast-updat ed? yang: dat e-and-ti ne
| +--r0 v4dsav: source-prefix? inet:ipvé4-prefix
| +--ro0 v6sav: source-prefix? i net:ipv6-prefix
| +--ro total - packets? ui nt 64

| +--ro total -bytes? ui nt 64

| +--ro drop-packets? ui nt 64

| +--ro drop-bytes? ui nt 64

| +--ro sav-invalid-packets? ui nt 64

| +--ro0 sav-invalid-bytes? ui nt 64

| +--ro sav-valid-packets? ui nt 64

| +--ro0 sav-valid-bytes? ui nt 64

+---Xx active-sav-rule

+---w i nput
| +---w v4dsav: source-address?
| +---w v6sav: source-address?
+--ro out put
+--ro sav-rule
+--ro inconmng-interfaces
| +--ro incomng-interface* if:interface-ref

net: i pv4- addr ess
net: i pv6- address

+--1r0 source- protocol identityref
+--ro0 active enpty

+--ro | ast-updat ed? yang: date-and-ti ne
+--ro v4sav: source-prefix? i net:ipva-prefix
+--ro0 v6sav: source-prefix? inet:ipv6-prefix
+--ro total - packets? ui nt 64

+--ro total -bytes? ui nt 64

+--ro drop-packets? ui nt 64

+--ro0 drop-bytes? ui nt 64

+--ro sav-invalid-packets? ui nt 64

+--ro sav-invalid-bytes? ui nt 64
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+--ro sav-bl ock-fl owi nfos

| +--ro sav-bl ock-fl ow i nfo*

| +--r0 source-ip-address

| +--ro source-port

| +--ro0 destination-ip-address
| +--ro destination-port

| +--ro arrival-tinme

+---n sav-event

+--ro0 top-spoof-sav-rul es

| +--ro sav-rule*
+--ro rul e-preference?
+--ro0 incomng-interfaces
| +--ro incomng-interface*

I

|

I

| +--1r0 source-protoco

| +--ro active?

| +--ro | ast-updat ed?

| +--ro0 v4sav: source-prefix?

| +--ro0 v6sav:source-prefix?

| +--ro total - packets?

| +--ro total -bytes?

| +--ro drop-packets?

| +--ro0 drop-bytes?

| +--ro sav-invalid-packets?

| +--ro sav-invalid-bytes?

| +--ro sav-valid-packets?

| +--ro0 sav-valid-bytes?
ugnent /if:interfaces/if:interface:

+--rw sav-contro

| +--rw sav-enabl ed? bool ean

| +--rw sav-node? identityref
| +---x sav-reset

| | +---winput

| ] +---w reset-statistics?
| +--rw sav-spoof-top

| +--rw enabl ed? bool ean
| +--rw top- nunber ? ui nt 32

| +--rw sav-bl ock-fl owreport

| +--rw enabl ed? bool ean

e e ———

Appendi x B. Data Tree Exanpl e

for SAV
| +--ro sav-valid-packets?
| +--ro0 sav-valid-bytes?

March 2025
ui nt 64
ui nt 64

i net:ip-address

ui nt 16

i net:ip-address
uintl6

yang: dat e-and-ti ne

+--ro router-id? yang: dot t ed- quad
+--ro0 address-famly identityref
+--ro sav-limt-reached? Bool ean

rul e-preference

if:interface-ref
i dentityref
enpty

yang: dat e-and-ti ne
inet:ipvé-prefix
inet:ipv6-prefix
ui nt 64

ui nt 64

ui nt 64

ui nt 64

ui nt 64

ui nt 64

ui nt 64

ui nt 64

Bool ean

This section contains an exanmple of an instance data tree fromthe

operational state,
a data nodel that
speci fication [ RFC7895]:

Li, et al.

in JSON encodi ng [ RFC7951] .
is defined by the following YANG |ibrary

Expi res Septenber 27,2025
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Li,

"ietf-yang-library: nodul es-state":
"modul e-set-id": "c2elf54169aa7f 36e1a6e8d0865d441d3600f 9c4",
"modul e": [

et al.

{
"name": "ietf-sav",
"revision": "2023-05-20",
"feature": |
"router-id"
1,
"namespace”: "urn:ietf:parans:xm:ns:yang:ietf-sav",
"conformance-type": "inplenent"
¥
{
"name": "ietf-ipv4-sav-rule",
"revision": "2023-05-20",
"namespace"”:
"urn:ietf:parans: xm:ns:yang:ietf-ipvd-sav-rule",
"conformance-type": "inplenent"
b
{
"name": "ietf-ipv6-sav-rule",
"revision": "2023-05-20",
"nanmespace":
"urn:ietf:parans: xm:ns:yang:ietf-ipv6-sav-rule",
"conformance-type": "inplenent",
b
{
"name": "ietf-interfaces"”,
"revision": "2018-02-20",
"namespace": "urn:ietf:parans:xn:ns:yang:ietf-interfaces",
"conformance-type": "inplenent"
b
{
"name": "ietf-inet-types",
"namespace": "urn:ietf:parans:xm:ns:yang:ietf-inet-types",
"revision": "2013-07-15",
"conformance-type": "inport"
b
{
"nanme": "ietf-yang-types",
"namespace": "urn:ietf:parans:xm:ns:yang:ietf-yang-types",
"revision": "2013-07-15",
"conformance-type": "inport"
b
{
"name": "iana-if-type",
"nanmespace": "urn:ietf:parans:xn:ns:yang:iana-if-type",
"revision": "2014-05-08",
"conformance-type": "inplenent"
b
{
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"nanme": "ietf-ip",
"revision": "2018-02-22",
"namespace": "urn:ietf:params:xm:ns:yang:ietf-ip",
"conf ormance-type": "inplenment"
}
]
}
}
A simple network setup as shown in Figure 2 is assumed: router "A"

Li,

uses static SAV rule on interface "eth0" to verify traffic nessage

fromthe subnet attached to "B"

"198. 51.

The instance data tree could then be as foll ows:

.
"fetf-
"int

{

et al.

100. 1" and "2001:db8:0:2::1".

ethO | 2000: db8: 0: 1:: 2

| 193.0.2.2
I

|
| 2000: db8: 0: 1:: 1

| 193.0.2.1
S S +
I I
| Router B |
| |
S SRR S SRR +
| 198. 51. 100. 1

| 2000: db8: 0: 2:: 1

router with source address

Figure 2: Exanpl e of Network Configuration

interfaces:interfaces": {

erface": |

"name": "eth0",

"type": "iana-if-type:ethernetCsnmacd",
"description": "Downlink to B.",
"phys-address": "10:0C: 43: E5: B3: E9",
"oper-status": "up",

"statistics": {

"discontinuity-time": "2023-05-20T17:11:27+02: 00"

} i)
"ietf-ip:ipvd": {

Expi res Septenber 27,2025
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"forwardi ng": true,
"mu": 1500,
"address": |
{

Li,

}
]
b

"ietf

"ip": "193.0.2.2",
"prefix-length": 24
}
]

etf-ip:ipve": {
"forwardi ng": true,
“mu": 1500,
"address": |

"ip": "2000: 0db8:0:1::2",
"prefix-length": 64
}
1,
"autoconf": {
"create-gl obal -addresses”: fal se

"sav-control ": {
"sav-enabl ed": true,
"sav-npde": "ietf-sav:sav-cnf

}

-sav:sav": {

"router-id": "193.0.2.2",
"static-savs": {
"ietf-ipvd-sav-rule:ipvd": {

}

et al.

"sav-rule": [

{
"source-prefix": "198.51.100. 0/ 24",
"incomng-interfaces": {
"incom ng-interface": "eth0"
}
}

]

Zetf-ipv6-sav-ru|e:ipv6ﬁ {
"sav-rule": [

{
"source-prefix": "2000: db8:0:2::/64",
"incom ng-interfaces": {
"incom ng-interface": "eth0"
}
}

]
Expi res Septenber 27,2025
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}
}
"sav-tables": {
"sav-table": |

"nanme": "ipv4-naster”,
"address-fam | y":

"ietf-sav:ipva",
"sav-rules": {

"sav-rule": [

{

ietf-ipvd-sav-rule:source-prefix":
"198. 51. 100. 0/ 24",
i ncom ng-interfaces": {
"incom ng-interface": "eth0"

}

ul e-preference": 5,
"source-protocol": "ietf-sav:static",
"| ast -updated": "2023-5-20T17:11:27+02: 00",
"total -packets": 10,

"total -bytes": 100,

"dr op- packets": O,
"drop-bytes": O,
"sav-invalid-packets": 0,
"sav-invalid-bytes": O,
"sav-val i d-packets": 10,
"sav-valid-bytes": 100

"name": "ipv6-naster",
"address-fam | y":

"ietf-sav:ipve",
"sav-rules": {

"sav-rule": [

{

ietf-ipv6e-sav-rul e:source-prefix":
"2000: db8: 0: 2: : /64",
i ncom ng-interfaces": {

"incom ng-interface": "eth0"

}

ource-protocol": "ietf-routing:static",
"rout e-preference": 5,

"l ast -updat ed": "2023-5-20T17: 11: 27+02: 00",
"total -packets”: 10,

"total -bytes": 100,

"dr op- packets": O,

"drop-bytes": 0,

"sav-invalid-packets": O,
"sav-invalid-bytes": O,

Li, et al. Expi res Septenber 27,2025 [ Page 39]



Internet-Draft YANG Data Mddel for SAV March 2025
"sav-val i d-packets": 10,
"sav-valid-bytes": 100
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