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Abst r act

Sour ce Address Validation (SAV) nechani sms, such as uRPF, ACLs, and
BM SPF, are applied to prevent |IP source address spoofing. However,
these nechani sns are typically designed for static routing scenarios
and depl oyed at fixed network boundari es.

Wth the increasing adopti on of dynami c forwardi ng technol ogi es such
as SRv6 Policy and Fast Reroute (TlI-FRR), the network’s actual
forwardi ng path may change frequently due to policy-based traffic
steering or link failures. |In such cases, statically deployed SAV
rules may fail to validate traffic on newy activated or alternate
pat hs, creating validation blind spots or even leading to fal se
positives that block legitimte traffic.

This draft proposes an On-Demand Source Address Validation Activation
mechanism It enables routers to dynam cally activate or update SAV
rules on specific interfaces only when the interface becones part of
an active forwarding path due to policy or failover triggers. This
approach enhances SAV coverage, avoi ds unnecessary resource
consunption, and ensures SAV correctness under dynanmic path switching
scenarios driven by SRv6-policy and Tl-FRR

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 May 2026.
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the legitimcy of source addresses in data packets.

Val idation (SAV) serves as a foundationa
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I P networks depends heavily on the ability to verify
Sour ce Address
mechanismto mtigate IP

spoofing attacks by enforcing policies that ensure packets originate

from expected | ocati ons.

*

ACL-based filtering,
configured on specific interfaces.

URPF, which verifies that a packet’
via the receiving interface according to the FIB
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*  BM SPF, which opens mninmal set of interfaces based on | GP.[bnspf]

While effective in static or stable routing environments, these
mechani sns face growing limtations in nodern networks that adopt
pat h engi neering and fast reroute techni ques.

In particular, Segnent Routing over |IPv6 (SRv6) [RFC8987] enables
operators to define custonized traffic paths (SRv6 Policies) that
override shortest-path routing, while Topol ogy-I|ndependent Fast
Reroute (TI-FRR) ensures traffic continues during |ink or node
failures by instantly switching to backup paths. These capabilities
i ntroduce highly dynanic forwardi ng behavior, where the actual path
of a data packet may change based on traffic type, policy
reconfiguration, or network failure—w thout correspondi ng updates to
the existing SAV rul es deployed in the network.

Under such conditions:

* SAV validation may be bypassed if the forwarding path traverses
interfaces without validation rules (validation blind spot).

* Legitimate traffic nay be dropped if SAV rules msnmatch the active
path due to del ayed or nissing updates (fal se positives).

* Resource overhead increases if operators pre-deploy SAV rules on
all possible interfaces to anticipate changes (inefficient and
hard to nanage)

To address these issues, this draft introduces a mechanismfor On-
Demand Source Address Validation Activation, which dynamically
installs, updates, or revokes SAV rules on interfaces based on real -
time detection of path changes. The nechani sm supports two
representative trigger types

* SRv6 Policy Routing, where control-plane or application policies
initiate path re-selection

* TI-FRR where the forwardi ng pl ane autononmously switches to a
preconmput ed backup path upon failure detection

By aligning SAV activation with the actual packet forwarding path

the proposed nechani sminproves security robustness, resource
efficiency, and operational adaptability in dynanm c networKks.
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Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] [ RFC8174].
Ter mi nol ogy

The following terns are used in this draft:

* Segnent ldentifier (SID): An identifier for each path segnment used
to guide traffic within the network.

* Segnent List: An ordered list of SIDs that defines the path for
traffic fromthe source to the destination.

* SR-policy: Segnent Routing policy, A policy consisting of one or
nmore Segnment Lists, each representing an alternate path.

* FIB: Forwarding Information Base.

* SAV: Source Address Validation.

* UuRPF: Uni cast Reverse Path Forwarding.

* BMSPF: Bidirectional Metric based Shortest Path First Mechani sm
* FRR Fast Reroute

* TI-LFA: Topol ogy | ndependent Loop-Free Alternate.

*  SRv6: Segnment Routing over | Pv6.

* I ngress/Egress: The starting/ending router in a forwarding path.

Overvi ew of on-demand SAV acti vati on nechani sm

The On- Denand Source Address Validation (SAV) Activation Mechanismis
a dynam ¢ and pat h-aware val i dati on approach designed to ensure
preci se and efficient spoofing prevention in networks where
forwardi ng paths may change frequently due to control-plane policies
or fast reroute events. Unlike traditional SAV mechanisns that rely
on static interface bindings or shortest-path assunptions, the on-
demand nodel provides interface-level validation granularity that
closely follows actual packet forwardi ng behavior
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This mechanismis particularly tailored to support intra-domain

depl oynent s where advanced routing schemes—such as SRv6 Policy-based
traffic steering and Topol ogy-1 ndependent Fast Reroute (Tl-FRR)—are
actively used to inprove performance, availability, and flexibility.
In these cases, packet forwarding nmay dynamically deviate fromthe

| GP shortest path or revert rapidly to backup routes, rendering
static SAV rules insufficient or ineffective.

Desi gn CGoal s

The on-denand SAV nechanismis designed to neet the foll ow ng goals:
* Pat h- Coupl ed Validation Activation: SAV rules are activated only
on interfaces that currently participate in forwarding traffic for
protected source prefixes, mnimnzing resource consunpti on and

fal se positives.

* Trigger-Based Adaptivity: SAV activation responds in real-tine to
forwardi ng path changes triggered by:

- SRv6 SIDIlist updates in the control plane (e.g., application
policy shift).

- FRR activation upon link or node failure.

* Distributed and Li ghtwei ght Propagation: SAV-specific information
(such as prefix/interface mappings) is propagated only to affected
routers, allow ng scalable and increnmental rule installation
wi t hout network-w de updat es.

* Fine-Gained Rule Lifecycle: SAV rules are assigned explicit

activation conditions and expiry policies (e.g., duration, path

reversion), ensuring tinmely withdrawal and state consistency.

Mechani sm Wor kf | ow

The nechani sm operates via a coordi nated process involving core
Vor kf | ow:

1. Trigger Detection:
* Path changes are detected through control -plane events (e.g., SRv6
policy change notifications) or data-plane reactions (e.g., TI-FRR

activation).

* [Each event is associated with a set of source address prefixes
that require protection.
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2. SAV-specfic information update and SAV rul e CGeneration

* Local router |ogic conmputes the updated validation scope, which
i ncl udes:

- Source prefixes to be validated

- Interfaces on each router along the active path where
val i dati on shoul d be enforced.

* These information is encoded in SAV-specific nessages and
propagated from source router to validation entities (the routers
that need to performvalidation).

3. Rule Activation and Enforcenent:

* Upon receiving the SAV-specific information, validation routers
dynanically create or update SAV rules (e.g., prefix filters, ACL
entries, enhanced uRPF nodes).

* Rules are scoped in tinme or bound to session triggers, and are
wi t hdrawn when the correspondi ng path becones inactive.

Integration with BM SPF and Static SAV

The proposed on-demand mechanismis not intended to replace existing
SAV net hods, but to conplenment themin scenarios where static
validation falls short. |In particular

* BM SPF (Bidirectional Metric-based Shortest Path First) continues
to serve as a reliable default for symmetric or |GP-derived paths

* On-demand activation is selectively applied only to forwarding
pat hs resulting from

-  SRv6 Policy-based steering, which diverges from BM SPF-conput ed
pat hs.

- TI-FRR-driven failover, where backup paths are not part of the
IGP s steady-state shortest path.

Through this hybrid approach, operators can retain static validation

as a baseline while dynami cally extending coverage to alternate or
policy-induced routes with mnimal operational overhead.
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4.4. Applicability Scope

The on-denmand SAV nmechanismis explicitly scoped to support two types
of dynam c forwarding scenarios within a single adm nistrative
domai n:

* SRv6 Policy Paths: Where the control plane installs an explicit
SIDlist to steer traffic along a non-default path, typically for
application-aware routing or SLA enforcenent.

* TI-FRR Backup Paths: Where data-pl ane-level fast reroute
mechani sms instantly switch traffic to preconputed backup next
hops upon failure, requiring tenporary and i nredi ate SAV
activation al ong the backup route.

Table.1 Trigger conditions for on-demand activation

| Trigger Type | Exanpl e Scenario | SAV Activation Scope

I
R RRRREEEEEEEEE | o R EEEEEEEEEEEEEE
| SRv6-policy | SRv6 SIDIist reroute | Prefixes/Interfaces on ne
w pat h|
| FRR Activation | TI-LFA backup engaged after failure | Prefixes backup path inte
rfaces|

O her scenarios such as ECMP, BGP-based inter-domain routing, or
mul ticast are outside the scope of this specification, but may be
considered in future extensions.

5. Usecases of On-Demand SAV Activation nechani sm

The On- Denand SAV nechani smis designed to conpl ement and extend
traditional SAV enforcenent nodels in dynamic routing environnents.
It particularly addresses the validation gaps caused by traffic

engi neeri ng changes and fast reroute nechanisns by dynamically
activating SAV rules only on affected interfaces. Below we present
two representative use cases: SRv6-policy based rerouting and TI-FRR
based failure recovery.

5.1. SRv6-Policy Based On-Demand SAV

In this intra-domain network, nmultiple types of traffic coexist,
including | atency-sensitive voice traffic and hi gh-bandwidth file
transfer traffic. These traffic types are routed differently based
on service requirements:

* Default Path: The shortest path conputed by IGP (BM SPF) is used:
RL - RR - R3.
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* Policy-Driven Path (File Transfer/H gh Bandwi dth Traffic): A
Segment Routing over 1 Pv6 (SRv6) policy instructs routers to use
an alternate path with higher bandw dth capacity: RL - R4 — R3

An SRv6 controller prograns this policy using a SID (Segnent
Identifier) list and updates the forwarding path dynamically.

S +
| Controller |
Fom e o - +
/' SRv6-policy
+--- - - + +--- - - + +--- - - +
I | R |- | R |
+----- + eth0 +----- + +----- +
ethl \ | /| eth3
\ | /
+o-m o - +
eth2 | R4 |
Fomm - - +
o e e e e +
| Host/Customer NetworKk]|
| Prefix: P_X |
o +

Figure 1 An exanpl e of SRv6-Policy Based On-Demand SAV usecase

In this scenario, when the policy change takes effect and traffic is
redirected via RL > R4 — R3, traditional |GP-based SAV at routers
like RA may not permit traffic originating fromprefix P_ X if that
source was not expected on that interface. On-Demand SAV solves this

by:

* Dynamically activating SAV rules for prefix P_X on R4 s ingress
interface (e.g., eth2) based on the updated SAV-specific
information [architecture].

* Ensuring that only traffic matching the expected policy is
accept ed.

* Avoi di ng bl anket SAV deactivation while preserving forwarding
flexibility.

This selective activation protects agai nst spoofing while allow ng
legitimate policy-driven traffic to be validated correctly.
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5.2. TI-FRR Based On-Demand SAV

In a second scenario, the network uses Topol ogy-| ndependent Loop- Free
Alternate (TI-LFA) for fast failure recovery. The default routing
path is again: RL > R — R3.

If Router R2 fails, TI-FRR is automatically triggered at Rl. Traffic
is rerouted via the pre-cal cul ated backup path: Rl - R4 — R3. This
fast rerouting is done locally w thout requiring imredi ate gl obal
conver gence.

Under normal conditions, prefix P X is associated with the prinmary
path. SAV rules are installed accordingly on the primary interfaces
(e.g., R2 and R3). \When failure occurs:

* Primary Path (eth0) SAV Downgrade: SAV checks may be disabl ed or
rel axed on the nowinactive interface ethO at RI.

* Backup Path (ethl — eth2 — eth3) SAV Activation: On-demand SAV is

triggered on the interfaces along the backup path based on the
updat ed SAV-specific information:

- ethl (Rl > R4).

- eth2 (R4 ingress).

- eth3 (R4 = R3).
This ensures that even during transient forwardi ng path changes,
prefix-based source validation continues to be enforced only on

rel evant interfaces, reducing the risk of spoofing or source address
m sval i dati on.

+----- + +----- + +----- +
| Rl [------- | R [------- | R |
S R + ethQ +----- + S R +
ethl \ | /[  eth3
\ | /
+--m - - +
eth2 | R4 |
oo +
Fom e +
| Host/Custoner NetworKk]|
| Prefix: P_X |
o e e e e +

Figure 2 An exanple of TI-FRR Based On-Demand SAV usecase
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SAV- speci fi ¢ messages propagation
TBD
Concl usi on

The On- Denand Source Address Validation (SAV) nechani smoffers a
practical enhancenent to existing SAV franmeworks by enabling dynam c,
policy-aware validation capabilities. Targeting scenarios with
dynanmi ¢ path switching such as SRv6 Policy-based routing and Tl-FRR
this nmechanismensures that traffic traversi ng backup or non-default
pat hs can still undergo precise source address validation, overcomn ng
the limtations of traditional SAV nethods.

By coupling route-aware control with dynamc rule activation, this
mechani sminstalls SAV rul es only when and where needed—at nerge
points or policy egress/ingress interfaces—thus reducing the overhead
of global static configurations. It also aligns well with the
principles of resource efficiency, mniml control plane inpact, and
fast adaptability to network changes.

As networks increasingly adopt path-aware forwardi ng and dynam c
policy enforcenent, the On-Denmand SAV nechani sm provi des a forward-
conpati ble foundation to maintain security guarantees w thout
sacrificing flexibility. Future work may include interoperable
si gnal i ng extensions, coordination with SRv6 controller behavior, and
operational guidelines for real-world depl oynments.
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TBD
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