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Abstract

Thi s docunent defines a hash polarization mtigation extension for
Li nk Aggregation (LAG and Equal - Cost Multi-Path (ECMP) routing
Thi s document specifies hash input field selection rules, Shift
Factor definition and generati on methods, hash val ue adj ust nent

al gorithms, and normative requirenents for device processing

pr ocedures.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026

Copyright Notice
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Appendi x A. Al gorithm Exanpl es (Infornatlve)
A.1. Conputation Exanples
A.2. Milti-Device Scenario

Aut hors’ Addresses

I nt roducti on

Backgr ound

Li nk Aggregation (LAG, defined in | EEE 802. 1AX [| EEE802. 1AX]

12
13
13
13

and

Equal - Cost Multi-Path (ECWMP) routing, described in [ RFC2991] and
[ RFC2992], are fundanental nechani snms for network | oad bal anci ng.
These nechani sns conput e hash val ues from packet fields and map the

hash values to one path within the set of avail abl e paths.

In multi-tier network topol ogi es, when devices at each tier enpl oy

i dentical hash algorithns and identical input field configurations,
packets with identical hash inputs produce identical hash val ues at
each tier and are consequently mapped to the sanme relative path
positions. This behavior causes traffic to persistently aggregate on
speci fic physical paths, a phenonenon termed hash pol arization

Document Scope

Thi

s docunent defines the follow ng:

* Hash input field selection and configuration rules

* Shift Factor definition, value range, and generation nethods

* Shift Factor-based hash val ue adjustnent al gorithm
*  Normative device packet processing procedures
* Error handling requirenents

* Manageability requirenents

—
=.

i s docunent does not define the foll ow ng:

* Specific LAG or ECVWP protocol specifications
* Data plane encapsul ation formats

* Specific hash algorithminpl enentations

* Control plane protocols

et al. Expires 1 Septenber 2026
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1.3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy and Definitions

2.1. Abbreviations
ECMP:  Equal - Cost Multi-Path routing.
HRNG  Har dwar e Random Number GCener ator.
LAG Link Aggregation.

2.2. TermDefinitions

Hash I nput Data: The sequence of field values extracted froma
packet and used for hash conputation.

Initial Hash Value: The output val ue produced by the hash function
operating on Hash | nput Data.

Adj ust ed Hash Val ue: The value resulting from processing the Initial
Hash Value with the Shift Factor, used for final path selection

Shift Factor: An unsigned integer paranmeter used for circular bit
rotation of the Initial Hash Val ue.

Hash Pol ari zation: A phenonmenon where traffic persistently
aggregates on specific paths due to identical hash configurations
across multi-tier |oad bal anci ng devi ces.

Path I ndex: A non-negative integer identifying a specific path
within the set of avail able paths, nunbered starting from zero.

3. Hash Input Field Selection
3.1. Field Types
3.1.1. Mandatory Fields

Devi ces conforming to this specification MIST support the follow ng
hash i nput fields:
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Layer 2 fields: Source MAC Address (48 bits), Destination MAC Address
(48 bits), EtherType (16 bits), VLAN ID (12 bits).

Layer 3 fields: Source |P Address (32 bits for IPv4, 128 bits for
| Pv6), Destination |IP Address (32 bits for |IPv4, 128 bits for |Pv6),
Protocol or Next Header (8 bits), Flow Label (IPv6 only, 20 bits).

Layer 4 fields: Source Port (16 bits), Destination Port (16 bits).
3.1.2. Optional Fields

Devi ces confornming to this specification SHOULD support the follow ng
optional fields:

Inner tunnel fields: For packets with tunnel encapsul ation such as
VXLAN [ RFC7348], GRE, or MPLS, support for extracting Layer 2, Layer
3, and Layer 4 fields frominner packets.

Devi ces confornming to this specification MAY support the follow ng
ext ended fi el ds:

Custom of fset fields: Byte sequences of specified length extracted
fromspecified byte offset positions within packets.

3.2. Field Selection Configuration

Devi ces MJST provide a configuration nmechani sm all ow ng i ndependent
enabling or disabling of each field defined in Section 3.1 for hash
conputation participation

For devi ces supporting inner tunnel fields, the configuration
mechani sm MUST al | ow speci fication of one of the foll owi ng options:
use outer fields only; use inner fields only; use a conbination of
both outer and inner fields.

Devi ces SHOULD support bitnmask configuration, allow ng specification
of a mask value for each field. Wen a nask is configured, only bit
positions corresponding to mask bits set to 1 participate in hash
comput at i on.

3.3. Hash Input Data Assenbly

Devi ces MUST assenbl e Hash I nput Data according to the follow ng
rul es:

Li, et al. Expires 1 Septenber 2026 [ Page 5]
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* Extract field values sequentially in the order specified by

configuration. |If field order is not configured, devices MJIST use
an i npl ementati on-defined determnistic order and MJST docunent
this order.

* Field values are represented in network byte order (big-endian).

* Concatenate field values sequentially into a contiguous byte
sequence, formng the Hash I nput Data.

* |f afield does not exist in the packet (e.g., |IP address fields
for non-I1P packets, or port fields for non-TCP/ UDP packets), that
field position MUST be filled with all-zero val ues.

* |If afield mask is configured, devices MJIST performa bitw se AND
operation between the field value and the mask, then include the
result in the Hash | nput Data.
Default Configuration
VWhen no explicit configuration is present, devices MJST use the
following default field set: Source |P Address, Destination IP
Addr ess, Protocol, Source Port, Destination Port. This field set is
comonly referred to as the five-tuple.
Shift Factor

Definition and Val ue Range

The Shift Factor is an unsigned integer used for circular bit
rotation of the Initial Hash Val ue.

Let Wdenote the bit width of hash values. The valid value range for
the Shift Factor is the closed interval [0, W1].

Devi ces MUST support a hash value width of at |least 16 bits. Devices
SHOULD support a hash value width of 32 bits. Devices MAY support
ot her hash val ue wi dt hs.

Cener ati on Met hods

Devi ces MUST support at |east one of the follow ng Shift Factor
gener ati on met hods:

Static Configuration: Explicit specification of the Shift Factor

val ue t hrough the managenent interface. Wen static configuration is
used, the configured value MJST be within the valid val ue range.

et al. Expires 1 Septenber 2026 [ Page 6]
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Random CGenerati on: Automatic generation of a random val ue as the
Shift Factor during device initialization. Wen random generation is
used, devices SHOULD use a Hardware Random Nunmber GCenerator (HRNG or
crypt ographi cally secure pseudo-random nunber generator. Devices
MUST NOT use predictabl e pseudo-random nunber generators such as

Li near Congruential Generators.

Devi ces MAY support regeneration of the Shift Factor during runtine.
Per si st ence

After device restart, the Shift Factor behavi or depends on the
generati on net hod:

If static configuration is used, devices MIST restore the configured
Shift Factor value after restart.

If random generation is used, devices MAY generate a new random val ue
after restart, or MAY persistently store and restore the previous
val ue. Devices SHOULD docunent their behavior.

Hash Val ue Conputation and Path Sel ection
Initial Hash Val ue Conputation

Devi ces MUST input the Hash Input Data to a hash function and conpute
the Initial Hash Val ue.

Hash function selection is outside the scope of this docunent.
Conmon choi ces include CRC polynom al families and XOR-based fol di ng
al gorithms.

The hash function output bit width MIST equal the hash value width W
defined in Section 4.1.

Hash functions SHOULD have good distribution uniformty, meaning that
for randomy distributed inputs, output values are approxi mately
uniformy distributed within the range [0, 2"W- 1].

5.2. Hash Val ue Adjustnent Al gorithm

Li,

Let H denote the Initial Hash Value, Wdenote the bit width, and S
denote the Shift Factor. The Adjusted Hash Value H MJST be conputed
according to the follow ng al gorithm

H = ROR(H, S W

Where ROR is the circular right rotation function, defined as:
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ROR(H S, W = (H>> 95 OR(H<< (W- 9))

Operators are defined as follows: ">>" is logical right shift with
zero-fill of high-order bits; "<<" is logical left shift with zero-
fill of loworder bits; "OR" is bitwi se OR operation.

When S equals 0, H equals H Inplenmentati ons MIST correctly handl e
this boundary conditi on.

When S equals W this case should not occur per the val ue range
constraint. If Sis greater than or equal to Wdue to configuration
error, devices MJUST treat S as 0 and SHOULD | og an error.

Pat h Sel ecti on

Let N denote the nunber of available paths (N > 0). Devices MJST
conpute the Path Index P according to the follow ng fornula:

P=H nod N

VWhere "nod" is the nodul o operation, with a non-negative integer
resul t.

Path indices are nunbered starting fromO, with valid range [0, N1].

Devi ces MJST forward packets to the path corresponding to Path |ndex
P

When the path set changes (e.g., nenber port failure or recovery),
the N val ue changes accordingly. Devices MJST use the updated N
val ue to conpute Path |Index for subsequent packets.
Devi ce Processing Procedures

Recei ve Processing
When a device receives a packet requiring LAG or ECMP | oad bal anced
forwardi ng, the device MIST execute processing in the foll ow ng
or der:
First, parse packet headers. For tunnel -encapsul ated packets, if
configuration requires use of inner fields, devices MIST conpl ete
i nner header parsing.

Second, extract hash input fields fromthe packet according to
current configuration
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6

6

6

7

7

Third, assenble Hash Input Data according to the rules in
Section 3. 3.

Fourth, conpute the Initial Hash Value H

Fifth, conpute the Adjusted Hash Value H wusing the current Shift
Factor according to the algorithmin Section 5.2.

Si xth, conpute the Path Index P according to the formula in
Section 5.3 using the current nunber of available paths N

Seventh, forward the packet to path P

2. FError Handling

2.1. Parsing Failures

I f packet header parsing fails (e.g., truncated headers, checksum

errors, non-conformant format), devices SHOULD handl e the situation

as foll ows:

* |f sonme fields have been successfully extracted, devices NAY
continue conputation using extracted fields, with non-extracted
fields filled with all-zero val ues

* If no configured fields can be extracted, devices SHOULD forward
the packet to the default path (Path Index 0).

* Devices SHOULD nmintain a parsing failure counter.
2.2. Configuration Errors

If the Shift Factor configuration value exceeds the valid range,
devices MJUST treat the Shift Factor as 0, SHOULD |l og a configuration
error, and SHOULD notify the administrator through an alerting
mechani sm

If the hash input field configuration is enpty (no fields enabled),
devi ces SHOULD use the default configuration defined in Section 3.4
and SHOULD | og a configuration warning.

Manageabi |l ity Consi derations

1. Configuration Parameters

Devi ces conforming to this specification SHOULD provide the follow ng
configuration paraneters through managenent interfaces

Li, et al. Expires 1 Septenber 2026 [ Page 9]
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7.2.

Hash input field enable state, allow ng independent configuration
for each field.

Field bitmask values, if mask functionality is supported.
Shift Factor generation nmethod sel ection

Static Shift Factor configuration value, when static configuration
i s used.

Qperational State

Devi ces confornming to this specification SHOULD provide the follow ng
operational state queries through managenent interfaces:

*

7.3.

Currently effective Shift Factor val ue.
Currently effective hash input field configuration

Per-path traffic statistics, including packet counts and byte
counts.

Parsing error counts.
Configuration error counts.

Loggi ng and Notifications

Devi ces SHOULD | og events when the foll ow ng occur:

*

8. 1.

Li,

Shift Factor val ue changes, including initial generation, static
configuration changes, and runtine regeneration

Hash input field configuration changes.
Configuration error detection

Parsing error rate exceeds an inplementation-defined threshol d.

Security Considerations

Confi guration Access Contro

Shift Factor and hash input field configuration affects traffic
di stribution. Unauthorized configuration nodification may cause
abnornmal traffic aggregation, resulting in congestion or service
degr adati on.

et al. Expires 1 Septenber 2026 [ Page 10]
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I mpl ement ati ons MUST enforce authentication for configuration

operations. |nplenmentations MJST enforce authorization control for
configuration operations, allowing only admnistrators with
appropriate privileges to nodify configuration. |nplenentations

SHOULD nai ntain configurati on change audit |ogs, including operation
time, operator identity, and change content.

8.2. Randomess Quality

8. 3.

8. 4.

8. 5.

Li,

When usi ng random generation to produce the Shift Factor, weak
randommess nmay nake the Shift Factor predictable, allow ng attackers
to infer traffic distribution patterns.

I mpl enent ati ons SHOULD use a Hardware Random Nunber Generator (HRNG .
If software random nunber generators are used, inplenentations MJST
use cryptographically secure pseudo-random nunber generators
(CSPRNG), such as those based on AES-CTR or ChaChaZ20.

I mpl ement ati ons MUST NOT use Linear Congruential Generators, Mersenne
Twi ster (non-cryptographic variants), or other predictable

generators

Traffic Anal ysis Attacks

Attackers may infer |oad bal ancing configuration by observing network
traffic patterns.

I'n depl oynents with high security requirenents, operators MAY
consi der periodic Shift Factor configuration updates.

Hash Col | i sion Attacks

Attackers may construct packet sets with identical hash val ues,
causing traffic to concentrate on specific paths and resulting in
pat h congesti on.

I mpl ement ati ons SHOULD sel ect hash functions with good collision

resi stance. Qperators SHOULD deploy traffic nonitoring nechanisns to
detect abnormal traffic patterns. Operators MAY deploy rate limting
mechani sms as a mitigation nmeasure.

Mul ti-Tenancy |solation
In multi-tenant environnents, configuration for different tenants
MUST be nutually isolated. Tenants MJUST NOT be able to view or

modi fy Shift Factor or hash input field configuration of other
t enants.
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9.

10.

10.

10.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

The mechani sm defined in this docunent is |ocal device behavior and
does not involve protocol field allocation, port nunber registration,
or parameter encoding registration.
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Thi s appendi x provi des conputati on exanpl es of the hash val ue
adj ustnent algorithmfor reference purposes.
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Conput ati on Exanpl es

G ven conditions: Initial Hash Value H = 0x12345678; Hash value wi dth

W= 32 bits; ECVMP group nenber count N = 4.

Exanpl e conputati ons are shown in the follow ng table:

b el oo s s s oo s s s e el el ]
| S | Grcular Right Rotation | H | Path Index |
f Sl ety e ety ety
| 0 | ROR(0x12345678, 0, 32) | 0x12345678 | O |
I I I T I R R I I +
| 4 | ROR(0x12345678, 4, 32) | 0x81234567 | 3 |
I S i I T I R R R R +
| 8 | ROR(0x12345678, 8, 32) | 0x78123456 | 2 |
I T I I I A S I i I i +
| 16 | ROR(0x12345678, 16, 32) | 0x56781234 | 0 |
I I I T I R R I I +

Tabl e 1: Conputation Exanples
Mul ti-Device Scenario

Consi der three devices deployed in series, each configured with a
different Shift Factor:

Device Ais configured with Shift Factor 0. Device B is configured
with Shift Factor 4. Device Cis configured with Shift Factor 8.

When traffic flows with identical five-tuples traverse these three
devi ces sequentially, the path selection results at each device are
as shown in Table 1. Because each device has a different Adjusted
Hash Val ue, path selection results exhibit differentiated

di stribution.
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