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Abst r act

| Pv6 provides extension header nechani smfor additional functions.
There are energing features based on the extension headers, such as
SRv6, Network Slicing, Alternate Marking, i OAM DetNet etc. In sone
net wor ks, the operators mght want to | everage these new features but
since the network systemstill using sone | agecy encapsul ati ons ot her
than IPv6 (e.g. VXLAN, CRE etc.), these features are just not
applicable for them

Thi s docunent introduces sone cases of such scenarios, and di scusses
the potential requirenent of defining a new CGeneralized |IPv6 Tunne
(AdP6). Wth AdP6, all the additional functions defined as |Pv6

ext ensi on headers could be easily supported, so that the |egacy
encapsul ations could migrate to a unified solution rather than
sccaterred upgrade in each | egacy technol ogi es, which is heavy burden
for the industry.

Consi deri ng network devices have different capabilities of |Pv6

ext ensi on header processing, this docunent al so anal yses the issues
found during the depl oynment of the above new features using | Pv6
ext ensi on headers and the protocol extension requirenents for |Pv6
capability advertisenment are defined.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| Pv6 provides extension header nechani smfor additional functions.
There are energing features based on the extension headers, such as:

- [RFC8704] defines IPv6 encapsul ation for SRv6 network progranm ng.

- [I-D.ietf-6man-ipv6e-alt-nmark] defines |Pv6 encapsul ation for
Al ternat e MarKki ng.

- [I-Dietf-ippmioamipv6-options] defines |IPv6 encapsul ation for
| OAM

- [1-D.ietf-6man-enhanced-vpn-vtn-id] defines the |IPv6 encapsul ation
used to determ ne resource isolation

- [I-D.yzz-det net - enhanced- dat a- pl ane] defi nes the | Pv6 encapsul ati on
for inplementing bounded | atency.

There are sone scenarios that the network operators want to | everage
these new features but since the network systemstill using some

| agecy encapsul ations other than IPv6 (e.g. VxLAN, GRE etc.), so
these features are not applicable. 4 P6
[1-D.li-rtgwg-generalized-ipv6-tunnel] defines a generalized |Pv6
tunnel to unify the IP tunnels to support the new features. Wth

G P6, all the additional functions defined as | Pv6 extension headers
could be easily supported, so that the |egacy encapsul ati ons could
mgarate to a unified solution, rather than extending all the |egacy
I P tunnel s individually.

However, network devices have different capabilities of |Pv6

ext ensi on header processing, which hugely inpact the depl oynent of
these features, even causes the packet |loss. Thus, this docunent

al so anal yses the issues found during the depl oynent of the above new
features using | Pv6 extension headers. 1In order to solve the issues,
the capabilities of |IPv6 extension header process can be advertised
among networ k devices and reported from network devices to the
controller. Based on these |Pv6 capability information, the new
features can be depl oyed properly.
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Ter mi nol ogy

| Pv4: Internet Protocol version 4

| Pv6: Internet Protocol version 6

i OAM In-situ Operations, Adnministration, and M ntenance
SRv6: Segnment Routing over |Pv6

VXLAN: Virtual Extensible LAN

GRE: Generic Routing Encapsul ation

GIP: GPRS Tunnel ling Protoco

GPRS: Ceneral Packet Radi o Service

Scenari os and Gaps

Private |ine E2E Measurenent/ Troubl eshooti ng

Qperators night want to | everage i OAM technol ogi es to provide users
wi t h perfornmance nmeasurenent and troubl eshooting capabilities across
the entire private line, which requires end-to-end i OAM

i mpl ement ati on m ght across the WAN (Wde Area Network) and the DCN
(Data Center Network). Especially in the SFC (Service Function
Chain) scenario, the path of data flow may enter and exit the cloud
multiple tines, making fault |ocalization extrenely conplex. The
current issue is that the WAN and DCN mi ght use different VPN
technol ogi es, for exanple, SRv6 for WAN and VXLAN for DCN. In the
DCN segnment (as well as the access segnment in some cases), the lack
of support for iOAMin VXLAN results in an inability to have end-to-
end i OAM functionality across the path. This limts the ability to
have unified performance nmeasurenent and troubl eshooting across the
entire private line.

V2X Experience Guaranting

I'n Vehicle-to-Everything (V2X) comuni cations, the network usually
needs to distinguish different types of data flows (for exanple:
media flows and renote driving signaling flows). And one common
choice is to utilizing network slicing technol ogy, so as to neet the
performance and priority requirenments of different services
Moreover, it is also necessary to provide high-precision performance
monitoring and fault | ocalization capabilities for critical services
(e.g., renote driving). This requires end-to-end i OAM f eat ures
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throughout the entire path fromthe RANto the WAN. In current V2X
networ ks, GIP is the standard encapsul ati on protocol in Radi o Access
Network (RAN), and IPv6 or SRv6 is the mainstream encapsul ati on
protocol in WAN. The GIP tunnel itself |acks support for advanced
features such as network slicing and i OAM nmmking it inpossible to
achi eve end-to-end perfornmance detection and slice-based fl ow
differentiati on and nmanagenent.

SD- WAN E2E Slici ng/i OAM

Simlarly as the V2X case descri bed above, in SD-WAN scenario, due to
the widely used GRE protocol does not support i OAM and slicing
features, it is also inpossible to achi eve end-to-end perfornmance
detection and slice-based flow differentiati on and managenent .

Dat a shari ng/ exchagne between Enterprises

Users such as enterprises or hospitals nay have demand for data
sharing or exchange. Since these data often involve sensitive
information, it is necessary to protect the data packets accordingly.
One good way is to use an identifier encapsulated into | Pv6 header to
classify and identify the sensitivity level of data, so that the
circulation scope of sensitive data can be controlled and a credible
network path can be ensured throughout the entire process. Besides,
when the data reaches the receiver, the receiver can also determ ne
whet her the data is credible and whether it can be received based on
the 1D.

In this scenario, there are two situations:
1) Data transmi ssion between users that across cities

In this situation, the tunnel encapsul ati on nethods may be
different in different netropolitan area networks, and the
met hods for netropolitan area networks and backbone networ ks
may al so differ.

2) User data entering into the cloud

Clouds are generally connected to backbone networks, the
met hods for netropolitan area networks and backbone networ ks
may be different.

The differentiated tunnel encapsul ati on nethods may result in the

| oss of the encapsulated ID on the packet. For exanple, when packets
enter MPLS tunnels fromI|Pv6 donain, information encapsulated in |Pv6
header is lost. As a result, the credibility and controllability of
data circul ation service cannot be guarant eed.
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Prot ocol Extensions of Capability Advertisenent

Probl ens of Extention Header Processing

As described in Section 1, many new features are emergi ng and the
correspondi ng encapsul ati ons over the I Pv6 are defined. There
features uses the | Pv6 extension headers including HoH ( Hop- by-Hop
Opti ons Header), DoH (Destination Options Header) and SRH ( Segnent
Rout i ng Header)

In the process of deploynent of these new features, because network
devi ces have different capabilities of |IPv6 extension header
processing, the follow ng issues are identified:

- Sone | egacy network devices can only process | Pv6 extension header
(Hop- by-Hop Options Header) on slow path, which has negative
i mpact on the routing jobs on the control plane. So in existing
net wor ks, packet with I Pv6 extensi on headers are usually bl ocked
by ACL. This will cause the packet |oss on these network devices
if the packet encapsulated with G P6 tunnel and the HbH is used
for the new features.

- Network devices can only support sone of the extension headers
used for the new features. |If the packet encapsulated with G P6
tunnel and specific types of |IPv6 extension headers used cannot be
supported by these network devices, new features cannot be
guar ant eed al ong the path.

- Network devices can only process limted nunber of options in an
| Pv6 extension header (including HoH and DoH). So when multiple
options coexists to support different new features in the | Pv6
ext ensi on header of the A P6 tunnel, those devices may drop the
packet .

Prot ocol Extensions
To solve the above issues, there are requirements for protoco
extensions to advertise the capability of |Pv6 extension header

processing so as to identify the unavail able nodes and facilitate the
depl oynent of new features successfully.
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1. Capability Advertisenent

There are two different ways. One is to advertise the capability
anong network devices. So that a network device can find the right
next hop with | Pv6 extension header processing capabilities. In this
case, | GP or BGP-SPF extensions are required for the information
distribution. The other way is to report the IPv6 capabilities from
network nodes to a controller. So that the network controller can
calculate the right path conprised with avail able nodes. 1In this
case, BGP-LS or NETCONF/ YANG are considered for the extensions.

2. Inter-Donmain Operation

A path may be across nultiple network domains. The ingress node of
the A P6 tunnel need to know if all the nodes along the path can
process the | Pv6 extension headers properly. In this case, the
capability of IPv6 extension header processing need to be distributed
among nul tiple domains. BGP can be extended to advertise the |IPv6
capability information fromthe egress node to the ingress node. |If
there is a controller collecting | Pv6 capability information from
mul ti pl e dormai ns, PCEP or BGP can be extended and used by the
controller to deliver information to the ingress node about the right
pat h al ong whi ch network nodes can process the | Pv6 extension header

properly.

3. Capabilities about |Pv6 Extension Header

Net wor k devi ces need to advertise its capability information about
what | Pv6 extension header can be supported. These capabilities my
i ncl ude:

* Supporting Hop by Hop options header (HbH) or not.

* [Fast path or slow path processing of HbH

* Supporting Segnent Routing Header (SRH) or not.

* Supporting Destination Options header (DoH) or not.

* Capabilities about coexistence of multiple extension headers, for
exanpl e, the conbination of HoH and Aut hentication Header (AH)

* The maxi mum | ength of each |Pv6 extension header

* The maximumtotal |length of | Pv6 extension headers
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Capabi lity about Options of |Pv6 Extension Header

Net wor k devi ces need to advertise its capability information about
process options in the I Pv6 extension headers. These capabilities
may i ncl ude:

*

4. 2.
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The maxi mum nunber of options supported in the HbH
The maxi mum nunber of options supported in the DoH

Supporting SRH TLV or not and the maxi mum nunber of TLVs supported
in the SRH

The maxi mum nunber of segnents in the SRH

Capabi l ity about Specific Features

In addition to the conmon capabilities described above, network
devi ces may support sone specific features only. These capabilities
may i ncl ude:

*

Slicing: the NRP option can be supported or not. |f support, the
NRP option can be placed in HoH and/ or DoH

Al ternate Marking: the Alternate Marking option can be supported
or not. |If support, the Alternate Marking option can be placed in
HoH and/ or DoH

|OAM the | OAM option can be supported or not. |f support, the
| OAM option can be placed in HbH and/or DoH

APN: the APN option can be supported or not. |f support, the APN
option can be placed in HoH, DoH and/or SRH TLV.

Det Net: the BLI option [I|-D.yzz-detnet-enhanced-dat a-pl ane] can be
supported or not. If support, the BLI option can be placed in HbH
and/ or DoH

| ANA Consi der ations

Thi s docunent nakes no request of | ANA

Security Considerations

TBD
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