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Abstract

Topol ogy | ndependent Loop-free Alternate Fast Re-route (Tl-LFA) ains
at providing protection of node and adjacency segnments within the
Segnment Routing (SR) framework. A key aspect of TI-LFAis the FRR
pat h sel ection approach establishing protection over the expected
post - convergence paths fromthe point of local repair. However, the
TI-LFA FRR path may skip the node even if it is specified in the SID
list to be travel ed.

Thi s docunment defines Enhanced TI-LFA(TI-LFA+) by addi ng a No- bypass
i ndi cator for segnents to ensure that the FRR route will not bypass
the specific node, such as firewall. Also, this docunent defines No-
bypass flag and No-FRR flag in SRH to indicate not to bypass nodes
and not to performFRR on all the nodes al ong the SRv6 path,
respectively.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 May 2026.

Li, et al. Expires 30 May 2026 [ Page 1]



Internet-Draft Enhanced TI - LFA Novenber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Segnment Routing [ RFC8402] enables to steer packets by explicitly
encodi ng instructions in the data packets at the source node to
support services like traffic engineer. Relying on SR [RFC9855]
defines Topol ogy | ndependent Loop-free Alternate Fast Re-route (TI-
LFA), a local repair nechanismfor |1 GP shortest path that capabl e of
restoring end-to-end connectivity in the case of a sudden directly
connected failure of a network conponent.
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2. 1.
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Tl - LFA supports to establish a | oop free backup path over the
expect ed post-convergence paths fromthe point of |ocal repair
irrespective of the topol ogies used in the network, which provides a
maj or i nprovnent conpared to LFA [ RFC5286], and renote LFA [ RFC7490]
whi ch cannot be applicable in sone topol ogies [ RFC6571].

However, the TI-LFA path may skip the node that the active SID points
to when protecting [Adjacency, Node] segnent lists. For instance,
the node that a adjacency SID points to is a very inportant node and
can not be skipped, such as a firewall node. Wen the |ink between
the local repair node and firewall node fails, the packets should be
steered back to the firewall and then forwarding. But in TI-LFA if
the next SIDin the SIDIlist is a node SID, the TI-LFA FRR path MAY
bypass the node that the active segment points to. Also, if the
firewall node is down, the packets should be dropped instead for fast
reroute to bypass the node. Bypassing nodes like firewall in FRR
brings issues of network security and reliability.

To enhance the security and reliability of networks, this docunent
defines an Enhanced Topol ogy | ndependent Loop-free Alternate Fast Re-
route (Tl-LFA+) based on TI-LFA by adding a No-bypass flag for
segnents to explicitly specify what node can not be bypassed. Al so,
this docunment defines No-bypass flag and No-FRR flag in SRH to

i ndi cate not to bypass nodes and not to perform FRR on all the nodes
al ong the SRv6 path, respectively.

Ter mi nol ogy

Thi s docunent nakes use of the terms defined in [ RFC9855] and
[ RFC8402]. The reader is assuned to be faniliar with the term nol ogy
defined in [ RFC9855] and [ RFC8402].

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Overvi ew of Enhanced TI-LFA
Enhanced Topol ogy | ndependent Loop-free Alternate Fast Re-route (TI-

LFA+) is an enhancement of TI-LFA to explicitly indicate whether a
node that segment points to can not be bypassed in FRR scenari os.
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TI-LFA+ wi Il not change the main process and al gorithm of TI-LFA
Instead, in Tl-LFA+, when generating repair SID list for a SID, the
node shoul d consi der whether the SID endpoint can be baseed or not,
which is explicitly encoded in | GP nessages. |f the node that
segnent points to can not be bypassed, then the repair SID MJST | ead
the packets to that node. This docunent defines a No-bypass flag for
segments in IS 1S and CSPF. Details will be discussed in section 4.

A node shoul d advertise two kinds of segnent to neet various service
policy requirenents.

* Bypassi ng capabl e segment with No-bypass flag unset
* No- bypassi ng segnent wi th No-bypass flag set.

A controller or control plane should choose specific segnent
according to the service policy.

[Editors’ note] If the TI-LFA result is generated based on Locator
route instead of SIDs, then the No-bypass Flag can be applied to the
Locat or.

Al so, this docunent defines No-bypass flag and No-FRR flag in SRH to
i ndi cate not to bypass nodes and not to perform FRR on all the nodes
along the SRv6 path, respectively. Details will be discussed in
section 5.

| GP Protocol Extensions

IS-1S

[ RFC8667] describes the necessary I1S-1S extensions that need to be

i ntroduced for Segnment Routing.[RFC9352] defines the |IS-1S extensions
required to support Segnent Routing over an |IPv6 data plane. This
docunment defines a No-bypass flag in flag filed of the following IS
I'S sub- TLV/ TLV.

* Prefix Segnent ldentifier sub-TLV (Prefix-SID sub-TLV) [ RFC8667]

* Adj acency Segnent ldentifier sub- TLV (Adj-SID sub-TLV).[RFC8667]
* Locator entry in SRv6 Locator TLV [ RFC9352]

The followi ng figures are included here for reference and will be
deleted in the future version
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Figure 1. Prefix-SID sub-TLV and No-bypass Fl ag
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Figure 2. Adj-SID sub-TLV and No-bypass Fl ag
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Figure 3. SRv6 Locator Entry and No-bypass Fl ag
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If the No-bypass(NB) flag is set, means the node that the S| D/ Label/
Locator points to can not be bypassed. Oerw se, the node can be
bypassed.

4.2. OSPF

[ RFC8665] describes the necessary OSPF extensions that need to be

i ntroduced for Segnment Routing.[RFC9513] defines the OSPF extensions
required to support Segnent Routing over an |IPv6 data plane. This
docunment defines a No-bypass flag in flag filed of the follow ng
OSPF sub- TLV/ TLV.

* Prefix SID Sub-TLV [ RFC8665]

*  Adj - SI D sub- TLV [ RFC8665]

* SRv6 Node SID TLV [ RFC9513]

* SRv6 SID Link Attribute Sub-TLV [ RFC9513]

The following figures are included here for reference and will be
deleted in the future version.
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Figure 4. Prefix-SID sub-TLV and No-bypass Fl ag
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Figure 5. Adj-SID sub-TLV and No-bypass Fl ag
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Figure 6. SRv6 Node SID TLV and No-bypass Fl ag
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Figure 7. SRv6 Adj-SID TLV and No- bypass Fl ag

If the No-bypass(NB) flag is set, neans the node that the SID Label/
Locator points to can not be bypassed. Qerw se, the node can be
bypassed.

Fl ags in SRH

This section describes two flags in SRH

No- bypass Flag in SRH

Thi s docunent defines a No-bypass Flag in SRH [ RFC8754].

0 1 2 3 4 5 6 7
i

INgl | 1

e

NB Fl ag: No-Bypass flag, when the flag is set, the repair segnent
endpoi nt nodes MJST NOT bypass any nodes when |ink or node
failures occur. Wen a link is down, the packet MJST be forwarded
to the next segnment endpoi nt node through the repair path. Wen
the node identified by the active SIDin |IPv6 destination address
is down, the SID can not be skipped, and the traffic MJST be
forwarded to the node.
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The flag can be set when the SID list containing service SIDs |ike
firewall SID, so that the traffic will not bypass the service nodes.

5.2.

No- FRR Flag in SRH

Thi s docunent defines a No-FRR Flag in SRH [ RFC8754] .

*

0 1 2 3 4 5 6 7
e S T g

N U R

e S

NF Flag: No-FRR flag, when the flag is set, the FRRis disable for
the packet, thus the packet will not be protected by the Local
protection nechani sm such as TI-LFA

The flag can be set when the SID list containing service SIDs |ike
firewall SID, so that the traffic will not bypass the service nodes.
In this case, E2E protection nmechani sm shoul d be depl oyed.

| ANA Consi der ati ons

TBD.

Security Considerations

TBD.

8. 1.

Li,

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Levels", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC5286] Atlas, A, Ed. and A Zinin, Ed., "Basic Specification for

| P Fast Reroute: Loop-Free Alternates", RFC 5286,
DA 10. 17487/ RFC5286, Septenber 2008,
<https://www. rfc-editor.org/info/rfc5286>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

et al. Expires 30 May 2026 [ Page 9]



Internet-Draft Enhanced TI - LFA Novenber 2025

[ RFC7490] Bryant, S., Filsfils, C, Previdi, S., Shand, M, and N
So, "Renote Loop-Free Alternate (LFA) Fast Reroute (FRR",
RFC 7490, DO 10. 17487/ RFC7490, April 2015,
<https://ww.rfc-editor.org/info/rfc7490>.

[ RFC6571] Filsfils, C, Ed., Francois, P., Ed., Shand, M, Decraene,
B., Utaro, J., Leymann, N., and M Horneffer, "Loop-Free
Alternate (LFA) Applicability in Service Provider (SP)
Net wor ks", RFC 6571, DO 10. 17487/ RFC6571, June 2012,
<https://ww.rfc-editor.org/info/rfc6571>.

[ RFC9855] Bashandy, A., Litkowski, S., Filsfils, C, Francois, P.,
Decraene, B., and D. Voyer, "Topol ogy |ndependent Fast
Rer out e Usi ng Segrment Routing", RFC 9855,
DA 10.17487/ RFC9855, Cctober 2025,
<https://ww.rfc-editor.org/info/rfc9855>.

[ RFC8754] Filsfils, C, Ed., Dukes, D., Ed., Previdi, S., Leddy, J.,
Mat sushima, S., and D. Voyer, "IPv6 Segnent Routing Header
(SRH)", RFC 8754, DO 10.17487/ RFC8754, March 2020,
<https://www.rfc-editor.org/info/rfc8754>.

8.2. Informative References

[ RFC4657] Ash, J., Ed. and J.L. Le Roux, Ed., "Path Conputation
El ement (PCE) Communi cati on Protocol Generic
Requi renments”, RFC 4657, DA 10.17487/ RFCA657, Septenber
2006, <https://ww. rfc-editor.org/info/rfc4657>.

[ RFC8253] Lopez, D., CGonzalez de Dios, O, Wi, Q, and D. Dhody,
"PCEPS: Usage of TLS to Provide a Secure Transport for the
Pat h Conmput ati on El ement Communi cati on Protocol (PCEP)",
RFC 8253, DO 10. 17487/ RFC8253, Cctober 2017,
<https://ww.rfc-editor.org/info/rfc8253>.

[ RFC8402] Filsfils, C., Ed., Previdi, S., Ed., Gnsberg, L.,
Decraene, B., Litkowski, S., and R Shakir, "Segment
Routing Architecture", RFC 8402, DO 10.17487/RFC8402,
July 2018, <https://ww.rfc-editor.org/info/rfc8402>.

[ RFC8667] Previdi, S., Ed., Gnsberg, L., Ed., Filsfils, C,
Bashandy, A., Gedler, H, and B. Decraene, "IS 1S
Ext ensi ons for Segnent Routing", RFC 8667,
DO 10.17487/ RFC8667, Decenber 2019,
<https://www. rfc-editor.org/info/rfc8667>.

Li, et al. Expires 30 May 2026 [ Page 10]



Internet-Draft Enhanced TI - LFA Novenber 2025

[ RFC8665] Psenak, P., Ed., Previdi, S., Ed., Filsfils, C, Gedler,
H., Shakir, R, Henderickx, W, and J. Tantsura, "OSPF
Ext ensi ons for Segnent Routing"”, RFC 8665,
DO 10.17487/ RFC8665, Decenber 2019,
<https://ww.rfc-editor.org/info/rfc8665>

[ RFC9513] Li, Z., Hu, Z., Talaulikar, K, Ed., and P. Psenak,
"OSPFv3 Ext ensions for Segment Routing over |Pv6 (SRv6)",
RFC 9513, DO 10.17487/ RFC9513, Decenber 2023,
<https://ww.rfc-editor.org/info/rfc9513>

[ RFC9352] Psenak, P., Ed., Filsfils, C., Bashandy, A., Decraene, B.
and Z. Hu, "I1S-1S Extensions to Support Segnent Routing
over the IPv6 Data Plane", RFC 9352, DO 10.17487/ RFC9352,
February 2023, <https://ww. rfc-editor.org/info/rfc9352>

Aut hors’ Addr esses

Cheng Li

Huawei Technol ogi es

Huawei Canpus, No. 156 Beiqi ng Rd.
Bei jing

100095

Chi na

Email: c.| @uawei.com

Guanm ng Zeng

Huawei Technol ogi es

Huawei Campus, No. 156 Bei gi ng Rd.
Beijing

100095

Chi na

Enmai | : zengguanm ng@uawei . com

Yonggi ng Zhu
Chi na Tel ecom
Emai | : zhuyg8@hi nat el ecom cn

Shraddha Hegde

Juni per Networks Inc.

I ndi a

Emai | : shraddha@ uni per. net

Li, et al. Expires 30 May 2026 [ Page 11]



