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Abstract

Thi s docunent specifies a conbi ned hash nechani smfor | oad bal anci ng
in Equal -Cost Multi-Path (ECMP) and Li nk Aggregation Group (LAG

envi ronments. Wen processing tunneled traffic, traditional hash
met hods that operate on either outer or inner packet fields may
result in uneven traffic distribution (polarization). This
specification defines a method to extend effective hash entropy by
conbi ning nultiple independently conputed hash val ues, enabling
network devices to consider nulti-|layer packet information for path
sel ection, thereby inmproving traffic distribution unifornmty. This
mechani smis conpatible with existing hash conputation architectures
and does not require packet format nodifications or new protocol
field definitions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026
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I nt roducti on

Equal - Cost Multi-Path (ECWP) routing and Link Aggregati on G oups
(LAGs) are wi dely depl oyed technol ogi es in nodern networks for
bandwi dt h scaling and redundancy. As described in [ RFC2991] and

[ RFC2992], these technol ogies inprove network perfornmance and
reliability by distributing traffic across nultiple equal -cost paths.

I n ECVMP/ LAG environments, routers typically enploy hash-based nethods
to select forwarding paths. As analyzed in [RFC2992], hash

al gorithms extract key information from packet header fields to
conput e hash val ues used for path selection. Typical hash inputs

i nclude the 5-tuple (source/destination |P addresses, source/
destination ports, protocol type) or subsets thereof.

However, [RFC6438] identifies that in tunnel scenarios, when nmultiple
distinct user flows are encapsulated within the sane tunnel, hashing
based sol ely on outer headers causes all encapsulated flows to be
mapped to the sanme path, resulting in polarization. Wile RFC 6438
addresses this by setting the flow | abel in the outer |IPv6 header,
this requires tunnel endpoint cooperation and only applies to | Pv6
out er encapsul ati on scenari os.

Thi s docunent defines a conpl enentary conbi ned hash nmechani smt hat
extends avail abl e hash entropy by conbining nultiple independently
conput ed hash values within the forwardi ng device, thereby inproving
|l oad distribution for tunneled traffic w thout nodifying packet
formats. This mechani smcan be used in conjunction with [ RFC6438]
and [ RFC6790], or depl oyed i ndependently.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter m nol ogy

This section defines terns used in this docunent. Sone terns are
inherited from[RFC2991], [RFC2992], [RFC6438], and [ RFC6790].
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4.

4.

Equal - Cost Multi-Path (ECMP): A routing strategy that allows packet
forwarding to a single destination over nultiple paths with equa
routing cost. See [RFC2991].

Li nk Aggregation Group (LAG: A technology that bundles nmultiple
physical links into a single logical l|ink, providing bandw dth
aggregation and |ink redundancy. See [|EEE802. 1AX].

Hash Entropy: The ampunt of variability in the input to a hash
function. Higher entropy typically leads to nore uniform hash
output distribution

Pol ari zation: I n ECWMP/ LAG environnments, the phenonmenon where traffic
concentrates on a subset of paths due to insufficient variability
in hash inputs. See [RFC6438].

Base Hash Val ue: A hash val ue conputed by a single hash conmputation
unit based on a specific set of packet fields.

Conbi ned Hash Value: A new hash val ue derived by applying a
combi nation operation to two or nore base hash val ues

Hash Field Set: The set of packet fields used as hash input. This
docunent defines standard field sets including L2 (source MAC,
destination MAC, VLAN tag, EtherType), L3 (source |IP, destination
I P, protocol), L4 (source port, destination port), OUTER (outer
header fields), and INNER (i nner/payl oad header fields).

Probl em St at ement
1. Tunnel Traffic Polarization
As described in Section 1.1 of [RFC6438], in tunnel scenarios, when

traffic fromnultiple sources is aggregated into a single tunnel, all
encapsul at ed packets have the sane outer source and destination

addresses. |f ECWP/ LAG paths exi st between internmediate routers, and
path selection is based solely on hashing the outer 5-tuple (or its
subset), all tunnel traffic will be mapped to the same path,

preventing effective | oad sharing.

I
ECMP or LAG
her e

Figure 1: Tunnel Scenario with ECWMP/ LAG
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Limtations of Existing Solutions

Exi sting sol utions each have their applicable scenarios and
limtations:

* *|Pv6 Fl ow Label Approach [RFC6438]:* Requires |Pv6 outer
encapsul ati on and cooperation fromthe ingress tunnel endpoint
(TEP) to set the flow | abel.

* *NMPLS Entropy Label Approach [RFC6790]:* Only applicable to MPLS
networks and requires all LSRs along the path to support entropy
| abel s.

* *Deep Packet Inspection (DPl):* Wile sone devices support
i nspecting inner packet fields for hashing, this increases
processing conplexity and | atency, and is unavail abl e when packets
are encrypted.

Moti vation for Conmbi ned Hashing

In practical network devices, a conmon inplenentation approach is to
configure nmultiple parallel hash conputation units, each

i ndependently configurable with its hash field set. However, fina
path selection typically can only use one of these hash values. The
conbi ned hash nechanismdefined in this docunment allows conbining
mul ti pl e base hash val ues to produce a conbi ned hash val ue that
considers multi-layer information for final path selection

Conbi ned Hash Mechani sm Overvi ew

Basi c Principle
The core idea of the combi ned hash nechanismis to apply comnbination
operations to nmultiple independently conputed base hash val ues,

produci ng a new conbi ned hash val ue. Through this approach

1. Each base hash val ue can be independently conmputed from different
packet field sets (e.g., outer L3, inner L3, L2 fields).

2. The conbination operation nerges the entropy of nultiple base
hash val ues, produci ng a conbi ned hash val ue contai ning nore
i nformation.

3. Final path selection can be based on the conbi ned hash val ue,

thus indirectly achieving conprehensive consideration of multiple
field sets.
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Architecture
o e e e o - - +
e + | Hash Conpute Unit O|----- > HO
| | S + S S S + |
| |-->] Field Set |----> Hash Function | |
| | A R RREEEEEEEEEE + |
| | e + |
| | oo + |
| Packet | A + | Hash Conpute Unit 1|----- > Hl
| |-->] Field Set |---->+-------mmmmmo + |
I I I B I I
| | R + \%
| | Fom e e o o +
| | R + | Hash Compute Unit 2|----- > H2 --+
| |-->] Field Set |---->+------cmmommmoon + |
I I I c I I
| | . + e + |
| | e + | Hash Compute Unit 3|----- > H3 --+
| |-->] Field Set |---->+------mmmmmmmon + |
Ho-ooo-- + D I I
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S +
| Combi nation |
| Hc = H2 ~ H3
Fom e e e oo - +
I
Y,
S +

| Path Sel ection]|
| from{HO..H3, |
I H c} I

Forwar di ng Pat h
Figure 2: Conbi ned Hash Mechani sm Architecture
Rel ati onship with Exi sting Mechani sns

Thi s mechani sm conpl enents [ RFC6438] and [ RFC6790]. When the outer

| ayer uses | Pv6 and TEPs support RFC 6438, the flow | abel approach
can be preferred. Wen MPLS networks are deployed with RFC 6790
support, the entropy |abel approach can be preferred. When the above
conditions are not net, the conbined hash nmechani sm provides a purely
| ocal inplenentation alternative. These approaches can be used
together for optimal results.
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6. Protocol Specification

6.1. Base Hash Conputation
Devi ces inplenenting this specification MJST support at |east two
i ndependent base hash conputation units. Each conputation unit
SHOULD support independent configuration of its hash field set.

RECOMVENDED hash field set configuration options include:

[ bl ey el
| Field Set ID| Included Fields | Typical Use Case |
| L2 | Source MAC, Dest | Ethernet |
| | MAC, VLAN, EtherType | sw tching |
R o e e e e e oo oo o e e e e oo oo +
| L3 | Source IP, Dest IP, | IP routing |
| | Protocol | |
. domemmemeeeemeaeeaaas IR +
| L4 | Source Port, Dest | Transport l|ayer |
| | Port | differentiation |
R o e e e e e oo oo o e e e e oo oo +
| OUTER | Quter packet L2/L3/ | Tunneled traffic |
| | L4 fields | |
. domemmemeeeemeaeeaaas IR +
| I NNER | I'nner packet L2/L3/ | Tunneled traffic |
| | L4 fields | |
R o e e e e e oo oo o e e e e oo oo +

Tabl e 1: Hash Field Set Options
Base hash value bit-wi dth SHOULD be at |east 16 bits.
I mpl enent ati ons MAY support larger bit-wi dths for better distribution
characteristics.
6. 2. Conbi nation Operations

I mpl enent ati ons MJST support XOR conbi nati on operation on two base
hash val ues:

H conmbined = Hx XOR Hy
where H x and Hy are any two sel ected base hash val ues.

I mpl enent ati ons MAY additionally support the foll ow ng conbination
operati ons:

*Addi ti on conbi nation:*
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H conmbined = (H x + Hy) nmod 2*n
where n is the hash val ue bit-w dth.
*Concat enati on hash: *

H conbi ned = Hash(H x || H.y)

where || denotes bit-level concatenation and Hash() is the configured
hash functi on.

When using XOR operation, inplenentations MJST detect whether H x and
Hy mght be identical (conputed fromthe sane field set). |If
configured to XOR identical hash val ues, inplenentations SHOULD
generate a warning, as this will result in a conbi ned val ue of zero.

6.3. Path Selection
| mpl enent ati ons MUST support selecting the final hash value for path
sel ection from any base hash value (HO, Hl, H2, H3, ...) or the
combi ned hash val ue (H_conbi ned).
Fi nal hash val ue sel ecti on SHOULD be confi gurabl e.
For ECMP path selection, the hash-threshold al gorithm described in
[ RFC2992] or a simlar determnistic algorithm SHOULD be used to
ensure all packets of the same flow are forwarded to the same path.
7. Configuration Mdel
This section defines paraneters required for configuring the conbi ned
hash nechani sm Specific configuration interfaces (CLI, NETCONF/
YANG etc.) are outside the scope of this docunent.

7.1. Configuration Paraneters

B oo oo s s oo s et Lo o}
| Parameter | Type | Range | Default |
[} e ————————————— L———_— Ll —_—————————————————— Ll p—p—p—p—(———r
| hash-unit-count | int | 2-8 | 4 |
o m e ommmm - R ommee - +
| hash-unit[i].field-set | enum| L2,L3,L4, OQUTER I NNER | - |
oo $o-mm - R e oo +
| conbi nati on. enabl ed | bool | true/false | false
oo e oo P +
| conbination.input-1 | int | O0to (count-1) | - |
R L ommmm - R T ommee - +
| conbination.input-2 | int | O to (count-1) | - |

Li, et al. Expires 1 Septenber 2026 [ Page 8]



I nternet-Draft Conbi ned Hash for ECWVP/ LAG February 2026

7.2.

Tabl e 2: Configuration Paraneters

Configuration Constraints

The foll owi ng configuration constraints MJIST be enforced:

1.

combi nation.input-1 and conbi nation.input-2 SHOULD NOT be
configured to the same value. |If configured to the same val ue,
i npl ement ati ons MJUST generate a warni ng.

When conbi nation.enabled is false, the valid range for final-
hash-select is 0 to (hash-unit-count - 1).

When conbi nation. enabled is true, final-hash-sel ect MAY
additionally sel ect the conbi ned hash val ue.

8. Operational Procedures
8.1. Initialization
Upon device startup, the following initialization procedure MIST be
execut ed:
1. Read and validate configuration parameter validity.
2. Configure each hash computation unit with its corresponding field
set.
3. If conbined hashing is enabled, initialize the conbination
operati on nodul e.
4. Configure path selection logic to use the specified final hash
val ue.
8.2. Packet Processing
For each received packet, the processing procedure is as foll ows:
*Step 1: Base Hash Conputation*
* Each hash conputation unit extracts configured fields fromthe
packet in parallel
Li, et al. Expires 1 Septenber 2026 [ Page 9]
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* Execute hash function conputation on extracted fields.
* Produce base hash values HO, H1, ..., Hn.

*Step 2: Conbi ned Hash Conputation (if enabl ed)*

* Select two base hash val ues according to configuration
* Execute the configured conbination operation

* Produce conbi ned hash val ue H conbi ned.

*Step 3: Path Sel ection*

* Select final hash value according to final-hash-sel ect
configuration.

* Execute path selection algorithmusing final hash value (e.g.
hash-t hreshol d al gorithm from [ RFC2992]).

* Determ ne forwarding path and forward packet.
8.3. Configuration Change Handling
When configuration changes occur

* I npl enentati ons SHOULD support online configuration changes
Wi t hout device restart.

* Configuration changes MJST take effect imrediately for subsequent
packets.

* I mplenentati ons SHOULD | og configuration change events for audit
pur poses.

9. Relationship with Existing Mechani sns

9.1. Relationship with RFC 6438
[ RFC6438] defines a nethod for using the flow label in |IPv6 tunnel
scenarios for ECWMP/ LAG | oad bal ancing. That nethod requires the

i ngress tunnel endpoint to set a flow | abel value in the outer |Pv6
header based on information conputed fromthe inner packet.

Li, et al. Expires 1 Septenber 2026 [ Page 10]



I nt

9. 2.

9. 3.

10.

10.

11.

Li,

ernet-Draft Conbi ned Hash for ECWVP/ LAG February 2026

The conbi ned hash mechani sm defined in this docunent conpl enents

[ RFC6438]: RFC 6438 executes at tunnel endpoints and affects al

i ntermedi at e nodes al ong the tunnel path, while the conbi ned hash
mechani sm executes locally at a single forwardi ng node and does not
af fect other nodes. When both nmechani sns are used together, their
effects can accunul at e.

Rel ati onship with RFC 6790

[ RFC6790] defines the MPLS entropy | abel nechanism allow ng entropy
information for |oad balancing to be carried in the MPLS | abel stack

The nechani sm defined in this docunment conplenments [ RFC6790]: RFC
6790 requires nodes along the path to support entropy |abel parsing,
whi |l e the combi ned hash nechani sm does not require support from ot her
nodes. I n MPLS networks, both mechani sns can be used sinultaneously.

Rel ati onship with RFC 2992

[ RFC2992] anal yzes the hash-threshold algorithmfor ECMP. The fina
hash val ue produced by the conbi ned hash nmechanismdefined in this
docunent can be used as input to the RFC 2992 algorithm This
docunent does not nodify or replace the path selection algorithm
defined in [ RFC2992] .

Security Considerations
1. Configuration Security

The conbi ned hash nechanismis a | ocal device behavior and does not
i ntroduce new attack surfaces beyond those inherent in hash-based

| oad bal anci ng. However, operators should be aware that hash
configuration details, if exposed, could allow traffic engineering
attacks. Inplenentations MJST enforce access control for hash
configuration paraneters. |Inplenentations SHOULD | og configuration
changes for audit purposes.

| ANA Consi der ati ons

Thi s docunent does not require IANA to all ocate any protocol
paraneters or create new registries. The conbined hash nmechanismis
purely a local inplenentation optimnzation and does not involve
protocol interactions.

If future working group consensus determ nes that configuration

par anet er nanespaces need to be standardized (e.g., for YANG nodel s),
| ANA action may be requested at that tine.
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Appendi x A.  Depl oynent Scenari o Exanpl es
A.1. Data Center Overlay Networks

In overlay networks such as VXLAN NVGRE, | arge anounts of tenant
traffic traverse shared underlay tunnels. Exanple configuration

* Hash unit 0: OQUTER field set (outer |P addresses)
* Hash unit 1: INNER field set (inner |P addresses)
*  Conbi nation operation: HO XOR Hl

* Final selection: Conmbined hash val ue

This configuration enabl es path selection to consider both outer
tunnel information and inner tenant flow information.

A.2. Service Provider Core Networks

In MPLS backbone networks, entropy |abels may not be fully depl oyed.
Exanpl e configuration:

* Hash unit O0: L3 field set (IP 5-tuple)
* Hash unit 1: MPLS | abel stack

*  Conbi nation operation: HO XOR Hl

* Final selection: Conbined hash val ue

This configuration provides inproved |oad distribution wthout
relying on entropy | abels.
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