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Abstract

Thi s docunent defines a congestion-aware adaptive flow table

swi tching nmechani sm for Equal -Cost Multi-Path (ECMP) routing. The
mechani sm peri odi cal | y assesses the congestion state of egress ports
and progressively adjusts flow table mappi ngs based on quantified
congestion levels. This addresses the port congestion issues that
occur in traditional ECMP | oad bal anci ng when traffic patterns change
suddenly or nulticast traffic is present, while maintaining packet
ordering within fl ows.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 10
1. I nt roduction

Equal - Cost Multi-Path (ECMP) routing is a w dely depl oyed | oad

bal anci ng technol ogy in data center networks [RFC2991]. Traditiona
ECWP distributes traffic across nultiple equal -cost paths by hashing
packet header fields, typically the five-tuple. To ensure packet
ordering within a flow, the mapping between a flow and its egress
port typically remains unchanged throughout the flow s lifetine.

However, this static nmappi ng approach exhibits significant
limtations in the following scenari os:

Traffic Surge Scenario: Network traffic is highly dynam c and may
cause sudden increases on certain ports. The flow table mapping
cannot be adjusted in tine to alleviate congestion.

Mul ticast Traffic Scenario: The replication characteristics of
mul ticast traffic may cause it to concentrate on a small nunber of
ports, exacerbating | oad inbal ance.

Exi sting congestion response strategies typically adopt two extrene
approaches: either no switching (rmaintaining the original nmapping
until flow aging) or full switching (sinultaneously nigrating al
flows on a congested port). The former cannot respond to congestion
inatinely manner, while the latter may cause congestion transfer
and resource fluctuations.

Thi s docunent defines a congestion-aware adaptive flow table
swi t ching nechani smthat quantifies port congestion |evels and
progressively adjusts flow table nmappings to achi eve dynanic
optim zation of |oad bal ancing while preserving packet ordering.

2. Term nol ogy and Conventions

2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2.2. Definitions

ECMP (Equal - Cost Multi-Path): A routing strategy that distributes
traffic across multiple paths of equal cost.
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Fl ow Table: A data structure that stores the mappi ng between fl ow
identifiers and egress ports, ensuring that packets of the sane
flow are forwarded fromthe same port.

Congestion Quantification Index (CQ): A quantified value
representing the degree of port congestion, ranging fromO to a
configured maximum A CQ of O indicates no congestion

Assessnent Interval: The time interval for port congestion state
assessnent.

Fl ow Table M gration: The operation of remapping a flow table entry
fromone egress port to another.

3. Problem St at enent

3.1. Linmtations of Traditional ECWP
Traditional ECWMP | oad bal anci ng uses static hash mapping. Once a
flowis assigned to a port, the mapping renmai ns unchanged t hr oughout
the flows lifetime. This design has the follow ng deficiencies:
Del ayed Response: Wen a port becones congested, flows already napped
to that port cannot be migrated in tine, causing congestion to
persi st.

Load I nmbal ance: The randomess of traffic and the presence of
el ephant flows may cause severe | oad i nbal ance between ports.

3.2. Inadequacy of Existing Solutions

Flow et Switching: This mechani sm sw tches based on inter-packet gaps

within a flow and relies on manually configured tine thresholds. |If
the threshold is too large, it degrades to traditional ECWP;, if too
small, it may cause packet reordering

Full-Switch Strategy: Mgrating all relevant flows simnultaneously
when congestion is detected may cause the target port to be instantly
overl oaded, resulting in congestion transfer

3.3. Requirenents Summary
A mechani smis needed that can

1. Perceive port congestion state in real-tinme

2. Progressively adjust flow table nappings based on congestion
| evel
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3. Avoid congestion transfer and resource fluctuation
4. Preserve packet ordering

Sol ution Overvi ew

Thi s mechani sm defines two core functional conponents:

Port Congestion Assessnent: Periodically assesses the congestion
state of each egress port and generates a Congestion Quantification

I ndex (CQ).

Adaptive Flow Table Mgration: Progressively nigrates flow table

entries fromcongested ports to | ess | oaded ports based on the CQ
val ue.

The fundanental design principle is that the higher the CQ val ue,
the nore flow table entries are allowed to mgrate in the current

assessnent interval. For each entry migrated, the CQ is decrenented
by 1 until the CQ reaches zero or no nore entries need m gration.

Pr ot ocol Specification
Port Congestion Assessnent
1. Assessnent Interval

I npl enent ati ons MUST support a configurable assessnment interval. The
RECOMVENDED default value is between 10ms and 100ns.

I mpl enent ati ons MAY adaptively adjust the assessnment interval based
on overall traffic levels: shortening the interval during high
traffic to inmprove responsi veness, and lengthening it during | ow
traffic to reduce overhead.

2. Congestion Quantification Index Calculation

CQ cal cul ati on SHOULD be based on one or nmore of the follow ng
metrics: port egress queue depth, port buffer utilization, and port
packet drop counter increnent.

The CQ value range is 0 to CQ _MAX. The RECOMVENDED val ue for
CQ _MAX is 16.

The recomrended CQ cal cul ation nmethod is:

CQ = mn(CQ _MAX, floor(queue_depth / congestion_threshold))
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where congestion_threshold is the congestion determ nation threshold,
RECOMVENDED to be 10% of queue capacity.

5.1.3. State Advertisenent
At the end of each assessnent interval, the Port Congestion
Assessnent conponent MUST synchroni ze each port’s CQ value to the
Fl ow Tabl e M gration conponent.

5.2. Adaptive Flow Table Mgration

5.2.1. Mgration Decision

When a packet arrives, inplenmentations MJST process it according to
the follow ng rul es:

Rule 1 (Flow Tabl e Does Not Exist): Performnornal flow table
| earning and select the port with the |ightest current |oad.

Rule 2 (Port Failure): If the flow table exists but the corresponding
port is unavail able, a new port MJST be sel ect ed.

Rule 3 (No Congestion): If the flow table exists and the
corresponding port’s CQ is 0, the inplenentati on MIST conti nue using
the current port and MJST NOT performmigration.
Rule 4 (Congestion Exists): If the flow table exists and the
corresponding port’s CQ is greater than 0, the inplenentati on SHOULD
performflow table mgration.

5.2.2. Mgration Operation

VWhen migration is triggered, inplenentations MJST performthe
fol |l owi ng steps:

Step 1. Select the port with the smallest CQ fromall avail abl e
ports as the target. |If nultiple candidate ports have the sane CQ,
i mpl ement ati ons MAY use random sel ecti on or round-robin.

Step 2: Update the flow table entry’s egress port to the target port.

Step 3: Decrement the original port’s CQ by 1.
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5.2.3. Mgration Quantity Control
A key property of this mechanismis that the mgration quantity is
proportional to the congestion level. Wen the CQ value is high,
nmore flow table entries may be mgrated within a single assessnent
interval. Wen the CQ value is low, the migration quantity
decreases accordi ngly.
I mpl enent ati ons MJUST ensure that within a single assessnent interval,
the nunber of flow table entries mgrated froma port does not exceed
that port's initial CQ val ue.

5.2.4. Continuous Mgration
If the CQ does not drop to O within an assessnent interval,
subsequent assessnent intervals will recalculate the CQ. |If
congestion persists, mgration will continue; if congestion is
alleviated, migration will decrease or stop.

6. Data Structures

6.1. Flow Table Entry
A flow table entry MUST contain the following fields: flowidentifier
(obt ai ned t hrough hash cal cul ati on), egress port identifier, valid
bit, and tinmestanmp (for aging).

6.2. Port Status Table
The port status table MJST contain the follow ng fields: port
identifier, port status (UP/DOMN), current CQ value, and queue
dept h.

7. Operational Procedures

7.1. Initialization
I mpl enent ati ons MUST performthe follow ng at startup:
1. dear the flow table
2. Initialize all ports’ CQ to O

3. Start the periodic assessment task
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7.2. Packet Processing
The packet processing flowis as follows:
1. Packet arrives
2. Calculate flow identifier

3. Query flow table

4. |If flow table does not exist: learn new entry, select |ightest
| oaded port
5. If flow table exists: check port status and CQ, perform

mgration if needed

6. Forward packet

8. Relationship with Existing Mechani sns

8.1. Relationship with ECW
This mechani smis an enhancenent extension to traditional ECWP,
addi ng congestion awareness and adaptive migration capabilities on
top of ECVMP. |Inplenentations MAY overlay this mechani smon existing
ECVP i mpl enent at i ons.

8.2. Relationship with Fl ow et
Thi s mechani sm MAY be used in conjunction with flow et swi tching.
Fl oM et uses inter-packet gaps within a flow for switching, while
this mechani smuses port congestion state to trigger switching. The
two can be conpl ementary.

8.3. Relationship with Congestion Control
Thi s mechani sm operates at the forwarding |layer and is orthogonal to
end-to-end congestion control nechani sns such as ECN and DCQCN.
I mpl enent ati ons SHOULD consi der coordination with congestion control
mechani sns.

9. Security Considerations

9.1. Denial of Service Ri sk

Attackers may induce frequent migration by forging traffic, consum ng
devi ce resources.
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Mtigation Measures: |nplenentations SHOULD set a maxi mum nunber of
mgrations per unit time. |Inplenmentations SHOULD use snoot hi ng
algorithms for CQ calculation to avoid overreaction to instantaneous
fluctuations.

9.2. Information Disclosure R sk

CQ values and nmigration decisions may reveal network topol ogy or
traffic pattern information.

M tigation Measures: |nplenentations MJST inpl enent access control
for related data. Inter-nodul e comruni cation SHOULD use security
mechani sns.

9.3. Configuration Integrity

M tigation Measures: |nplenentations MJUST ensure configuration
paraneter integrity. Inplenmentations SHOULD | og configuration
changes.

10. | ANA Consi derations

Thi s docunent does not require IANA to all ocate any resources.
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