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Abst ract

Thi s docunent explores the characteristics of conputing cluster
networ k and anal yzes the chal |l enges of enploying the traditiona
distributed or centralized routing nechanisns init. |In order to
achi eve the enhanced scalability, inproved resilience and optin zed
performance simultaneously, hybrid routing is briefly exanined as a
potential way to conbi ne the advantages of distributed and
centralized nmechani sms. The document further shows the possible
future work.
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I nt roducti on

As artificial intelligence (Al) and deep | earning have gai ned

popul arity, large-scale Al nodels such as GPT-3, BERT, and T5 have
energed as focal points in the industry. Due to their extensive data
requi renents and conpl ex conputing perfornance needs, the support of
computing cluster network becone necessary. Conputing cluster
network with high performance serves as the foundation for nmany
advanced scientific and engi neering applications. To acconmodate the
training and inference of large Al nodels, these networks wi th high-
capacity, lowlatency, scalability and reliability are critical, as
well as efficient and stable conputing power.

Thi s docunent explores the characteristics of conputing cluster
networ k and, based on that, it analyzes the chall enges of enpl oying
the distributed or centralized routing nechanisns in terns of the
scalability, resilience and performance. Hybrid routing conbines the
advant ages of scalability in distributed routing and |i ght
configuration and cal cul ation on individual node in centralized
routing and is briefly introduced as a potential candidate in
computing cl uster network
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The Overview of Conputing C uster Network

Networks for Al training and inference handle very different traffic
conpared to traditional data centers. Al training, especially in
di stributed systens, requires noving huge anpbunts of data between

computi ng nodes, |ike npdel paraneters and gradients. This creates a
"many-to- many" conmuni cati on pattern, where all nachines talk to each
other frequently. |In contrast, traditional data centers nostly dea

with "client-server" traffic, where users request data from servers,
resulting in less intense flows.

Taking LLM (I arge | anguage nodel ) as an exanple, the training of

| arge-scale models with billions or even trillions of paraneters
presents a significant challenge. For instance, within a single
computing iteration, the conmmunication volune required for gradient
synchroni zati on al one can reach the terabytes (TB) scale. Mreover,
the introduction of various parallelization nodes and accel eration
framewor ks adds to the conmmuni cation demands. The bandw dt h of
traditional networks insufficient to support the efficient conputing
power of accelerator (xPU) clusters. To fully |everage the powerful
computing resources, it is required to establish a high performance
network infrastructure that utilizes the high bandwi dth to boost the
overal | conputing power of the clusters.

There are series of innovations explored in the recent researches and
devel opnments of conputing cluster networks. Traditional data center
networks are primarily designed to serve APP/ Wb applications, where
internet access traffic is often far greater than inter-server
traffic. While in conputing cluster networks, all accel erators nust
be interconnected through the network. This interconnection often
necessitates ultra-hi gh bandwidth and ultra-1low | atency, |eading
servers to be interconnected with multiple network interfaces at high
speeds and inter-server traffic domnates. This results in a network
topol ogy to be optinized for density and distance. Hierarchica

topol ogies |ike Fat-Tree, Dragonfly [I-D.agt-rtgwg-dragonfly-routing]
3D Torus and proprietary design are used to efficiently connect |arge
clusters, reducing "hops" between distant nodes. Traditional data
centers rely on sinpler three-tier designs (core-aggregation-access)
optim zed for cost and ease of naintenance, not performance.

The service traffic in such environnents is often periodic and

predi ctable. For exanple, for a specific Al training nodel
application, the comrunication traffic for each iteration of the
computing is determnistic and woul d qui ckly consune the full network
bandwi dth. Enhancing training efficiency and shortening the training
time are critical in Al conputing. The network should m ninize the
idle tine of xPU as nmuch as possible. Fromthe point of view of
routing, there are primarily two aspects to consider. One is howto

et al. Expires 1 Septenber 2025 [ Page 3]



I nternet-Draft Conput i ng Network Routing February 2025

Li,

ef fectively construct ECMP (Equal - Cost Multipath) and Non- Short est
Paths to greatly inprove the network bandw dth consunption. The
other is how to achi eve fast convergence after failures, which is
particularly inmportant in Al conputing, where | atency cause by
inefficient reroute can significantly inpact training tine.

In Al networks, a single node failure can disrupt a training job that
m ght have been running for days or weeks. To avoid this, Al
networ ks are designed with strong fault tolerance, allowng themto
qui ckly recover fromfailures. In synchronous training (e.g., data-
paral | el approaches), all nodes nmust wait for the slowest device to
finish computation before updating nodel paraneters. As clusters
scal e, straggler nodes (due to hardware variance or network del ays or
failure) disproportionately slow down the entire system Traditiona
data centers, while also reliable, are less sensitive to short
interruptions, as nost tasks can be restarted wi thout significant
consequences.

Therefore, the follow ng key aspects are particularly crucial in the
design and inplementation of a conputing cluster network with high
per f or mance:

1. Scalability: Conmputing cluster network nust be scalable to
acconmodat e the growi ng size and conplexity of Al nodels. This
includes the ability to handle increased data traffic and the
expansi on of the network infrastructure w thout sacrificing
per f or mance.

2. Reliability: Gven the critical nature of Al conputations, the
network must be highly reliable, with nechanisns in place to
ensure continuous operation and rapid recovery fromfailures.

3. Optimzed Routing: The network should enpl oy advanced routing
algorithms that can efficiently route traffic to mnimze |atency
and nmaxim ze throughput. This includes the use of BGP and ot her
routing protocols that can adapt to changi ng network conditions
and optim ze path sel ection.

State of the Art on Routing in Conputing C uster Network

The routing nmechanisns in conputing clusters mainly fall into two
realms, i.e. distributed routing solutions and centralized routing
solutions, each of which is extensively studied in the academ es and
wi dely deployed in the industry.

For the distributed routing in Al networks, BGP is a popul ar protoco

because it scales efficiently for large clusters by avoiding full-
t opol ogy synchroni zation, reducing overhead. |Its policy-driven
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control optinizes bandwi dth allocation for |atency-sensitive tasks
like distributed training, while link-state |1 GPs struggle with policy
flexibility and hi gh conmputing and storage overheads when maintai ni ng
the gl obal topology (each node needs to store the LSDB of the entire
network). Both [BGPinDC] and [ HPN] use the BGP protocols for the DCN
or large | anguage nodel (LLM training clusters. [BGPinDC] chooses
BGP as the fundanental nechanismin the favor of its good
scalability, flexibility of policy control. BGP-based data center
routing design are made for better usage and perfornmance, such as ASN
al | ocati ng nechanism using BGP federations to enable ASN reuse in
different DCN clusters, configuration tenplates for elimnating

m sconfigurations, route sumari zation for saving hardware resources,
etc. [HPN] deploys BGP for their 2-tier and dual -pl ane architecture.
Besi des the basic |ayer3 forwarding, BGP is | everaged especially for
the failure handling in their non-stacked dual - ToR architecture.

[HPN] nmentions that BGP is not used on the host, for the reason that
all hosts taking part in the BGP updating procedure would greatly

sl ow down the BGP convergence speed.

Centralized routing normally uses Software-Defined Networking (SDN)
concept to construct the control and managenent systens, in which the
centralized controller collects link status informati on and sends
control instructions to each network el ement under control. Orion
[ORION] and Borg [BORG are two typical systenms. Hierarchical nulti-
| ayers controllers are depl oyed for solving the scalability issue.
[SIDR] short for Scalable Intent-Driven Routing, also provides a
single control plane architecture, in which three main components,

SI DR supervisor, SIDR fabric controller (SFC) and SIDR daenon are
provided. The SIDR supervisor and SFC performthe hierarchically
control of the network, while SIDR daenpbn running on network el ements
wor ks as proxies for nessages exchangi ng between control plane and
net wor k el ement s.

Chal l enges for Distributed Routing in Conmputing Cl uster Network

Though BGP is a commonly used routing protocol in traditional data
centers [rfc7938], it faces the challenges of the routing convergence
and configurations when being used in the conputing cluster network.

Sl ow Routi ng Conver gence

In the computing cluster network, routing convergence is crucial for
the Al training jobs, as well as HPC workl oads. During the BGP
convergence period, there may be bl ackholes in the network, then
packets woul d be get dropped. Losing of exchanging data, especially
the gradient data, or the tenporary calculating results data between
| ayers, mmy cause the tasks deployed on different GPUs an ill usion of
mal functi on of the corresponding GPUs. The Al job may | aunch the
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backup GPU and resort to the last checkpoints, which degrades the Al
jobs performance dramatically. It is reported that nonthly Iink
failure ratio is very high in the operating cluster, general |arger
than 0.05% [HPN], then in the case of |arge-scale conmputing clusters,
BGP converges frequently. The shorter of the BGP convergence period,
the less inpact on the Al jobs  perfornmance.

There are many factors contributing to the BGP convergence, such as
the mninumtinme interval between BGP updates or advertisenents, the
conplexity for path selection, etc. Accordingly, there are many
proposals to ensure the BGP converge in a shorter time period
respectively. Sone solutions set the MRA

(M nRout eAdvertisementinterval) timer to be zero, as well as sone
met hods reducing the path selecting conplexity in a way by limting
the searching space. Allocating the Autononmous System Nunber (ASN)
in a suitable way, can greatly alleviate the path sel ection hunting
procedures, thus naking the BGP converge nore quickly.

For the spine-leaf topology in Figure 1, there are six network
elements, i.e. switches. Two spine switches, S1 and S2, connect to
four leaf switches, L1, L2, L3 and L4. |If each switch is assigned a
uni que AS nunber, then S1 will receive nmultiple BGP update nessages
for the IP prefix attached to L1, each containing different AS PATH
attributes information as following. S1 would save all the routes
generated fromthe BGP updates in the RIB and generate the fina
optimal route in the FIB. |If there are |lots of spine and | eaf
switches in the network, S1 will be overburdened by the route
conputing and cost of the routing entry storage, eventually resulting
in bad BGP convergence

AS PATH info 1. prefix-L1-S1

AS PATH info 2: prefix-L1-S2-L2-S1
AS_PATH info 3: prefix-L1-S2-L3-S1
AS_PATH info 4: prefix-L1-S2-L4-S1
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Figure 1. Spine Leaf Topol ogy

Sone sol ution reduces the route computing conplexity in S1 by
assigning the same AS nunmber to all the switches in the spine |ayer,
then S1 would only receive one BGP updates, as L2, L3 and L4 will not
forward BGP updates received fromand to the sane AS. This greatly
rel eases the burden of S1, but |oses the redundant paths, which may
be of high value when these paths are used as backup paths, or non-
ECVMP paths for fully utilizing the bandwi dth provi ded by the
connecting network. Many solution uses the non-ECVMP paths, i.e. both
the shortest path and no-shortest path, then it is normal way to
steer the traffic along a non-shortest (non-ECMP) path to acquire
flatter pipe with nore bandwi dth between two nodes regardl ess of the
nmore forwarding hops. This nay greatly reduce the BGP nessages
needed for BGP to converge, and enable a better BGP convergence
performance, but at the cost of sacrificing path diversity.

Anot her in-efficiency use case of BGP updates is constructing the
multiple paths for ECMP scenarios. |In figure 1, L2 needs to get two
BGP updat es advertising reachability to prefix attached to L1,
respectively fromS1 and S2, in order to fornmulate the two ECWP
paths, L2->S1->L1->prefix and L2->S2->L1->prefix. |f the conputing
cluster is a large scale one, lots of BGP updates woul d be sent out
and process, and this would greatly inpact BGP convergence as well.
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Conpl ex BGP Confi gurations

Runni ng BGP in conputing cluster network, lots of configurations need
to be carried out. Configurating the network is a challenging and
tedious work with the increasing of the network scale, conplexity and
its dynamismattributes. These configurations mainly fall into two
categories. The first type is BGP routing protocol configurations,
whi ch includes configuring the paraneters of the AS number, prefixes,
router I D, BGP peer addressing information, etc. The second type is
BGP policy configurations, which includes the route inporting and
exporting filters, traffic steering policies for drain/undrain
operations, policies for traffic | oad bal ancing, redundancy and path
preferences, etc. Mst of the configurations in the first type may
remain static during the lifetime of computer cluster network. On
the other hand, it is expected that some dynam c changes are conmon,
such as the drain policy configuration differs tinme-to-tinme because
of upgrading or failures of different network elenents. It is error-
prone and tine-consunming to do the BGP configurations.

Conputing cluster network operators are trying different ways to find
an easier BGP configurations nmethods. Some are defining
configuration tenplates for different network elements, and it is
easy to do configuration just by filling different paraneters in the
correspondi ng tenplates. Some solutions are defining a high-I|eve

| anguage, which can express the desired behavior in an |Intent way.
Then a conpiler or generator will convert the Intent expressions into
networ k el ement configurations automatically. Al these efforts
reduce the configuration conplexity to sone extent, but configuring

the network is still needed. Once configuration is perforned,
drawbacks of possible nmisconfigurations and non-realtine
ef fecti veness of configurations still exist.

Chal | enges for Centralized Routing in Conputing C uster Network

An SDN-1i ke (Software Defined Networking) centralized routing
mechani sm for computing cluster network i s another comon approach in
market. The centralized controller connects to all the network

el ements under control through either an in-band network, i.e. the
same network as the forwarding of data packets and control packets,
or an out-of-band network, i.e. the network dedicated only for

control or managenent packets. The controller and network el enents
exchange the control information over the connections. The network
el ement can report its neighboring information, |ink up/down status,
etc. to the controller. The controller can install the forwarding
table entries, policies, or configurations to the network el enents.
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Generally, the centralized controller can fornulate the gl oba

net wor k topol ogy and do the end to end path cal cul ati on based on the
communi cati on demands. Then, the forwarding table entries of each
network el enments along the path will be installed accordingly by the
controller. The conputing cluster network is enabled with the
forwardi ng capability in this centralized way of control

The centralized control for the conmputing cluster network has

gl orious advantages. First and forenmpst, the controller greatly

all eviates the burden of the control capability of the network

el ements. No routing protocol or path calculating algorithns is
running in the network elenments. Secondly, as no protocols is

depl oyed in the network el enents, no protocol specific configurations
are needed any nmore. Configuring the network is a daunting work.
Thirdly, as the controller has the whole picture of the conputing
cluster network, it is easy to work out the optinal forwarding path
for all the flows.

The centralized approach has the scaling problem A single
controller is unlikely to manage hundreds of thousands of elenents in
the conputing clusters. Even though hierarchical controller
architecture is proposed in sone solutions, coordination anong the

controllers is non-trivial. The tine consunption of the path
calculation in the single controller is also crucial for the network
control. The running al gorithm should be efficient enough in face of

| arge scalability. For the cluster network failure or recovery
events, it goes through the handling procedures step by step

Net work el ements reports the event to the controller, then controller
wor ks out the solutions and install the instructions to the network.
This long processing path greatly induces the | ag between the event
and its handling, which is bad for the convergence tinme. Extra
attention should be paid to the stability of the connection between
the controller and network el ements. Losing the connection would I et
the cluster network out of control, which would never happen in the
distributed routing solution world.

Hybrid Routing in Computing C uster Network

Conputing cluster networks make a significant change fromtraditiona
data center networks. There is a trend to conbine the advantages of
distributed and centralized routing to achi eve the enhanced
scalability, inproved resilience and optim zed performance.

[Primus] is one of such hybrid routing solutions. It uses
centralized controllers to collect/dissenmnate the network’ s |ink-
states (LS), and offload the actual routing calculation onto each
switch. Wth the observation that the routing changes can be
classified into a few fi xed patterns which have regul ar or nodul ar
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topologies, it sinplify each switch’ s routing calculation into a
tabl e- 1 ookup manner by comparing LS changes with pre-installed base
topol ogy and updating routing paths according to predefined rules.
So it enjoys the faster per-switch routing calculation tinme and the
efficient controller fault-tol erance.

There are different approaches for hybrid routing fromresearch. One
of the key strategies is howto properly divide the routing functions
between the centralized controller and individual network nodes. The
considerations for a good hybrid routing framework in conputing
cluster network include the foll ow ngs.

1. Fully use of the prior know edge |ike topology and its
modul arity, available paths and traffic pattern. Such
information is helpful in regular address allocation aligned with
cluster nodularity, routing path pre-conputation and predefined
rules installation.

2. Quickly detect network failures and reroute traffic to
alternative paths. This nminimzes the inpact of failures on the
overal|l system performance and ensures that the cluster remains
operational with mniml disruption

3. Mnimze per-node routing calcul ation especially when fault
occurs for better scalability. Installation of the predefined
rule to help route convergence can be useful. Deploy Iightweight
deci si on nodul es on | ocal nodes to handle burst traffic or link
failure recovery.

4. Centralized controller is helpful to provide the gl obal view and
traffic planning. However single point of route conmputation and
failure handling should be avoi ded. The central controller can
periodically collect state feedback fromdistributed nodes (e.qg.,
link quality, |oad changes), reoptimzes rules, and increnentally
updates them enabling a "centralized planning + distributed
execution" closed-1oop system Consistency between centralized
policies and distributed | ocal states should be ensured.

Hybrid routing is a possible candidate to inprove the routing system
in conmputing cluster networks for better scalability and
availability. The authors expect nore detail ed el aboration of hybrid
routing in future | ETF work.

Security Considerations

TBD.
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