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Abst ract

The Application-aware Networking (APN) framework defines that
application-aware information (i.e. APN attribute) including APN
identification (1 D) and/or APN paraneters (e.g. network performance
requirenents) is encapsul ated at network edge devices and carried in
packets traversing an APN donain in order to facilitate service

provi sioning, performfine-granularity traffic steering and network
resource adjustnent. This docunent defines the extension of the APN
framework for the application side. In this extension, the APN
resources of an APN domain is allocated to applications which conpose
and encapsul ate the APN attribute in packets. Wen the network
devices in the APN dormai n receive the packets carrying APN attri bute,
they can directly provide fine-granular traffic operations according
to these APN attributes in the packets.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

A multitude of applications are carried over the network, which have
varyi ng needs for network bandwi dth, |atency, jitter, and packet

| oss, etc. Sone applications such as online gam ng and live video
stream ng have very denandi ng network requirenents and therefore
require special treatnment in the network. However, in current

net wor ks, the network and applications are decoupled, that is, the
network is not aware of the applications’ requirenents in a fine
granularity. Therefore, it is difficult to provide truly fine-
granularity traffic operations for the applications and guarantee
their SLA requirenents accordingly.
[1-D.1i-apn-problemstatement-usecases] describes the chall enges of
traditional differentiated service provisioning nethods, such as five
tupl es used for ACL/PBR causing coarse granularity as well as
orchestrati on and SDN-based sol uti on causing |ong control | oops.

[1-D. li-apn-franmework] proposes the franework of Application-aware
Net wor ki ng (APN), where application-aware information (APN attribute)
i ncluding application-aware identification (APN ID) and application-
awar e parameters (APN Paraneters), is encapsul ated at network edge
devices and carried along with the encapsul ation of the tunnel used
by the packet when traversing an APN domain. By APN donmmin we intend
the operator infrastructure where APN is used from edge to edge
(ingress to egress) and where packets are encapsul ated using an outer
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header incorporating the APN information. The APN attribute wll
facilitate service provisioning and provide fine-granular services in
t he APN domai n.

In the APN framework the APN attribute is acquired at the ingress of
the APN domai n based on the existing information in the incom ng
packet header (i.e. source and destination addresses, incoming L2
(or) MPLS encapsul ation, incom ng physical/virtual port informtion,
the other fields of the 5-tuple if they are not encrypted) in the
edge devices. The APN information is then added to the data packets
along with the tunnel encapsul ation. The packet traverses the donain
and, when exiting the domain, the outer header along with the APN
information is renpved.

Thi s docunent defines the extensions of the APN franmework for
application side. In this extension, the APN resources of the APN
domain is allocated to applications which conpose and encapsul ate the
APN attribute in packets. Wen network devices in the APN domain
recei ves packets carrying APN attribute, they can directly apply
policies for these traffic flows according to the APN attribute
encapsul ated by applications.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Termi nol ogy
ACL: Access Control List
APN: Application-aware Networking
APN6: Application-aware Networking for |Pv6/ SRv6
MPLS: Mul tiprotocol Label Swtching
PBR: Policy Based Routing
Q@E: Quality of Experience
SDN:  Sof t war e Defi ned Networking

SLA: Service Level Agreenent
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4. APN Franmework for Application Side

The APN framework is shown in Figure 1. The key conponents include
App- awar e Edge Devi ce (APN- Edge), App-aware-process Head- End (APN-
Head), App-aware-process M d-Point (APN-M dpoint), App-aware-process
End- Poi nt ( APN- Endpoi nt), and APN- Controller.

Packets carry application characteristic information (i.e. APN
attribute) which includes the follow ng information:

* Application-aware identification (APN ID): identifies the set of
attributes, indicating that all packets belonging to the same flow
will be given the sane treatnment by the network. APNID s
mandat ory.

* Application-aware paraneters (APN paraneters): The typical
application-aware paraneters are the network performance
requi renent paraneters including bandw dth, delay, delay
vari ation, packet loss ratio, etc. APN paraneters are optional.

o e e e e oo oo +
| APN- Cust oner |
o e e e oo +
I
| NBI
Fom e e e oo +
| ______________________
| APN-Controller | \
----- | [EERREEE \

/ e L + \ \
dient / / | \ \ | Server
+o---- + / / | SBI \ \ +o---- +
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Figure 1: APN Framework for Application Side
In the extension of the APN franmework for application side, the new

key components, APN-capable Application Server (AAS) and APN- capabl e
Application dient (AAC), are introduced as foll ows:
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APN- capabl e Application Server (AAS): The AAS requests the APN
Controller to allocate the APN resources of an controlled APN
domain. And the AAS all ocates the APN resources received fromthe
APN- Controller to the AAC to conmpose APN attribute according to
the requirenent fromthe AAC. When the AAS sends packets to the
AAC, it adds APN attribute in these packets. The request sent by
the AAS to the APN-Controller includes the application

i nformati on, network service requirenent, etc. The APN resources
all ocated by the APN-controller to the AAS includes sets of APN

I Ds and correspondi ng network service attributes.

APN- capabl e Application Cient (AAC): The AAC requests the AAS to
all ocate the APN resources. The AAC conposes the APN attribute
according to the allocated APN resources fromthe AAS. Wen the
AAC sends packets to the AAS, it adds the APN attribute in these
packets. The APN resources allocated by the AAS to the AAC

i ncludes the unique APN I D and the correspondi ng network service
attributes

In the extension of the APN franework for the application side, the
functionalities of the follow ng key conponents are extended or
changed:

*

APN- Edge: I n the extension of APN franework for the application
side, since the APN attribute is added by the application, the
functionalities of the APN Edge needs to be changed. The APN- Edge
can directly transmt the packets w thout encapsul ating tunnels
for the purpose of carrying APN attribute. |f the APN Edge needs
to encapsul ate a tunnel for packets, it can directly obtain the
APN attribute fromthese packets sent by the AAS/ AAC and the APN
attribute can be copied or be napped into the outer tunnel header.

APN- Head: The APN-Head can directly obtain the APN attribute from
packets sent by the AAS/ AAC to apply correspondi ng policies.

APN- M dpoint: If policies need to be adjusted on the APN-M dpoi nt,
the APN-M dpoint can also directly obtain the APN attribute from
packets sent by the AAS/ AAC

APN- Endpoi nt: The APN- Endpoi nt MJUST keep the APN attribute in
packets sent by the AAS/ AAC without any change.

APN-Controller: In the extension of APN framework for the
application side, the APN-Controller is responsible for processing
the request fromthe AAS and allocating the APN resources of the
control |l ed APN domain to the AAS
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1.

The APN attribute need to be transmitted anong the AAS, AAC and APN
domai n. The security nechani sm MJUST be introduced to guarantee the
security of the transmission. The details of the security mechani sm
will be proposed in future versions of the draft.

Requi rement s

According to the extension of APN franmework for the application side,
there are follow ng basic protocol extension requirenents:

[ REQD1] Protocol extensions MJST be defined for the AAS to request
the APN-Controller to allocated the APN resources of the APN donai n.

[ REQD2] Protocol extensions MIST be defined for the APN-Controller to
notify the all ocated APN resources to the AAS

[ REQD3] Protocol extensions MJST be defined for the AAC to request
the AAS to allocate the APN resources.

[ REQD4] Protocol extensions MIST be defined for the AAS to notify the
al | ocated APN resources to the AAC

[ REQD5] Security mechani sm MJUST be defined to guarantee for that the
APN attribute being securely transmtted anong the AAS, AAC and the
APN donai n.

I ANA Consi derati ons
Thi s docunent does not include an | ANA request.
Security Considerations

In the extension of the APN Franework for the application side, the
security issues are proposed because the APN attributes need to be
transmtted anong the AAS, AAC and the APN donmain. The security
mechani sm MUST be introduced to guarantee the secure transmn ssion
The details of the security mechanismand the security consideration
will be proposed in the future version of the draft or an independent
draft.
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