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Abstract

In traditional acknow edgrment nechani sns, the sender frequently

"pul I s" ACK packets, resulting in significant protocol control
overhead. This leads to wasted CPU and |1/ O resources, contention for
packet spectrum on half-duplex links (e.g., WLAN), and reverse-path
congestion in asymetric links (e.g., satellite network). Reducing
the nunmber of ACKs is essential in scenarios where ACK overhead is
non-negligi ble. However, a |ower ACK frequency can introduce biases
in delay estimation, such as overestimating the mninmumround-trip
time (mMnRTT). This docunent proposes how to calibrate the

estimati on of the m nRTT under | ow ACK frequency conditions.
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Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Overvi ew of Standards on ACK Mechani sm

[ RFC9000] specifies a sinple del ayed ACK mechani smthat a receiver
can send an ACK for every other packet, and for every packet when
reordering is observed, or when the nax_ack delay tiner expires.
However, this ACK nechani sm may not nmatch the nunber of ACKs to the
transport’s required intensity under different network conditions.

For exanple, when the data throughput of a WLAN transport is
extrenmely high, QUCwll generate a | arge nunber of ACKs. In this
case, mnimzing the ACK intensity of QUCis not only a win for data
t hroughput inprovenent but also a win for energy and CPU efficiency.
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[ RFC1122] and [ RFC5681] were two core functionality standards that

i ntroduced del ayed ACK, which was the default acknow edgnent

mechani smin nmost Linux distributions. [RFC4A341] and [ RFC5690]
descri bed an acknow edgnent congestion control mechanismin which the
m ni mum ACK frequency allowed is twice per send wi ndow. [RFC3449]
di scussed the inperfection and variability of TCP s acknow edgnent
mechani sm because of asymetric effects and recomrended scal i ng ACK
frequency as a mtigation to these effects. These RFCs reveal that
the dependence on frequent ACKs is an artifact of current transport
protocol designs rather than a fundanental requirenment. Based on
this insight, sone work-in-progress | ETF drafts have paid great
attention to ACK scaling technologies in both TCP and QUI C worki ng
groups.

First of all, [ACK-PULL] proposed the TCP ACK pull mechani sm which
all ows a sender to request the ACK for a data segnment to be sent

wi t hout additional delay by the receiver. This helps in sone cases
when t he del ayed ACKs degrade transport perfornmance.

Instead of pulling more ACKs, [QUI C SCALI NG recomrended reducing the
ACK frequency by sending an ACK for at |east every 10 received
packets and [ QUI C SATCOM recomended an ACK frequency of four ACKs
every round-trip tine (RTT), ainming to reduce link transm ssion costs
for asymmetric paths.

Different fromusing an enpirical value of ACK frequency, instead, Li
tried to inprove the scalability by proposing a novel ACK nechani sm
naned Tame ACK (TACK), whose frequency is a function of the
bandwi dt h- del ay product of network connections. The detail ed TCP-
based inplenmentation (i.e., TCP-TACK) details and evaluation results
in industrial applications have been shown in [LI-TACK]

The recent work [] YENGAR- ACK] has been adopted in QU C worki ng group,
it specifies an extension to QU C that enabl es an endpoint to request
its peer change its behavi or when acknow edgi ng at a | ow ACK
frequency.

Based on the observations, |ow ACK frequency not only addresses an

i ndustry-wi de need but al so denonstrates broad applicability across
di verse operational environnents.
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Pr obl em St at enent

In this docunent, the minRTT is the m nimum RTT sanpl es observed at
the sender for a given network path during a period of tinme. The

m nRTT is a fundanental state variable in transm ssion control, and
its accuracy is critical for achieving both high throughput and | ow

| atency. For exanple, sone congestion controllers depend on m nRTT
to estimate the congestion wi ndow [ CARDWELL-BBR]. mi nRTT is al so used
by QU C | oss detection to reject inplausibly small RTT sanpl es

[ RFC9002]. m nRTT is further used to update the ACK frequency in

[ LI - TACK] .

An RTT estinmation systemcontains a sender and a receiver. Ideally,
when sendi ng an ACK for every data packet, the m nimum RTT sanmpl e can
be computed by nonitoring the per-packet RTT sanples. However, the
sender can hardly generate per-packet RTT sanples in the case of
sendi ng fewer ACKs, which is the root cause of the mnimmRTT
estimation biases. Wen nultiple packets carrying departure

ti mestanps are transported between endpoints via the sane path, an
RTT of this path can be sanpled at the sender upon receiving an ACK
franme. However, when sending fewer ACK frames, nore data packets

m ght be received during the ACK interval, generating only one RTT
sanpl e among multiple packets is likely to result in biases. For
exanmple, a larger mninum RTT estimate. In general, the higher the
throughput, the larger the biases. Experinents in [LI-TACK] show
that the default way of RTT sanpling suffers 8% ¥f > 18% | arger minRTT
estimates.

One alternative way to reduce biases can be that, each ACK frane
carries multiple tinestanps for the sender to generate nore RTT
samples. For exanple, the recent draft [SWETT-TS] has been adopted
in QU C working group, this docunment defines an extension to the QU C
transport protocol which supports reporting nmultiple packet receive
timestanps in a best-effort way. However, (1) the overhead m ght be
too high to be acceptable for high-bandwi dth transport. Al so, (2)
the nunber of data packets night be far nore than the maxi num nunber
of timestanps that an ACK frame is capable of carrying. This issue
is unremarkabl e for the basic RTT estinmation (e.g., snmoothed RTT)
when t hroughput is ow. However, the mi nRTT m ght be overestinmated
because that the sender can hardly generate per-packet RTT sanples
when the throughput is hign.
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4. 1.
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M nRTT Estimati on Under Low ACK Frequency

Since the receiver is capable of nonitoring per-packet state, the
one-way delay (OAND) of each packet can be easily conputed according
to the departure tinestanps (carried in the TIMESTAMP frane) and the
arrival tinmestanps of each packet. |In this case, QU C SHOULD adopt
the OAD-based mi nRTT esti mati on.

The rationale is that the variation of OAD reflects the variation of
RTT over near-symmetric links. The OAD-based m nRTT estinmation
requires the sender to record the departure tinestanp in each ack-
eliciting packet. Meanwhile, at the receiver, the per-packet OAD
sanmpl es SHOULD be conput ed upon packet arrivals and a function of
computing the m ni mum OAD (m nOAD) SHOULD be newy added. 1In this
docunent, m nOAD is the m ni mum OAD sanpl es observed on the same
network path during a period of time. The receiver then generates an
ACK frame for the sender, in which the ACK delay and departure
timestanp for the packet that achieves the mninmum O is reported
The ACK delay is defined as the delay incurred between when the
packet is received and when the ACK frame is sent. Based on the
informati on reported by the incomng ACK frames and the ACK arriva
ti mestanps, the sender can generate RTT sanples and then conpute

m nRTT accordi ngly.

Sender - Si de Operati on
Generally, the mnRTT is cal culated at the sender.

Before estimating the m nRTT, the RTT sanpl es shoul d be conputed
based on the ACK franes collected during a period. Assune that a
packet is sent by the sender at time t_1 and arrives at tinme t_3, and
the ACK frane is sent at time t_4. The ACK delay can be conputed at
the receiver. For example, the receiver computes the ACK del ay
deltat =t 4 - t_3, and syncs the ACK delay to the sender via an ACK
frane. The ACK delay can also be conputed at the sender. For
exanpl e, the receiver directly syncs an ACK franme carrying t_4 and
t_3 to the sender, the sender then conputes the ACK delay delta_t =

t 4 -t _3.

The sender therefore conputes an RTT sanple according to delta_t,

t 1, and the arrival tinme (t_2) of the ACK frane, i.e., RIT sanple =
t_ 2 ¥t _1 — delta_t. Measuring delta_t at the receiver assures an
explicit correction for a nore accurate RTT estimate. RITT sanples
SHOULD be snoot hed usi ng exponenti al |y wei ghted novi ng average (EWA)
as specified in [RFC6298]. The sender then conputes the m nRTT
according to these RTT sanples during a period.
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5. 1.
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The sender SHOULD insert a TIMESTAMP frane into each packet for
measuring OAD at the receiver.

Recei ver-side Qperation

As specified in [ RFC9000], by default the QUI C receiver reports ACK
del ays for only the | argest acknow edged packet in an ACK frane,
hence an RTT sanple is generated using only the |argest acknow edged
packet in the received ACK frane. For a nore accurate m nRTT
estimate when sending fewer ACK franes, this docunment requires the
QU C receiver to filter the departure tinestanp for the packet who
achi eves the mi nOAD during the interval between two ACK franes and
report the ACK delay of this packet.

Hence, to achieve the OAD-based m nRTT estimation, the QU C receiver
i's RECOWENDED to send an M NOAD- ACK franme periodically to report ACK
del ay and the departure tinestanp of the packet who achi eves the

m nOAD.

Upon packet arrivals, the receiver is capable of generating per-
packet OAD sampl es according to the difference between the packet
departure timestanp and packet arrival tinmestanp. The receiver then
conputes the m nOAD by conparing the per-packet OND sanples. The OAD
estimati on does not require clock synchronization here because the
relative val ues are adopted.

Afterwards, based on the ACK delay and the departure tinestanp
correspondi ng to the packet that achi eves the m nOAD, the sender
cal culates the RTT of this packet as a mininum RTT sanpl e.
Utimately, the m nRTT is conputed according to these m ni mum RTT
sanpl es.

The M NOND- ACK frame is RECOVWENDED to send at nbst once an RTT to
limt the acknow edgnent frequency.

Modi fication to QU C Protoco
Transport Paraneter: timestanp-support

A new field named tinestanp-support should be added for negotiation
bet ween both parties on whether to sync packet departure tinestanps
in QU C connection. The endpoints send this paraneter during
handshakes. Only when both parties agree, packet departure tinestanp
synchroni zati on can be adopted.

ti mestanp-support (Ox XX): This paraneter has two values (0 or 1)

speci fyi ng whether the sending endpoint is willing to sync packet
departure tinestanps. Wen the value is set as 1, it neans that the
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5.

5.

sendi ng endpoi nt wants to sync packet departure timestanps during
connection. Wen the value is set as 0, it means that the sending
endpoi nt does not support this function.

2. Tl MESTAMP Frame

Instead of the invasive way of adding a new field in the QU C public
packet header, it is RECOVMENDED that a new frame be added for
exchangi ng the departure tinestanp of each packet.

It is worth noting that [HU TEMA-TS] has proposed an extension of
TI MESTAMP franme for QU C, which can be reused for m nRTT estination
in this docunent.

Based on [HU TEMA-TS], a TIMESTAMP franme is shown in Figure 1.

0 1 2 3

01234567890123456789012345678901

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i

| 0x XX (i)

B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR

| Departure Tinmestanmp (i)

B S T i s T S S S R S i ik Tk I I N R S S S i e
Fi gure 1: TI MESTAMP Frane

A TI MESTAMP frame contains the follow ng fields:

Departure Tinmestanp: An integer indicating the departure tinme of a
packet .

QUI C SHOULD carry the TI MESTAMP Frane in each packet.

3. M NOWD- ACK Frane

Instead of the invasive way of redefining the ACK Delay field in the
QUIC ACK frane, it is RECOMVENDED that a new M NOAD- ACK frane be

added for m nRTT estinmation.

A M NOAD- ACK franme is shown in Figure 2.
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0 1 2 3
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| M nOAD ACK Del ay (i) .
i I i i I i i S e ih i S N

| M nOAD Departure Timestanmp (i) ..
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Figure 2: M NOND- ACK Framne
A M NOAD- ACK frane contains the followi ng fields:
M nOAD ACK Del ay: An integer indicating the M NOAD-ACK Del ay. When
generating the M NOAD- ACK frame, QUI C SHOULD change the way of
conmputi ng M NOAD- ACK Del ay according to the arrival tinestanp of the
packet with mininmm OA instead of the arrival tinmestanp of the
| ar gest acknow edged packet.

M nOAD Departure Timestanp: An integer indicating the departure time
of the packet who achi eves the m nOAD.

Security Considerations
TBD
I ANA Consi derations

The val ues for the tinmestanp-support transport paraneter, TIMESTAMP
franme, and M NOAD- ACK frame shoul d be all ocat ed.
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