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Abst r act

Tel ecommuni cations (Tel ecom) networks are inportant infrastructure.
3rd Generation Partnership Project (3GPP) provides security
specifications for tel ecom networks, including network devices and
user termnals. Meanwhile, the security protocols fromI|ETF wi dely
used in tel ecomsystens. This docuemmt presents sone post-quantum

ri sks and assessnents that exist in current tel ecomnetwork, analyzes
possi bl e post-quantum mi gration cases and potential strategy in
typical telecomnetwork, the strategy includes the suggestion of

rel ated | ETF protocols and profiles.
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I ntroduction

Crypt ographi c technol ogi es are used throughout |CT(Information and
communi cati ons technol ogy) industry to authenticate the source and
protect the confidentiality and integrity of information that we
communi cate and store. However, quantum conputing technol ogy poses
significant threats to classical cryptography, especially to w dely-
used cryptographic al gorithns.

Today’ s 5G network wi dely uses both symretric and asymetric

crypt ography above across different |ayers of the network to ensure
the security, privacy, and integrity of conmmunications. The
permanent identity of device (named Subscription Pernmanent
Identifier, SUPI) is protected by asymretric key encryption
algorithms when the UE initially accesses the 5G systens. Then,
symretric key encryption (e.g., AES) is used to protect the signaling
control and data when the UE (e.g., the cell phone) communicates with
the network. 1In addition, a network entity (for exanple, a base
station) uses IPsec tunnels to protect the user data and contro

pl ane. network functions in the core network use TLS connection for
security transm ssion. The PRINS [ RFC8784] can be used to protect
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conmuni cati ons between different operator domains through SEPP.
These are all related to both symetric and asymmetric key

crypt ogr aphy

In fact, servral procedures should considered be mgrated to quantum
saf e, becase quantum conputers endanger both symetric and asymretric

crypt ogr aphy:

* For asymmetric encryption schenes, for exanple, ECIES (based on
Elliptic Curve Cryptography), and | KEv2 (Dbased on iffie-Hellman
key exchanges), Shor’s algorithm[shor], running on a sufficiently
power ful quantum conputer, can break these systens by naking these
hard nmat hemati cal problens easy to solve (e.g., ECC used in ECIES
and Diffie-Hell man used in I KEv2 relying the difficulty of solving
discrete logarithm problens). As a result, public-key
cryptosystens that secure digital signatures, encrypted
conmuni cati ons, and key exchanges woul d becone vul nerable to
quant um at t acks.

* For symmetric encryption schenes, for exanple, AES (Advanced
Encryption Standard) / SNOWM5G / ZUC and SHA-256 (hash functions),
their vulnerability to quantum conputing algorithm (e.g., Gover’s
algorithm is still in active discussions in post-quantum
crypt ography research comunity. The nmajor concern is that
quant um conput er can speed up the process of brute-forcing
symretric keys.

Appl yi ng post quantum cryptography algorithns to tel ecom networks is
called PQC migration, this docunent proposes the tel ecomuse case for
PQC migration, contains potential PQC risk, assessnent and mgration
strategy. Some of the cases are referred fromthe guideline of GSMA
[PQO3]. Further, this document points out the connections between
the 1 ETF protocols and the tel ecom systemfor the information of each
WG in contributing the PQC protocol current design as well as in
future.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Typi cal Tel ecom Scenarios and Potential Risks
This section is the core of this docunment. each introduced tel ecom

scenarios nmay contain nore than one risks and threats and it will
link to the reference use cases in the next section
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.1. Certificate Enroll ment Procedure of the Base station

G ven the standardi zed process of certificate enrol nent for base
stations defined in 3GPP TS 33.310[ TS33310], we consi der the
procedure where a base station (e.g., 5G base station = gNB, or 4G
base station = eNodeB) bootstraps and tries to apply a certificate
fromthe operator’s CAwith a preconfigured certificate fromthe
vendor CA.
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Figure 1 Scenario of the certificate enrolnent of the base stati

As shown in Figure 1, the follow ng steps are performed by gNB/ eNodeB
toinitially establish a secure connection and depend on the
certificate, which can be an exanple to show the quantumrisk in the
current tel ecom system

* 0. The base station pre-installs vendor certificate from vendor
CA (out of band). Then, the base station pre-establishes the
| Psec tunnel connection with operator’s CA

* 1. The base station request to apply the operator’s certificate
through the | Psec Tunnel
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* 2. The base station communicate to core network through | Psec
tunnel used the operator certificate.

There are two risks related to the quantum conputation attack that
need to be considered in the above steps.

Ri sk A attacking the |Psec tunne

* 1. The base station establishes the secure connection with

operator’s CA through I Psec Tunnel. During the establishnment, the
base station exchanges the session key with operator’s CA using
| KEv2/ | Psec.

* 2. Attackers in Ri sk A eavesdropping and storing the traffic of
I Psec tunnel can anal yze and corrupted the key exchange packet in
| KEv2 with quantum conputing capabilities.

* 3. If the traffic is protected by quantumresi stant al gorithm
the attacker will fail to derive the | Psec session key used for
base station and operator CA.

Ri sk B: attacking the certificates

* 1.The attacker in risk B establishes a connection with the
operator CA and obtains the X 509 profile of a stolen vendor
certificate fromother entities.

* 2.The attacker attenpts to forge a valid X 509 profile (including
the certificate signature) of a vendor certificate.

* 3.1f a quantumresistant signature approaches is used in
certificate; the attacker will fail to forge a valid vendor
certificate with a valid signature.

Ri sk A is non-quantum security protocols such as the CwWPv2 and | Psec
(e.g., secure key exchange procedure). Risk B is the non-quantum
security X. 509 certificate (e.g., ECC signatures in the certificate).
Two possible quantumrisks threaten the security of base station and
requires PQC migration to defense the potential attacker

Ref erence M gration Use Cases

This section is the core of this document. For each use case, we
present a conci se overview and highlight the features that can help
to categorize it. This list is not exhaustive, and if you think we
have m ssed sone inportant use case pl ease consider contributing to
it.
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Overvi ew of Tel ecom net wor k

G Tel ecom network, a variety of cryptographic
ETF protocols are used ,both symetric and asymetric
summury is provided in Table 1.

[ oo oo ool s s ool et e e el
| Usage in 5G | Symmetric | Asyimetric | Reference in | Rel ati ve
| | Crypt ogr aphy| Crypt ogr aphy| Exi sting 3GPP || ETF WG

| | | | specifications | |
B ey Sy plp——p———(———r———r ol eyl L —p———
| Key agreenment | KDF based on| N A | Annex A1 in | NV A |
| between UE and| symmetric | | 3GPP TS | |
| i ndi vi dual NF | cryptography]| | 33. 501[ TS33501], | |
| (e.g., KAW) | I | TS I I
| | | | 33.220[ TS33220] | |
- S S S ey +
| Two entities |[Integrity | Diffie- | A ause 9 in 3GPP| | PSECVE

| (e.g., NF/ RAN | and | Hel I man ( | TS 33.501 | |
| Security | confidential|or Elliptic | | |
| gat eway, etc.)|protection |Curve | | |
|to securely |in IPsec | Diffie- | | |
| exchange keys | | Hel I man | | |
| over an I | (ECDH) I I I
| i nsecure | | | | |
| channel for | | | | |
| deriving I I I I I
| symmetric I I I I I
| session keys | | | | |
I S Iy S Iy T R ppe—— +
| UE | 5G AKA and | EAP-TLS | Annex 1.2 in | EMJ

| registration | EAP- AKA | | 3GPP TS 33.501 | |
| and I I I I I
| aut henti cati on| | | | |
- S S S ey +
| Two NFs mutual | N A | Di gital | dause 13 in | Lanps

| aut henti cati on| | Certificate |3GPP TS 33.501 | |
I I | and PKI I I I
o e e - R R o e Fomm oo +
| Conceal i ng | N A | Public key |Cause 6.12 in |NA |
| SUPI by | | encryption | TS 33.501, 3GPP | |
| generati ng | | (ECI ES) | TS 23. 003 | |
| SUCI | | | [ TS23003] | |
S Fomm e oo - Fomm e oo - oo o - Fomm e - o - +
| Encryption to | AES / SNOW | N A | A ause 5.11 in | CFRG

| pl ane data |
| and/ or control

| TS

I
| protect user |5G/ zZUC |
I I
| | 35. 215[ TS35215], |

I
| 3GPP TS 33.501, | |
I
I
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| | pl ane | | | TS |
| | signaling | | | 35. 221[ TS35221]

| Publi c key | Si gnature of

| Infrastructure |the
|certificate

| for security

| est abl i shnent,
| such as

| transport

| ' ayer security

N A | Si gnature | 3GPP TS | ACVE
| al gorithm | 33.310[ TS33310] |/ Lanps
| for exanpl e,
| ECC, etc.

Table 1: Summary of synmetric and asymetric cryptography in 5G
Tel ecom net wor k

As shown in the table, sonme common issues have been discussing in the
rel evant | ETF W&s, but there are sonme uni que characteristics, in
terns of the deploynent of telecomnetworks. Specific use cases are
di scussed in the foll owi ng sections, which are proposed based on the
scenario in section 3 to address the identified risks.

4.2. N2/ N3 migration between base station and security gateway
4.2.1. Description

In the current tel ecom network, the base station and the core network
need to transmt control signaling and the user’'s data. Contro
signaling is for exanple non-access stratuminformati on of the UE

i ncludi ng inportant messages such as user authentication and

aut hori zation information. The user’s data is for exanple, the
communi cati on data between the UE and the website of data network
(aka., user plane data). The foregoing content is transmtted
through interface N2 and N3 respectively. Generally, it can be
concluded that N2 is used for control plane signaling, and N3 is used
for user plane data.

As described in the threat analysis in Section 2, both the secure
connection of the N2 and the N3 use the | Psec protocol

Specifically, the core network uses a security gateway (SEG as the
endpoi nt of the | PSec tunnel, and the other end point is base
station. As specified if 3GPP TS 33.501, Wien an | Psec tunnel is
established, IKEv2 is executed and authenticated by the certificate
with specified profile.
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For post-quantum migration of N2/ N3, Although IPsec itself uses
symretric encryption for transnission, the current 3GPP recomended

| KEv2 protocol version and certificate format do not include post-
quantum considerations. In this use case of N2/ N3, the post-quantum
m gration of | KEv2 shoul d be considered.

4.2.2. Mgration Suggestion

Fromthe perspective of IETF PQU P and this use case, the foll ow ng
anal ysi s can be consi der ed.

About key exchange:

* A pre-shared key may be considered as a way, for exanple, as
specified in RFC 8784[ RFC8784], which includes the pre-shared
hybrid key, and the non-hybrid key (e.g, AES only). The reason is
same as hybrid key exchange. Mreover, considering that base
stations and SEGs are usually provided by different vendors, extra
coordi nation may be required or the key pre-configuration can be
i npl ement ed by operators during the depl oynent.

* Directly use the post-quantum algorithmto negotiate keys, which
can be consi dered when the post-quantum al gorithmis nature.
Besi des, some additional issues also need to be considered, such
as increased payl oad size and | KE fragnentati on.
About aut hentication
* PKls that support post-quantum signatures need to be considered.
O herwi se, certificate-based authentication nay be risky between
the base station and the SEG
4.2.3. Oher Informtion
For other SDOs, 3GPP has not yet proposed post-quantum m gration
consi derations. The GSMA proposed post-quantum m gration
gui del i ne[ PQO3] partially including the use case.
4.3. Conceal nment of the Cell phone’s Subscription Permanent ldentifier
TODO
5. | ANA Consi derations

Thi s docunment has no | ANA consi derati ons.
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6. Security Consideration
TODO
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